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Abstract—Two-hop wireless network serves as the basic net- However, recent advances in computing power (e.g., quantum

work model for the study of general wireless networks, while computing) could make it possible to break such difficult
cooperative jamming is a promising scheme to achieve the pbi

cal layer security. This paper establishes a theoretical imework
for the study of eavesdropper-tolerance capability (i.e.the exact . : > i
maximum number of eavesdroppers that can be tolerated) in more and more urgent. That is why there is an increasing
a two-hop wireless network, where the cooperative jammings interest recently in physical layer security, behind whihb
adopted to ensure security defined by secrecy outage probdity  fundamental idea is to exploit the inherent physical charac
(SOP) and opportunistic relaying is adopted to guarantee réa-
bility defined by transmission outage probability (TOP). Fa the
concerned network, closed form modeling for both SOP and TOP - : ‘ .
is first conducted based on the Central Limit Theorem. With the ~ assistance of a secret key [6]] [7]. It is more important tiat
help of SOP and TOP models and also the Stochastic Ordering limitations are assumed for the eavesdroppers in termseof th
Theory, the model for eavesdropper-tolerance capability malysis  computing power or network parameter knowledge. Moreover,
is then developed. Finally, extensive simulation and numéral
results are provided to illustrate the efficiency of our theaetical
framework as well as the eavesdropper-tolerance capabilit of ‘ l X
the concerned network from adopting cooperative jamming ad  like no need to employ complicated cryptographic algorghm
opportunistic relaying. and guaranteeing an everlasting security without appliag

cryptographic algorithmg_[5] and thus the demand for ever-
lasting security in modern wireless communications become

teristics of communication channels to proviokormation-
theoreticsecurity to the legitimate transmissions without the

the physical layer security approaches can offer somefsigni
icant advantages over the traditional cryptographic sehem

Index Terms—Security, networking, reliability, eavesdropper- distribution and management, which is extremely expensive

tolerance. and difficult for large scale decentralized networks. Aiddit

ally, physical layer techniques can be used with cryptolgiap
approaches in a complementary way and thus can augment the
security achieved by cryptography. Therefore, physicatida
WO-HOP wireless networks, in which a source caapproaches have been very promising in guaranteeing astron
communicate with its destination directly or via a interform of security in wireless communications.

I. INTRODUCTION

mediate relay, have been a class of basic and attractiveretw In the seminal work[[8] on the physical layer security,
scenarios[[1]. More importantly, the performance analysis Wyner introduced the wire-tap channel model where the
such two-hop networks lays the groundwork for the study spurce transmits messages to the intended receiver over a
general multi-hop wireless networks. Due to the broadcadiscrete memoryless main channel which is wire-tapped by
nature of wireless channels and the increasing demand &or eavesdropper (wiretapper) through another discrete-mem
exchanging confidential information, ensuring secure and oryless channel, called wiretap channel. This work wags late
liable transmission in such wireless networks has becomeyeneralized to the broadcast modellin [9] and to the Gaussian
challenging yet critical task in practice, especially fonse setting in [10]. These works indicated that perfect seciezny
applications demanding high security and reliability, ls@s be achieved if the intended receiver has a better channel tha
battle command, emergency treatment and disaster relief. the eavesdropper, which however can hardly be satisfied in

Traditionally, information is secured above the physicairactice. Thus, many works sought to explore the possibilit

layer by applying cryptography 2] or other approacHes [3pf secure transmission when the eavesdropper observetea bet
The idea of cryptography is to encrypt the information thylou channel. Maurer [11] showed that perfect secrecy is achleva

a cryptographic algorithm (e.g., RSA and AES) that is hanthen the eavesdropper enjoys a better channel by genegating
to break in practice by any eavesdropper with limited consecret key over a public and error-free feedback channet. Ne
puting power and without the secret key. These schemes artheless, this work is treated as a further step in the titirec
therefore termedtcomputationally securg4], since they are of public-key cryptology. Hera [12] introduced the spauoedi
built around theunprovencomputational hardness assumptiorzoding over multiple antennas for secure communication and

artificial noise injection strategy was first proposed by Neg
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the secrecy outage probability and outage secrecy capaci@pability in more practical network scenarios with finite
of a quasi-static Rayleigh fading channel and showed thatdes, which is more important for the system designers.
fading alone can guarantee the information-theoreticritgcu In our previous work [[35], we considered a random relay
even when the eavesdropper has a better average SNR thalaction scheme and derived #aeacteavesdropper-tolerance
the legitimate receiver. Tekin and Yenér [16] introduced thcapability, which can exactly tell us how many eavesdropper
cooperative jammingcheme where a nontransmitting usea network can tolerate at most for a desired level of security
can increase the secrecy capacity by transmitting jammiagd reliability. However, the results showed that with the-r
signal instead of its codewords to confuse the eavesdroppirm relay selection, the eavesdropper-tolerance perfuzena
Since random noise can be generated by helper nodes rathenot good, especially for small-scale networks and high
than extra antennas, cooperating jamming has been widsgcurity/reliability requirement.
introduced to enhance the physical layer security in wa®le In this paper, we establish a theoretical framework to
networks [17]-[27]. explore the eavesdropper-tolerance capability in a twm-ho
By now, various works have been dedicated to explore thgreless network, where the cooperative jamming is adopted
security performances in wireless networks with coopeeatito ensure security defined by secrecy outage probability?]SO
jamming. For instance, the per-node secure throughputge laand opportunistic relaying is adopted to guarantee rdifiabi
decentralized networks was explored lin|[17],][18].][28]e thdefined by transmission outage probability (TOP). Différen
secrecy capacity maximization problem was investigated from [31], we use different outage probability metrics that
[19]-[21] based on cooperative communication, how to desigan fully characterize the security and reliability of theleo-
efficient jamming strategies in terms of power or position a&fnd transmission. More importantly, we consider the inhiere
jamming was analyzed in [22]—-[24], the opportunistic sktet channel dependence of the transmissions in two hops, which
and use of the relays to enhance the physical layer secuaigy s critical in determining the exact eavesdropper-toleean
studied in [25]-]277]. However, to the best of our knowledgesapability. Our contributions can be summarized as follows

relatively fewer works consider the performance limitstoét , e first apply the the Central Limit Theorem to develop
eavesdropper-tolerance capability of a network. As shawn i  the closed form models for both SOP and TOP of a
[29], [30Q], the density of the eavesdroppers has a dramatic soyrce-destination transmission.

impact on the connectivity of secrecy graph and the secrecy, Based on the SOP and TOP models and also the Stochas
throughput, which implies that the number of eavesdroppers tic Ordering Theory, we then conduct analysis to reveal
present in the network is critical in guaranteeing the netwo the monotonicity properties of SOP and TOP. With the
security. Knowing the relationship between the eavesdrppp help of such properties, the model for eavesdropper-
tolerance capability and other network parameters not only tolerance capability is derived.

plays an important role in the security performance anslgsi . A simulator is developed to validate the efficiency of

the network but also serve as the guideline on determiniag th  our theoretical framework and numerical results are also
system parameters to build a secure network for the designer  provided to illustrate the eavesdropper-tolerance cpabi

Therefore, we focus on the eavesdropper-tolerance cégabil ity of the concerned network from adopting cooperative
study of a two-hop wireless network in this paper. jamming and opportunistic relaying.

The related works regarding eavesdropper-tolerance caThe reminder of the paper is organized as follows. Section
pability can be classified into wo categories according §® introduces the system model and problem formulation.
the network size. For infinite network scenarios, the s(‘:;alir'n Section[Tl, we conduct the closed form modeling of
law of eavesdropper-tolerance capability against thenpele  sop ang TOP of the end-to-end transmission. The model

throughput was studied in [28] by constructing a highway syg,, eavesdropper-tolerance capability analysis is deeldn

tem. By cooperative jamming, Goeclell al. [31] considered gectionTy. Sectiofi’V presents the simulation and numerical
one source-destination pair with opportunistic relayiclgesne oqits to validate our theoretical model and Seciion VI
[32], where the best relay is selected among the availallg,c|udes the paper.

relays based on some policy in terms of their channels to the
source and destination, and analyzed the asymptotic bahavi
of eavesdropper-tolerance capability as the number of/sela .
goes to infinity. However, the metrics used in their papér System Model and Assumptions

cannot fully reflect the security and reliability of the end- As depicted in FigJl, we consider a two-hop wireless
to-end transmission. This work was later generalized to n@twork scenario consisting of a source n&la destination
scenario with multiple source-destination pairs wher#ieigl nodeD, n legitimate half-duplex relay,, R, - - - , R,, that
noises are generated from concurrent transmitfers [33]. F@mnnot transmit and receive at the same time angassive
finite network scenarios, Sheat al. [34] proposed a flexible and independently-operating eavesdropp@rsEs, - - - , E,,.
relay selection scheme and derived tbever boundon the We assume that the direct link betwegandD does not exist
eavesdropper-tolerance capability. However, it is n&dbht due to the deep fading and th8sieeds to transmit messages
all the above works have focused on either the order-sernsé® via one of the relays. Each of the eavesdroppers attempts
scaling law results for infinite networks, or bounds for nitto intercept the messages on its own. Meanwhile, some of the
networks. Such order sense results or bounds are certai@gnainingn — 1 relays will be selected to generate artificial
important but cannot reflect the actual eavesdropperaoter noise to suppress the eavesdroppers during the transmissio

Il. SYSTEM MODEL AND PROBLEM FORMULATION



O- ______ . In order to improve the link condition frons to D, an

. Es RN opportunistic relaying scheme is adopted, where the bkst re
R 'S Ry, is selected by a timer-based method explained_in [32] to
1 2 . .
O forward messages. Herkjis given by
E,

. L] = in{|hs r.|1% |hr. 2}
s Q0 @ D e mintlhan ]’ e, of')

R, T O Rs The _transmission then can be conducted in two phases. In
E, the first phasesS transmits the message 1#,. At the same
time, relays with indices iRy = {j|j # b, |hg,r,|> <
e ) 7}, wherer is the noise-generating threshold to control the

T omessage o oeeeos - artificial noise interference at legitimate receivers, generate artifioie to
Fig. 1. System scenario: Sourgeis transmitting message to the destinati0r§uppress_the ea\_/eSdrOpperS' A”a|_090U5 to the ﬁrSt_ plﬁase,
D with the help of relaysR1, Rz, --- ,Rn (n = 6 in this figure) while forwards its received message fibwith relays whose indices
eavesdropperdry, E2,--- , B, (m = 5 in this figure) are attempting to gre in Ry = {j|] 75 b, |hRj,D|2 < T} generating noise to

intercept the message. In this figul, is the message relay ané, Rs . - .
are noise-generating relays. assist the transmission in the second phase.

We aim to ensure both the secure and reliable transmission
from Sto D against these eavesdroppers of unknown chani®el Problem Formulation
and location information.

A slow and flat block Rayleigh Fading environment is as- In this subsection, we first introduce the concepts of TOP
sumed, where the channel remains static for one coherenceand SOP of the concerned network, based on which we then
terval and varies randomly and independently from intetval formulate our problem regarding the eavesdropper-totaran
interval. Thus, the channel from a transmitfeto a receiveB  capability in this paper.
can be represented by a complex zero-mean Gau33|a2n_rand01ﬁ) fully characterize the security and reliability perfor-
variableh4, 5 and the corresponding channel gaim 5| is - mances of the transmission, we adopt the same outage defini-
an exponential rar12dom var|al:2)le. Without '0325 of general®y ions in [17]. Consider the direct link from a transmitfeto a
assume thatha,p|* = |hp.al” andE[|ha,p[?] = 1, where |egitimate receiveB. We say transmission outage happens if
IE[ } stands for the expectation opgratpr. It is assumed tr@%annot decode the message (¥4 5 < ) and secrecy
the sourceS and the relays transmit with the same powegtage happens if at least one of the eavesdroppersHgay
P;. In addition, we assume the network is interference-lithitg.5 4 decode the message (.8LRA g, > 7). It is shown in
and thus the noise at each receiver is negligible. Therefoggg) 1hat securing each of the individual links is sufficidat
when A is transmitting and relays with indices IR are gecyre the end-to-end path. Thus, the secrecy (transmjissio
generating noise, the received signal-to-interferenie (8IR) outage of theS — R, — D link occurs if eitherS — R, or
at a receive can be formulated as R, — D suffers from secrecy (transmission) outage. Then we
P -lhasl>  |hasl? can introduce the following definitions:

P lhr. B2 Yok |lhr. B2 - . . -
2jer Fi- s, 5] Ljer |hr,.zl « TOP for opportunistic relaying PL2,: This probability is
For the eavesdroppers and legitimate receivers, we use posi defined as the probability that the transmission outage of

SIRsp =

tive 7. and~ respectively to denote the minimu&iRrequired the S — R, — D link happens under the opportunistic
to recover the received message. That is, a legitimatevercei relaying scheme.

(eavesdropper) is able to decode the transmitted message i SOP for opportunistic relaying P:5: This probability
and only if its receivecBIRexceedsy (7). This SIRthreshold is defined as the probability that the secrecy outage of
scheme can be easily mapped to the Wyner’s encoding scheme the S — R, — D link happens under the opportunistic
where the transmitter chooses two rates, the rate of traiesmi relaying scheme.

codewordsR; and the rate of the confidential messaBe o

[8), [17]. The rate differenceR. = R, — R, reflects the Based on the above definitions;?, and P can be
cost of securing the message against the eavesdroppers. fpr@ulated as

conversions between the thresholds and the code rates are as

follows:

y=2" 1, Pl%, =P(SIRs,r, < YUSIRR, p <7) )
Ve = 28 — 1. =1-P(SIRsRr, >~,SIRR, p > ")

Therefore, the results in this paper also applies to the W&ne —1_P |hs,r, | ~ |hry,p|? >
encoding scheme. djery bRy R 2 T Y eR, Ry DR T



and the TOP byP? |, the SOP byPs¢ | the optimalr by

5o =P (U {SIRs g, >~} U|J{SIRR, 5, > %}> )

b
Tran

and the eavesdropper-tolerance capabilitysly,,.
i=1 =1

K
i1—l]P>(

2
|hs E,
=1—|P = e isti i
[ (O {Zjenl hr, 2.2 <7 }) A. SOP and TOP For Opportunistic Relaying

- Before determining the TOP of a network with opportunistic
whereP(-) stands for the probability operator age) follows  rejaying, we first define the total interference at the legitie
since the received power of each eavesdropper in two phaggsiver in two phases by

are independent and identically distributed. It is notathiazt
the second®(-) term in [1) cannot be formulated as I = Z \hry gy |2 T2 = Z \hr, . p|*

iER iER
P(SIRs g, > v)P(SIRR, D > "), yer ser

Ill. OUTAGE PERFORMANCES

s

{SIRs.5, <.}, ﬂ {SIRg, &, < %}> In this section we determine the TQ_T%; and SOPPF;;,

ie1 ' of the network with opportunistic relaying scheme based on
2 some theoretical analysis. Applying the same approach, we

{SIRs g, < e} )] also give the outage probabilities of the network with rando

relay selection scheme.

—~
=

EDER

1

.
Il

m

_ _ Then, we establish the following lemmas regarding the prob-
since SIRg g, and SIRg,p are dependent, as will be ob-apility distribution of I, I, and an important joint probability

served in Appendix A. of the channel gains in two phases, which is critical in
Since security and reliability are two important metrics i@eterminingpg;t.

network design, we use the SOP constrainend TOP con- | emmal: For one message transmission fr&o D, the
strainte; to represent the security and reliability requirementstal interferencel; and I, are independent and identically
of the end-to-end transmission. We say that the transrﬂlssmstributed’ and can be approximated by a normal random

from Sto D is secure if and only ifF5 < e, and it is variable. Thus, the corresponding pdf is given by
reliable if and only if P9, < ¢,. Notice that largee, ande;

represent less stringent security and reliability requiats. In . e (,;;)2
this paper, we aim to determine tegactPL°, and P4, which fla) = f(z) = ovor
can be then used to determine thecteavesdropper-tolerance
capability while ensuring both theliable and secureend-to- where
end transmission. We use;, to represent the eavesdropper- p=(n—1) [1 -1+ 7')6_7—}
tolerance capability for the opportunistic relaying scleem
hereafter. is the mean and
Based on the above observations, we are now ready to
formulate our problem. From the definition &f°, and P;<, o= \/(n -1 [1 -7l T — (14 7)26727}

we can see that when given the number of system relays o )

n, the SIR thresholdsy, ., the security requirement, and 1S the standard derivation of the normal random variable.
reliability requirementz;, m;,, only depends on the noise- Lemmaz: For one message transmission fr&o D, the
generating threshold. Thus, we define the maximum numbefoint probability that|hg r,|* is greater than some constant

of eavesdroppers that can be tolerafeda specifiedr by r >0 and_|th7D|2 is greater than some constant> 0 can
be determined as

P(|hS,Rb|2 > 2, |hr,p|* > 1/)

—1— (1 _ 672maz{z,y})n

Myt (1) = max{m : Py%(n,m,7) <es}.
Now the considered problem can be formulated as

maximize My (T)
- +ne= o= o, min{z, y}) - ¢(n,maz{e,y})]

subject to P%(n,7) <&y, 7 >0 3)
g €10,1],e5 €10,1] where
. . 1 3
where P2, and P2, are regarded as functions. That is, we p(n,x) =e "2k (5, 1-—mn; 5;(3_2””)

want to maximizeM,;(7) overr. We userg’st to represent the

optimal 7 that maximizesM,.:(7) for opportunistic relaying and.F; is the Gaussian hypergeometric function.

scheme and thus we hawe;,, = Myq(17,,). Remarkl: SinceS and relays transmit with the same power,
In order to explore the efficiency of the opportunistid®, can be reduced in determining the TOP as showriin (1),

relaying scheme, we also give the eavesdropper-tolerameel thus it is not considered in Lemma 1. The proofs of the

capability of the same network scenario but with a randoabove lemmas can be found in Appendix A.

relay selection scheme as a comparison, which is considered For a two-hop wireless network with opportunistic relaying

[35]. Similarly, for random relay selection scheme, we defirscheme, we are now ready to derive its T®, and SOP



Pge of the end-to-end transmission based on Lemma 1 aAgplying the law of total probability, we have
Lemma 2.

to __ _ 2 2
Theorem 1. Consider the network scenario in FFig.1 with! bst=1 = Er.1, [P (Ihs.rol* = vD0, by, 0l 2 712)} )

opportunistic relaying scheme. The TR, and SOPPSS, () n—l n—1
can be given by ~ 1 —/ / ]P’(Ihs,Rb|2 >y, |hg,p|* > ’Yy)

f )dydz

P;swz/(”_m (o) [o ) — et @ @, / ”T/ {

n—1)1 A A
_2/ / ne” "o(n,yy) f(x) f(y)dydz  (4)

—ne 7 [so(nmy) —so(nmw)}}f( )f(y)dydz
and = / / g(n,v,2) f(2)f (y)dydx

g5, = <§:1 < ) y[ = eyt +ef}n_l>i5) /n(nl)i)T/ ne ” (n. Wy)f( 2) f (y)dydz
=2 [ s i [ - e )

where (n=1)7 pz R .
-2 / / ne” "o(n,vy) f(x) f(y)dydz,
0 0
(@=m)?
= 1 fz) = e 27 where(b) is due to Lemma 1 angc) follows after applying
1+7.’ oV2r’ Lemma 2.
2) Now we proceed to prove the®S in (§). According to
the definition in [I]Z), we first need to derive the probability
m |hs, B, |
o (N (ol <o),
O(x) = _/ e_%dt, Note that the number of noise- generating relays in the first
V2T J oo phasd R, | follows the binomial distributiorB(n—1,1—e~7).
Now, we define the event that there drenoise-generating
relays in the first phase (i.e/R:| = ) by B, and thus we
have
p=m-1)[1- 1+, " g
P =5 5 < ()
(M e <)
n—1 m
hs.g,|?
S lse o e
=0 i=1 JER1 ot
o= \/(n — D=2 = (1 e =0 )
(d) ;
= Ple=——"r——— < Ve Bl ]P)(Bl)
; E (ZjGRl |hRj)Ei|2 )
n—1 m
(i) _ 5, e E R Ih’R]‘yEi|2
g(n,7,x) = (1 — e %) + ne”"op(n, ya), - ; EE [1 - ] f)
n—1 m
Ep | <1 — T E e e >P<Bl>
1=0 i=1 JERL
1 3 _ n—1 nm
<P(” I) € IQFl ( 71 n;5se QI) _ _ 1 n—1 T\l ,—T\n—1-1
2 2 _gl T ;)Ja=e)ie)
n—1 m
and, I} is the Gaussian hypergeometric function. _ Z (m>(_1)k (" 1) (] — =Tl (e 7)1
Proof: 1) We first prove theP/?, in (d). According to the =0 k=1 k !
definition in [1), we have m n—1
(‘:) Z (Z) (_1)k {(1 _ e—‘r)ck + 6—7}
k=1
it = ]P)(SIRS’RI’ 27, 51Rp,.p 2 7) where (d) follows since all the{SIRs g, i = 1,---,m}

(
=1-"P(|hs,r,|> > V11, |hr, p|> > 712) are conditionally independent given eveBy, (¢) follows by



applying the law of total probability and the expectation i¥henX is said to besmaller thanY in the usual stochastic
computed with respect t§|hg, £, |*.j € R1}, (f) follows order (denoted byX <,; Y). And for all increasing function
since all the|hg, &,|* are independent and identically dis<, we always havé[¢(X)] < E[¢(Y)].
tributed and(g) follows by applying the binomial theorem. Based on the above lemma, we then establish the following
Therefore, [(b) follows after substitutingl (7) intd (2). B lemmas in terms of the monotonicity of SOP and TOP with
respect tor.

B. SOP and TOP For Random Relay Selection Lemma5: The TOPP;?, for opportunistic relaying scheme
increases as increases.

Proof: For any0 < 71 < 73, we use random vector

Applying the same approach, we now can establish t
following lemma about the TOP and SOP under the randoplw _ (I!,T}) to represent the interferences in two phases

relay selection scheme. when the noise-generating thresholdrisand I, = (I3, 13)

Lemma3: Consider the network scenario in Fig.1 Wlﬂ'lo represent those interferences for. For any upper set

random r_elay selection scheme. The TOR, and SOPP:°, U={(L,I)|I, > x> 0,1, >y >0}, we always have
can be given by

202 P € U) =P(I] > 2)P(I; > y)

1 — e~ (47
to __ —T
P’ran =1- (6 + 71 T ~ ) (8) and

and P(Iy € U) = P(I7 > 2)P(I3 > y).

2

s -~ (m . Lt It is easy to see thaP(I] > z) < P(I > z) andP(I] >

Pran=1- (Z (k:) (-1* [(1 —e )k +e } >(9) y) < P(I3 > ), since(z 1more )interfe(rénce c)an be E;egnerated
as 7 increases. Therefore, we ha®I, € U) < P(I, €

wherec = % U) and thenl; <, I, according to Lemmat. Define the

Remark2: The distributions off; and I, are not used in termP (Ihs,r,|* = 711, |hR,,0|* = 71I2) in @) by I'(I) which
determining theP!S,, in (8), because the channel gains in twalecreases ak increases, whergé = (I, I5). Thus, we have
hops are independent. Therefore, we can give an exact TBR'(I,)] > E[['(I;)] according to Lemma. That is, for any
The detailed proof can be found in [35]. It is also noticedtha < 7 < 75, we always haveP/’,(r1) < P[%(r2), which
the SOPP;?, in (@) is identical toP;?, in (B). This is because indicates the TORP!?, increases withr. [
that the noise-generating schemes are identical in these twLemma6: The SOPP;S, for opportunistic relaying scheme

schemes and the message relay selection has no impact orddwreases as increases, whereas increasesramcreases.

k=1

intercepting behavior of the eavesdroppers. Proof: Notice that the step followingy) in () can also
be written as
IV. EAVESDROPPERTOLERANCE CAPABILITY 1 |R1|
Eavesdropper-tolerance capability characterizes howyman E ll - (1 +'ye) 1 ’

eavesdroppers that can be tolerated at most by a wireless

network withn relays in order to guarantee the desired securityhere the expectation is computed with respectRg|. For
requirement, and reliability requirement,. In this section, any0 < 7; < 72, we use two random variabléR }| and |R?|

we determine the eavesdropper-tolerance capability fpoep to represent the number of noise-generating relays in the fir
tunistic relaying scheme based on the problem formulation phase, where
sectior II-B. The eavesdropper-tolerance capability &odiom

relay selection scheme is also provided by applying the same

approach. and

|Ri|~ B(n—1,1—¢e™)

. - |R?| ~ B(n—1,1—¢" ).
A. Eavesdropper-Tolerance Capability for Opportunistie-R
laying It is shown in [38] that|Ri| <. |R?|. Applying Lemma4

It can be observed from the transmission scheme in sect@$@!N: W€ can see that

[M=Aland the problem formulation in secti@n1l}B that the sei 1 IR1| 1 IR7|

generating threshold is a critical parameter in determining E ll — (1 T ) 1 <E [1 — (1 T ) ]

the eavesdropper-tolerance capability. Too largeéll do harm e e

to the end-to-end transmission, while too smaib not enough Therefore, the SORP:’ decreases as increases.

to interfere the eavesdroppers. Therefore, finding a optima  Next, we consider the step following’) in (7) again. It is

is the key to solving our considered problem. Before solvingasy to see that the term

the problem, we establish the following lemma based on the 1

Stochastic Ordering ir_[37]. 1—(
Lemma4: Let X and Y be two N-dimensional random

vectors such that

)elo,1).

1+

m

!
Thus, the term 1 — (ﬁ) } decreases witim. Therefore,
N .
P(X e U) <P(Y € U) for all upper setsU € R™. the SOPP;¢, increases as: increases.



Define step(g) in (@) by a functionG(m,n,7). Then c¢= —1— andr?, is the solution of

J ran
we can derive the eavesdropper-tolerance capabilify, for !
L . 1 — e~ (1+M)7 )
opportunistic relaying scheme based on Leninznd Lemma e 4+ =(1—g)7>.
6. L4~

Theore_m. 2 Con§ider the network scenario in fg.1 with Remark3: Although the exact expressions for;,, and
opportunistic relaying scheme. The eavesdropper-toteran,*, are not available, it is easy to calculate them numerically

capabili_ty unjder the security constraiat and reliability due to the monotonicity of7(m,n,7) with respect tom,
constrainte; Is after calculating the corresponding optimal noise-getimega

mi,, = maz{m : Gm,n,7%,,) > vI—¢},  (10) thresholdr for these two relay selection schemes.

where V. NUMERICAL RESULTS AND DISCUSSION

b (M k N R I L In this section, we first verify our theoretical model for
G, Th) = Z (k>(_1) {(1 me ) rer } "’ TOP and SOP through extensivfg simulations. We then explore
how the number of relays, the SIR thresholdsy, ~., the
security constraint, and the reliability constraint; affect the
eavesdropper-tolerance capability for opportunisti@yielg
scheme. Besides, we illustrate the inherent tradeoffs dertw
Myt (1) = maz{m : G(m,n,7) > V1 —¢e,}, the eavesdropper-tolerance capability and securitghiiiy
constraint. Finally, we compare the opportunistic relgyin

aCCOfdi”Q to its definitior_l. Since the TQR, increases_ Wi_th scheme with the random relay selection scheme with respect
7 according to Lemma, in order to guarantee the reliability o eavesdropper-tolerance capability

(i.e., Pl < &), 7 must take values in the regigi, 7,,,],

wherer,, is the solution ofP%, = ¢,. o
Next, we need to prove that, is the optimalr (ie.rf, = A Model Validation

Tm)- That is, for anyr € [0, 7,,,) we always haveMs: (1) < A simulator was developed in C++ to simulate the message

My (7). Now we prove it by contradiction. Suppose thergransmission from the sourcg to the destinationD based

exists ar’ € [0,7,,) such thatMye (1) > My () + 1. It on the transmission scheme in sectlon JI-A, which is now

k=1

¢ = 175 andry, is the solution of P, = &;.
Proof: As shown in [(B), we need to find the optimal
that maximizesM,.(7), where

is easy to see that available at[[39]. ThesIRthreshold for legitimate receivers is
fixed asy = 10 and that for eavesdroppers is fixethas= 0.5.
G(Myst (Tm) + 1,1, Tm) < V1 =5, The total number of end-to-end transmissions is fixed as

since My (7,) is the largestm satisfying G(m,n,7,,) > 100000. The channel varies randomly and independently from
/T —¢,. By Lemmasé, it can be observed that(m,n,7) one transmission to another. The simulated TOP (SOP) is
increases withr, whereas decreases with. Thus, we have calculated as the ratio of the number of transmissions snffe
~— from transmission outage (secrecy outage) to the total mumb
G (Myst(Tm) + 1,7, 7') < G(Mpst (7m) + 1,1, 7m) < VI = 100000. Notice that theg']singulation)s/ with %tzler settings can be
and easily performed by our simulator as well.
Extensive simulations have been conducted to verify our
G(Myst () +1,1,7) 2 G(Mpst (7). 1.7') 2 V1= €5 10p and SOP models. For the TOP, we considered three
We can see that the above two inequalities are contradictatifferent network scenarios of = 0.05, 0.075 and 0.1,
Thus, for anyr € [0,7,) we always haveM,s(r) < which correspond to low interference, moderate interfegen
Myst(Tim,) (i.e.,Tlfst = 7,,) and thus the eavesdropper-tolerancand high interference compared to the considered network
capability ism;,, = Mys:(0,,). m size. For the SOP, we also considered three different nktwor
scenarios of(m = 100,7 = 0.05), (m = 100,7 = 0.1)
B. Eavesdropper-Tolerance Capability for Random Relay S&nd (m = 500, 7 = 0.05), which correspond to sparse eaves-
lection droppers with low interference, sparse eavesdroppershigth

Applying the same approach, we can establish the fonowir%:erference, and dense eavesdroppers with low interéeren

lemma regarding the eavesdropper-tolerance capability f ecorr_espo.ndlr_lg simulated results and theoretical teaud
random relay selection. summarized in Fig.]2 and Fig.3.

Lemma7: Consider the network scenario in Fig.1 with Figl2 and Fid.B indicate clearly that the simulated results
random relay selection scheme. The eavesdropper-tobraﬂ@mh nicely with the theoretical ones for both TOP and SOP,

capability under the security constraint and reliability SC our theoretical model can be used to efficiently explore
constraintz, is the eavesdropper-tolerance capability. A further carefod

servation of Fig.R shows that there is still a very small gap
Yan = maz{m : G(m,n,7),,) > VI —¢}, (11) between the simulated results and the theoretical restiesw
the number of relays: is very small. For example, for the
m ., case that- = 0.075, the simulated value foP/?, is 0.10314
G(m,n,75,,) = Z (m> (—=1)k [(1 - e—Tf?an)ck + e~ Tran while the theoretical value i8.07329 for n = 30, compared
k to the simulated value 00.46626 and theoretical value of

m

where

k=1
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different settings ofr, when~ = 10.
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reliability constrainte; and security constrainds with n = 2000, v = 10
and~. = 0.5.
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as T increases, which agree with LemnGaThis is intuitive
since distributing more eavesdroppers by the adversarydvou
post more potential threats to the end-to-end transmission
and increasingr would generate more interferences at the

eavesdroppers, so it is more difficult for them to succelsful
decode the messages.

Secrecy outage probability, P,

B. Eavesdropper-tolerance Performances
Based on the SOP and TOP models, we now explore the

: : Rt — performance of eavesdropper-tolerance capability foroopp
0 200 400 600 800 o g . . . .
Number of relays, tunistic relaying scheme. To illustrate the impact of sigur
and reliability constraints on the eavesdropper-tolezarapa-
bility, we show in Fid.4 the behavior ofi;, vs.e; ande, for
Fig. 3. SOP for opportunistic relaying;¢, vs. number of relays: with the network scenario ot = 2000,v = 10,7, = 0.5, which

different settings ofn andr, when~. = 0.5. implies that the eavesdroppers have a much better decoding

ability than the legitimate receivers. We can observe fragid-

thatm;, increases as, ande, increase. This reflects that the
0.46645 for n = 80. This is because that the Central Liminetwork can tolerate more eavesdroppers by relaxing either

Theorem used in deriving our theoretical result fails to glodthe security or reliability requirement. A careful obsdiva

the pdf of the total interferench and I, very well for small of Fig[4 indicates that; increases as, decreases in order to

values ofn. We can see from Fig.2 thadt/?, increases with guarantee a certain level of eavesdropper-tolerance itiypab

n. This suggests that although the best relay selection sehefor example,s; has to increase fromd.04 to 0.085 as ¢,

can benefit the transmission asincreases, the interferenceslecreases frond.03 to 0.02 for achieving an eavesdropper-

from the noise-generating relays dominate the tendendyeof tolerance capacity of about000. This suggests that either

receivedSI R at legitimate receivers. By comparing these threde security or reliability requirement has to sacrifice for

curves in Fid.R, it can also be observed ttRf, increases the other one in order to achieve a certain eavesdropper-

as 7 increases, which agrees with LemraThis is due to tolerance capability. From the above discussions, we can se

the reason that more interferences will be generated at that there exists clear tradeoffs between the eavesdropper

intended receiver for lager, and thus it is more difficult for tolerance capability and the reliability/security constt.

the receivers to successfully recover the messages. To explore how the number of relays affects the
We can see from Figl3 that’’, decreases as increases. eavesdropper-tolerance capability, we illustratg,, vs. n in

This is because more interferences can be generated atRigg3 withe; = 0.01 andes = 0.01 for different settings ofy

eavesdroppers by distributing more relays for a speeific and +.. It can be observed from Fg.5 that;,, increases

By comparing these three curves in Elg.3, it can also las n increases. This is because that although the optimal

observed that?: increases as increases while decreaseghresholdr?,, decreases as increase for a specific reliability



for different setting ofy and~.. Notice that the security and
reliability requirements here are much more relaxed and the
decoding ability of the legitimate receivers are much more
improved than those for opportunistic relaying in Eig.5r Fo
example,y = 0.6 is much smaller compared t9 = 10 in
Fig[3. That means we consider a much more conservative
scenario for random relay selection scheme and the network
can hardly tolerate any eavesdropper if we consider the same

10000 ~
=001, =001

8000

6000

Eavesdropper-tolerance capability, mb;l

---7=10,7,=05
wer y=11,7,=05 scenario as that in F[d.5. It can be observed from[Jig.6 that
—r=1,7,=06 m?,,. also increases as. increases, while decreases @s
2000+ increases due to the same reason presented in the discussion
of Fig[3. Even for such a conservative scenario, we still can
0 ‘ ‘ ‘ =7 ‘ ‘ observe from Figl6 and Fid.5 that the eavesdropper toleranc
0 500 1000 1500 2000 2500 3000

capability of random relay selection is orders of magnitude
less than that of opportunistic relaying scheme, espgdiatl
large values ofn. For example, for the case that= 0.7

Fig. 5. Eavesdropper-tolerance capability;,, for opportunistic relaying and . = 0.6 in Fig[@ the network can tolerate abo@7

vs. number of relays: with e; = 0.01, andes = 0.01. eavesdroppers, which is much less tt&939 eavesdroppers
for the case thay = 11 and~, = 0.6 in Fig[d whenn = 3000.

As the eavesdropper-tolerance capability for random relay

Number of relays, n

selection scheme decreases withit will decreases td) if
© § 200 £=01,6=0.1 . . . .
£ t s we increaseg to 11. This implies that the opportunistic re-
z laying scheme can achieve a significantly better eavesdrepp
8 1% tolerance capability than random relay selection.
g
[0}
e 1204
©
g VI. CONCLUSION
i %0 ----y=06,7,=05
s | T r=0.7,7,=0. is paper established a theoretical framework to analyze
g =07,7,=05 Th tablished a th tical f k t I
2 0 7=07.7,=08 the eavesdropper-tolerance capability of a two-hop wésele
[ - . . . . .
& network, where cooperative jamming and opportunistic re-
laying techniques are adopted to provide secure and reliabl
T T e me | amo | amo | oo end-to-end transmission against passive and indepegédentl
Number of relays, n operating eavesdroppers of unknown location and channel

information. We first apply the Central Limit Theorem to

model the TOP and SOP in closed form, based on which and
Fig. 6. Eavesdropper-tolerance capability;,,, for random relay selection a|so the Stochastic Ordering we then develop the model for
vs. number of relays with e¢ = 0.1, andes = 0.1. eavesdropper-tolerance capability analysis. Our resultsate

that in general more eavesdroppers can be tolerated in the

. . ._concerned network if a less stringent requirement on both me
constrainte;, the corresponding expected number of noise-

. . . ri%s security and reliability is allowed, but a tradeoff Wwetn
generating nodes increases, so more interferences can  be

: the requirements on these two metrics does exist to ensure a
generated to suppress the eavesdroppers while the desire

o : . certain level of eavesdropper-tolerance capability. Témults
reliability can still be ensured. By comparing the threevesy .~ e .
. . . in this paper also reveal that the opportunistic relayirteste
we can also observe that;, increases as. increases, while _. = .=~ ) .
; s ; ._significantly outperforms the random relay selection solém
decreases as increases. This is intuitive since decreasin -
: s . rms of the eavesdropper-tolerance capability, and therse
the decoding ability (i.e.,increasing.) of the eavesdroppers

would decrease the SOP, while decreasing the dec:odinql;yabiﬁan guarantee an acceptable eavesdropper-tolerancalitapab

(i.e.,increasingy) of legitimate receivers would increase th&Ven when a stringent requirement on security and refigbili

TOP. It is interesting to notice that;, increases dramatically 's imposed.
whenn is above some threshold in Hi§.5. For example, for

the case thaty = 11 andv. = 0.6 this threshold is about APPENDIX A

2500. Thus, distributing more relays would be an efficient PROOF OFL EMMA 1 AND 2

approach to enhance the eavesdropper-tolerance capafilit

the construction of a network. Proof of Lemma 1. From the transmission protocol and the

In order to explore the efficiency of the opportunistici.d fading assumption, we can easily see thatand I, are
relaying scheme, we also illustrate the eavesdropperatode the sum of random variables which are smaller thaamong
capability m},,,, of random relay selection scheme vs. the—1 i.i.d random variables and thus and/, are independent

number of relaysn in Fig[@ with ¢, = 0.1 ande;, = 0.1 and identically distributed.
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Now we takel; for example to determine the distribution of Now, applying the law of total probability, we have
the total interference in both hops. Fist, we define a functio

() = 1oer(n) -, P(|hs,n | > @, b, pf > y) (12)
where = ZP (|hs,r|” = 2, |hR,.0I” >y, Ak)
1 () = 1, r<T k=1
<TI0, otherwise n

I
M=

is an indicator function and thel can be formulated as

Z U(|hRj;Rb|2)’

P<|hS,Rk|2 > x, |th,D|2 >, ﬂ (57 < Sk)>

J=1,#k

o0
/ P(W&MFZ$JMmDFZ%
0

E
Il
—

=
(]

j=1,j#b k=1
which is the sum ofn — 1 i.i.d random variables with pdf n
given by the following mixed density and mass function Sy = s, ﬂ (S; <s) |ds
e 0(u)+e ™ O0<u<rT i=Lj7k
fulu) = 0 otherwise - > 2 2
’ ’ = Z/ ]P’(|hS,Rk| >, |hr,. D" 2y, Sk = S)
whered(z) is the Dirac delta function. The mean and variance ~ k=1"°
of the mixed-type random variablé(|hr, r,|?) can be given i
o yp (kR 5, I?) 9 XP( N s <S)>d8
_ j=1,j#k
wp=1—1+7)e " n o
and = Z/ ]P’(|hS,Rk|2 > ,|hr,p|* 2 y, Sk = S)
0

1
Uf =1-—7%"" - (1+ 7)26_2T. x (1 — 3_25)"_1d3,

Therefore, the pdf off; can be recursively given by the
following mixed density and mass function

ﬂ@{fﬁ*”%ﬂ+MA@kﬂ,0§w§m—DT
0, otherwise P(|hS,Rb|2 >z, |th7D|2 > y) (13)

where p,_1(x) is a piecewise function and coincides with -

different polynomial functions of degree at mest-2 on each _ Z { / P(|hS.Rk|2 = s, |hg,.p|* > 5)(1 — 7251y

where(h) integrates over all the values, can take.
Whenz >y > 0, (I2) can be reduced to

interval (k7, (k4 1)7] for 0 < k < n — 2. However, it is quite —

difficult to determine the functiop,,_1 (), especially for large © ) 2091
n. Thus, we approximate it by a normal random variable with +/ (|h5 rel” > @, |hg,.D| S) ds
meany = (n — 1)p1 and variancer? = (n — 1)0?, according -
Loythe Central Limit Theorem and its pdf can be approximated +/ P(|h57Rk|2 > s, |hr, pl? = S) e 28)n= 1ds}
(@—u)? (1 — —2s\n—1 T (1 _ —2s\n—1
@) ~ f(:v) e 22 = 2n/ 7( 6625 ) ds—i—nefm/ 7( ees ) ds
oV22w * _ Y
where =1—(1—e 21y ne_””/ (1— )" tdt
n—1 [ - (147 T} o
Hw ( ) ( ) -1— (1 _ e—2m)n—l + ne=% [@(nqy) _ (p(n’ ZC):|,
and
where
o= \/(n -1) {1 —72e 7 — (14 T)QG_QT]
—x 1 3 —2x
Proof of Lemma 2 Before deriving the probability in p(n,x) =e "2k (5,1 —nigie 2 )
Lemma 2, we first define the event that reld, k =
1,---,n is selected as the message relay by (i.e., b = and,F is the Gaussian hypergeometric function.

k). Besides, we use a new random varialdle to define
min{|hs,g, |2 |hr,;,p|?} for each relayR;. It is notable that
S;,j=1,---,nis an exponential random variable with mean
1. Then, we have

Similarly, when0 < z < y, (I2) can be reduced to

P(lhsr,* = @, Iha, ol = y) (14)

o =1—(1—e )" ype? [w(n, z) —p(n,y)
A= ) (S;<Sk).
j=1,j%k Combining [I8) and{14), Lemma 2 then follows.
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