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Abstract

Due to an urgent need for an international protocol for power protection and substation
automation, the International Electrotechnical Committee (IEC) and Institute of
Electrical and Electronic Engineers (IEEE) agreed to collaborate together to advance the
existing communication protocols for substation automation system (SAS). The
objectives were to achieve interoperability and free configuration in a multi-vendor
environment substation. The outcome of this agreement was to announce the first
edition of the IEC61850 Standard as an international standard in 2004. The standard
incorporates the use of logical nodes to resolve problems related to interoperability and
interchangeability in multi-vendor zone substation systems. The standard also initiated a
cost-effective Generic Object Oriented Substation Event (GOOSE) messaging
technology to replace the traditional copper wiring. The second edition of the IEC61850
Standard was published in 2014 which is encapsulated in a series of 20 documents

spanning over ten sections.

The last few years has seen numerous studies pointing to the IEC61850 as a worthwhile
international standard for substation automation system. There is still, nevertheless,
resistance from utilities to welcoming the IEC61850 implementation. This may perhaps
be due to the lack of knowledge that engineers have about the standard and/or because
of several ambiguous topics that still are not addressed in detail in the context of
IEC61850.

Furthermore, it should go without saying that, the GOOSE technology has brought
several benefits to the power protection and communication systems in the field of
substation automation. However, the lack of tools and knowledge to take advantage of
the GOOSE messaging technology in IEC61850-based zone substations is tangible. For
instance, in order to test an Intelligent Electronic Device (IED), isolating a GOOSE
message from substation is a main industrial challenge for engineers. When an IED is
isolated from live substation for test purposes, its GOOSE message is not isolated yet,
and the IED under test is still publishing the GOOSE trip signal to other IEDs. In order
to isolate the GOOSE trip signal for IED test purposes, each vendor implements its own
method and they use their proprietary configurator tools. This means that, engineers are
desperately dealing with a lack of comprehensive tool or method to isolate the GOOSE
trip signal in a multi-vendor zone substation. These challenges led to the slow migration

of the standard into substations.

Xiv



Having acknowledged these difficulties and challenges the spotlight is seemingly in the
path of developing a tool or program to be utilised for GOOSE isolation and GOOSE
management in a multi-vendor relay environment. In doing that, a 66/22kV Distribution
Terminal Zone Substation is implemented accompanied with a SCADA centre as a
model of an IEC61850-based Substation. Two bays with separate 66kV sub-
transmission lines, 66/22kV step down transformers, 22kV Bus 1 with Bus Tie Circuit
Breaker and three 22kV feeders per bay have been considered for the simulation. In the
construction of the Substation Simulator, the aim is to take advantage of the IEC61850
GOOSE messaging technology for protection, control, monitoring and communication
purposes. Hence, the hardwire connections are replaced by GOOSE signals through
optic cables as much as possible. This thesis will not only provide the design and
configuration procedures of this substation, but also will cover the difficulties that
engineers may encounter in IEC61850-based substations systems in terms of device

configuration, testing and maintenance.

In order to fully understand the concept of the 66/22kV Distribution Terminal Zone
Substation, it is very essential to be familiar with the structure of communication
protocols and the IEC61850 Standard. This thesis starts by exploring a synopsis of
communication protocols and their development over the time. It elucidates core
elements of telemetry communications, structures of protocols and the significance of
standards for communication protocols within substation automation systems. This is
followed by a comprehensive exploration of the fundamentals of the IEC61850-based
substations. In particular, it will cover the GOOSE messaging technology and
interoperability in a multi-vendor substation environment. The author also addresses the
difficulties that engineers may encounter in IEC61850-based substations systems in
terms of device configuration, testing and maintenance.

Index Terms: IEC61850; Configured IED Description (CID); Multi-vendor
interoperability, Substation Configuration Language (SCL), Configured IED
Description (CID); System Configuration Description (SCD); GOOSE Signal; Zone
Substation, SCADA, PCMG600; EnerVista, IET600; Substation Automation; IED

Configurator Tools, GOOSE Isolation, Device testing.
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Chapter 1 - Thesis Overview

1.1 Introduction

For a number of decades there have been numerous research studies and examination on
power protection systems due to the host of Intelligent Electronic Devices (IEDs) in
Substation Automation System (SAS) [1, 2]. An appropriate and well-designed
communication structure is required to make these IEDs interconnect and exchange
data. This has categorised communication technology as one of the crucial contributing
factors to guarantee unfailing, reliable and cost-effective protection systems. Therefore,
development of a robust and reliable protocol for communication applications has
grown into a foremost objective in power communication and protection systems [3-5].
The International Electrotechnical Committee (IEC) and Institute of Electrical and
Electronic Engineers (IEEE) agreed to collaborate together to advance the existing
communication protocols for SAS [6, 7]. The objectives were to achieve interoperability
and free configuration in multi-vendor environment substations. The outcome of this
agreement was to announce the first edition of the IEC61850 Standard as an
international standard in 2004 [1, 7, 8]. The standard incorporates the use of logical
nodes to resolve problems related to interoperability and interchangeability in multi-
vendor zone substation systems. The standard also initiated a cost-effective Generic
Object Oriented Substation Event (GOOSE) messaging technology to replace the

traditional copper wiring [7].

The last few years have seen numerous studies pointing to the IEC61850 as a
worthwhile international standard for substation automation systems [7-10]. However,

there is still resistance from utilities to welcoming the IEC61850 implementation [7, 9,



11]. This may perhaps be due to the lack of knowledge that engineers have about the
standard and/or because of several ambiguous topics that still are not addressed in detail
in the context of IEC61850. Furthermore, it goes without saying that, the GOOSE
technology has brought several benefits to the power protection and communication
systems in the field of substation automation. However, the lack of tools and knowledge
to take advantage of the GOOSE messaging technology in IEC61850-based zone
substations is tangible [6, 7, 11-13].

This thesis provides the development of a program using a SCADA system to manage
IEC61850 GOOSE messaging in a multi-vendor environment substation. In doing that,
a 66/22kV Distribution Terminal Zone Substation (form now-on it will be referred to as
- Substation Simulator) is implemented as a model of an IEC61850-based Substation. In
the construction of the Substation Simulator, the aim is to take advantage of the GOOSE
technology for protection, control, monitoring and communication purposes. Hence, the
hardwired connections are replaced by GOOSE signals through optic cables as much as
possible. This thesis will not only provide the design and configuration procedures of
this substation, but will also cover the difficulties that engineers may encounter in
IEC61850-based substation systems in terms of device configuration, testing and

maintenance.

This chapter covers a brief introduction, the key objectives, the original contribution
and methodologies of the research. It also provides insight into the research significance

in the discipline of engineering.

1.2 Key Objectives
The key objectives of this research are synopsised as follows:
e Review and analysis of the most common traditional protocols such as Modbus,

Distributed Network Protocol (DNP3), Utility Communication Architecture
(UCA) and compare their functionality with the IEC61850 Standard,;

e Design, establish and commission a 22/66kV IEC61850-based Distribution

Terminal Zone Substation;

e Configure IEDs individually utilising vendor propitiatory tools namely PCM600
and EnerVista to create configured IED files for ABB and GE relays

respectively;



e Create the System Description File (SCD) that contains GOOSE messaging

between IEDs, using IET600 as a multi-vendor IED system configurator tool;

e Design a single line diagram to illustrate the communication paths of the

GOOSE messages between publishers and subscribers;

e Draft a single line Protection Scheme of the Substation Simulator to represent

the implementation of protection, control and monitoring functions;

e Test and validate the GOOSE communication between IEDs to ensure
IEC61850-based interoperability achieved and all IEDs are capable of
exchanging data using the peer-to-peer communication network model;

e Examine the application and the advantages of GOOSE messaging technology
over traditional copper wiring by implementing different protection scenarios
such as Circuit Breaker Failure Protection, Bus Tie Coupler and Busbar

Protection Interlocking System;

e Design and develop a SCADA system to monitor and control the performance of

the Substation Simulator remotely from SCADA control centre;

e Propose a novel GOOSE isolation method for a multi-vendor environment

substation using PLC/SCADA programming;

e Remotely implement GOOSE isolation in a live substation for devices testing
purposes through SCADA,;

e Document a final report and of all wiring designs, in both AutoCAD and PDF

format, which can be used for future research studies.

1.3 Design and Methodology

1.3.1 Literature Review

The IEC161850 Standard is under a dynamic environment and the research area is new
[14, 15]. Therefore, a lack of academic resources, particularly literature relating to
IEC61850 GOOSE messaging is evident. However, to control the quality, both
IEC161850 standard and peer-reviewed papers from highly ranked journals are selected

for review and analysis.

The literature review involves exploring of both conventional and existing

communication protocols and their development over the time. Core elements of



telemetry communications, structures of protocols and the significance of standards for
communication protocols within substation automation system are studied. In addition,
a comprehensive review and study to understand the fundamentals of the IEC61850-
based substations, particularly the GOOSE messaging technology and interoperability

in a multi-vendor substation environment is undertaken.

1.3.2 System Design

Due to lack of tools and knowledge to take advantage of the GOOSE messaging
technology in IEC61850-based zone substation, the IEC61850 Standard has not seen a
warm welcoming from utilities and companies over the last 10 years [7]. This thesis
provides solutions to challenges dealing with IEC61850 GOOSE messaging in multi-
vendor zone substations. A 66/22kV Distribution Terminal Zone Substation is

implemented as a model of an IEC61850-based Substation.

1.3.2.1 66/22kV Distribution Terminal Zone Substation
The 66/22kV Distribution Terminal Zone Substation has been funded by industry

partners namely: ABB, GE Digital Electric, Phoenix, Tricab, Australia Power
Institution (API), AusNet Services, Omicron, Doble, Australian Strategic Technology
Project with an overall funding of $1,700,000.00. Two bays with separate 66kV sub
transmission lines, 66/22kV step down transformers, 22kV Bus 1 with bus tie circuit
breaker and three 22kV feeders per bay have been considered for design of the
Substation Simulator. In parallel, a control centre utilising SCADA system is stablished
to make use of remote control in this project. The development of the Substation
Simulator aims to take advantage of the IEC61850 GOOSE messaging technology for
protection, control, monitoring and communication purposes. Hence, the hardwired
connections are replaced by cost-effective GOOSE signals through optic cables. Copper
cables are only used to connect circuit breakers to corresponding IEDs. Electrical
Engineering AutoCAD software is deployed to draft the single line diagram of system
which includes individual device connection, a communication single line diagram, AC

wiring, DC Supply and input/output contacts of IEDs.

1.3.3 Analysis of Tests and Results
There are various types of testing and result analysis undertaken to ensure that the
outcome of the project is compliant with the industry standard requirement and it
satisfies the scope of the project.



1.3.3.1 Interoperability Testing
IEDScout and CMC356 Omicron Test Universe System are utilised though multiple test

scenarios to show the interoperability between devices used in the Substation Simulator

is achieved.

1.3.3.2 GOOSE Isolation for IED Testing
After completing PLC/SCADA system for GOOSE isolation, different IEDs of the

Substation Simulator are injected simulated fault signals using CMC356 under live
condition. Simultaneously, the GOOSE isolation method is examined for the IED under
test from SCADA centre remotely.

1.4 Research Significance
IEC61850 is widely accepted around the globe due to the significant benefits that it

provides compared with conventional hard-wired solutions. However, the wide spread
development and implementation of IEC 61850-based substation protection, automation
and control systems is raising multitude of issues and challenges related to the testing of
IEC61850-based devices and systems. The foremost challenge is the replacement of the
hardwired interfaces between the protection IEDs that work together in different

protection, automation and control schemes with GOOSE messages.

The specialists involved in the testing of such schemes are used to a physical isolation
of the test object based on the use of test switches that allows on one hand to open the
circuit that trips the breaker and at the same time to replace the analogue signals from
the secondary of the current and voltage transformers with signals coming from the test

equipment.

The replacement of part or all of the hardwired interfaces with communication links
requires the development and implementation of methods and tools that maintain the
same level of security during the testing process, while at the same time takes advantage
of all the benefits that IEC 61850 provides.

Therefore, engineers are dealing with a lack of comprehensive tool or method to
manage the GOOSE trip signal in a multi-vendor zone substation. The significance of
research is to develop a tool and software to isolate or manage GOOSE messages in a
multi-vendor relay environment which is not resolved in any past researches. The
research contributes to the knowledge by modelling a section of an IEC61850-based
substation to meet the requirements of interoperability between vendor specific IEDs.



The achievement of this research project will enable engineers to test any IED,
regardless of its manufacturer, without GOOSE interruption in an IEC61850-based zone

substation.

1.5 Original Contribution

The research contribution to body of the knowledge is to endorse and publicise the
IEC61850 protocol as the latest and improved communication standard opposed to other
substation protocols like DNP and MODBUS by modelling a section of IEC61850-
based substation. The modelling involved original designing and wiring the 22/66kV
Distribution Terminal Zone Substation. In doing that, combination of both copper and
fibre optics are utilised to interconnect devices. However, in order to take advantage of
the GOOSE messaging technology, the amount of copper wiring is reduced by replacing
GOOQOSE signals. The original work involved programming of GOOSE messages to
accomplish interoperability between multi-vendor IEDs such as GE and ABB. This is
the most complex and topmost challenging part of the project due to lack of tools [11,
16]. The Substation Simulator has a high potential to be upgraded to a complete model
of an IEC61850-Based substation. It can also potentially be used for industrial training

as well as academic and future research studies.

Furthermore, the study potentially contributes to engineering discipline by developing a
novel method of GOOSE isolation in an energised multi-vendor based substation
environment. Over the past decades, protection system operation has been given
importance due to host of critical equipment known as “Intelligent Electrical Devices”
in substation automation systems. In order to guarantee unfailing operation, these
intelligent devices are required to be tested and serviced within their lifecycle. This
involves different types of testing such as product manufacturing testing,

commissioning testing and periodical maintenance testing during operation [9].

When an IED is isolated from live substation for test purposes, its GOOSE message is
not isolated yet, and the IED under test is still publishing the GOOSE trip signal to
others. In order to isolate the GOOSE trip signal for IED test purposes, each vendor
implement its own method and they use their proprietary configurator tools [9, 11, 17].

Designing of GOOSE isolation method in a live substation without interrupting any
other IEDs under operation originally developed through a PLC/SCADA system. All

provided programming and design in this research are original and the most improved



method of its kind which require knowledge of engineering protection and

communication systems. Through several workshops and conferences [7, 11], the

proposed novel method of isolation has been presented to industry partners and

professionals who are leader in IEC615850. It has revived a high level of satisfaction

and it also proved its conformant with the requirement of the IEC61850 Standard.

1.6 Thesis Organisation

The thesis comprises of seven chapters and is organised as follows:

Chapter 1: covers a brief introduction of the key objectives, motivations and
methodologies of the research, while providing insight into the research

significance in the discipline of electrical engineering.

Chapter 2: presents a comprehensive literature review exploring a synopsis of
communication protocols and their development over the time. The chapter
elucidates core elements of telemetry communications, structures of protocols
and the significance of standards for communication protocols within substation

automation systems.

Chapter 3: describes the fundamentals of the IEC61850 Standard. In particular,
it covers the GOOSE messaging technology and interoperability in multi-vendor
environment substations. The concept of GOOSE isolation for IEC61850-based
device testing purposes is outlined in in this chapter. Chapter 3 also addresses
the difficulties that engineers may encounter in IEC61850-based substations

systems in terms of device configuration, testing and maintenance.

Chapter 4: provides hardware description and a detailed insight into the wiring
layout of the 66/22kV IEC61850-Based Distribution Terminal Zone Substation
and the connection diagram between the equipment.

Chapter 5: provides the flow of the engineering process undertaken to design the
IEC61850-Based 66kV/22kV Distribution Terminal Zone Substation. It outlines
the required steps, individual device programming and substation configuration,
and tools to establish the IEC61850 GOOSE communication between IEDs. It
also addresses the challenges and issues that are encountered within the

configuration process.



Chapter 6: aims to use IEDScout and vendor proprietary tools to prove the
interoperability achievement between ABB and GE devices in the established
22/66kV IEC61850-based Distribution Terminal Zone Substation. Furthermore,
by utilising both isolator switch locally and the SCADA system remotely the
GOQOSE isolation is experimented and validated while the Substation Simulator
is energised. CMC356 Omicron fault simulator is utilised as a fault simulator
device to create different fault scenarios for further test validation and analysis.
The test method and results that provided in this chapter potentially enable
engineers to test any IED, regardless of its manufacturer, without GOOSE

interruption in an IEC61850-based zone substation.

Chapter 7: summaries the work in chapters 1-6 and provides recommendations

for future research studies.



Chapter 2 - Literature Review

2.1 Introduction

The purpose of this chapter is to provide a synopsis of communication protocols and
their development over the time. The chapter elucidates core elements of telemetry
communications, structures of protocols and the significance of standards for

communication protocols within substation automation systems.

2.2 The Importance of Power System Communication

Over the past decades power protection systems have seen numerous studies due to the
host of critical equipment such as IEDs in Substation Automation System [2, 18]. An
appropriate and well-designed communication structure is required to make these
intelligent devices interconnect and exchange data. This has categorised communication
technology as one of the crucial contributing factors to guarantee unfailing, reliable and
cost-effective protection systems. Therefore, the development of a robust and reliable
protocol for communication applications has grown into a foremost objective in power

communication and protection systems [3-5, 19].

2.3 Protocols

When language is a media for communication, there is a need for systematic rules to
follow in order to achieve the communication between parties [20]. A protocol plays the
role of a rulebook prepared with a chain of instructions to help two or more

communication parties talk to and understand each other [19-21].

Communication in a multi-vendor environment, a place where devices come from

different vendors, often causes challenges due to the use of multi-language technologies



in programming of vendors’ devices [1, 3]. Overcoming to this problem requires an
expensive interface for communication applications. The International Standard
Organisation Network Model known as OSI (Open System Interconnection) introduced
a 7 network-layered hierarchy to show how data is transferred from one communication

platform to another end and vice versa (Fig. 2.1) [1, 19, 22].

Application Application

Information processing

functions Presentation

Presentation | %

Session Session
Transport Transport
- - Communication -
Network functions —> Network
Data Link Data Link
— Physical Physical —
OSI Network Model

Fig. 2.1 OSI 7 network- layered hierarchy [1, 19]

e Application layer provides a cluster of interfaces to be utilised for getting access
to network services.

e Presentation layer mainly transforms the data of application into a generic
framework for network broadcasting and vice versa.

e Session layer allows two communication parties to maintain ongoing exchange
of data across a network.

e Transport layer is to manage the data transmission over the network.

e Network layer converts logical network address into the format to be used
within physical devices and also controls the addressing for message delivery.

e Data Link layer initiates specific data frames between the Physical layer and the
Network.

e Physical layer converts data format from bit into signals to be sent as outgoing

messages and vice versa.

2.3.1 Modbus

Modbus is a Client/Server massaging protocol located in the Application layer of the
OSI Network Model [23]. It supports different types of Physical layers categorised in
OSI. Modbus was originally introduced by Modicon (now Schneider Electric) in 1976
to support different fields of applications such as: industrial automation, infrastructure,

and substation automation and transportation applications [24]. Modbus makes use of

10



the Master/Slave structure to establish communication between devices connected
together. One of the advantages of the Modbus protocol is that the flow of data

exchange can be either from client to Server or vice versa [23].

Modbus, also known as Master/Slave protocol, works with the request/reply rule [23].
In order to perform the request/reply operation in Modbus based system, two different
types of frames are initiated. These are: Application Data Unit (ADU) and Protocol
Data Unit (PDU [25]. PDU contains a code specifying the function to be operated and
ADU provides the information to be used for PDU operation. The process of
exchanging data starts by initiating a command which contains both ODU and ADU

frames and ends by receiving a response packet from the client (Fig. 2.2) [19].

Client Server
Function Code(PDU) Function Code(PDU)

Data Request (ADU) Data Response (ADU)

Response received |« Response sent J

Fig. 2.2 Client/Server data exchange in Modbus protocol [19, 25]

Modbus is designed with a combination of layered protocols, such as Modbus RTU
(Remote Terminal Unit) and Modbus TCP/IP (Transmission Control Protocol/Internet
Protocol), to offer a trustworthy data exchange mechanism between microprocessor
based devices. Modbus RTU operate within Physical layer using RS232 or RS485
serial, to transfer data between devices [26]. The disadvantage of Modbus RTU is its
limit to transfer different types of information. The information packets that can be sent
through Modbus RTU are only data. This means that Modbus RTU is not able to
exchange other types of parameters such as units, resolution, point name, status value,
etc. [3, 23, 27]. This type of information requires modern Ethernet-based protocols such
as Ethernet/IP or IEC61850. Modbus protocol eliminated this drawback by introducing
Modbus TCP/IP driver. Modbus TCP (Modbus Ethernet/IP) is a well-accepted industry
protocol that utilises the Ethernet TCP/IP Physical layer, the top level of the Physical

layer in OSI, to achieve the communication between devices [23]. Figure 2.3 illustrates

11



the structure of the Modbus communication network which employs Modbus TCP,
Modbus RTU and RS232 Modbus RTU485.

Modbus Communication Network Structure
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Fig. 2.3 Modbus communication architecture [19, 23]

One of the challenges with Modbus protocol is the upgrading of Modbus devices from
Physical layer (RS232 or RS422) to Modbus TCP/IP (Ethernet layer). This requires a
gateway device to convert the communication format from Physical layer to upper layer
such as Ethernet layer. This conversion causes an unwanted time delay in the process of

function’s operations [27, 28].

In Modbus protocol based system, the Server employs a controller as a middleware to
collect data from other devices and send it to the Master through a programming panel
or a host processor. The controllers used by the Server also follow the Master/Slave
communication architecture. The only difference between the controller and the Server
of Modbus is that, the controller can only interact with one Master simultaneously,
whereas the Server can interact with the Master and the controller at the same time.

Over the las decades Modbus TCP/IP has been deployed as one of the industry accepted
standards to operate Client/Server based communication application [19, 23]. In the
context of substation automation it is used to monitor, supervise and control the
performance of the intelligent devices - IEDs, circuit breakers, transformers - through a

middleware gateway and controller. Although interoperability was one of the targets to
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achieve in Modbus, still there are many challenges in a multi-vendor environment that
Modbus fails to resolve [4, 6, 29].

2.3.2 DNP3

Distributed Network Protocol (DNP3) is another open' and public communication
protocol originally introduced by Harris in 1993 at Distributed Automation [30]. DNP3
located in the second layer of OSI Network Model employing a series of
communication protocols to achieve interoperability between devices as per IEC
Technical Committee 57 [30]. The DNP3 protocol is compliant with IEC 62351-5 and
is mainly established as a standard for utilities including electrical and water industries
[19, 22]. DNP3 utilises SCADA to control and monitor the performance of intelligent
devices through a Remote Terminal Unit (RTU), also known as gateway, under Master
station/gateway/intelligent devices communication structure. One of the primary
purpose of DNP3 was to provide a reliable protocol in terms of interoperability and long
term stability [20, 27, 31]. Therefore, network security and cyber security issues were
not initially considered in the development of DNP3 [32, 33]. This resulted in being
easily attached and hacked by intruders in smart grid application. This is due to the fact
that smart grid is a platform run by an IP interface and provides open admission to a
third party to the IP infrastructure and physical network. Therefore failure to secure the
IP infrastructure will cause series interruption and/or damage to the network. Therefore,
DNP3 has been forced to resolve this drawback by adding secure authentication

parameters to its architecture.

The DNP3 protocol has been widely utilised by companies due to its numerous proven
merits such as its efficiency, robustness and better interoperability compared to Modbus
or older protocols [3, 31]. For instance, from the point of OSI Network Model, DNP3 is
a layer 2 protocol whereas it supports layer 4, layer 5 and layer 7 of the OSI Network
Model. This gives it superiority over Modbus protocol, positioned in the Application
layer. Furthermore; in contrast to Modbus or other older protocols, time synchronization
is achieved for the first time using RTU in DNP3 protocol. It initiated a frame which
contains a time stamped variation of data pulled out and transferred through the RTU

[1]. In addition; despite Modbus protocol, DNP3 is capable of communicating with

! Open architecture is an expression that describes an interoperable networks between software and
hardware interfaces and accordingly between vendors.
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multiple Masters and pee-to-peer’ communication simultaneously. Furthermore, DNP3
has the capacity of transferring different type of data in a single massage packet with a
defined time frame [19, 20, 31].

2.3.3 IEC61850

It should go without saying that the developments of the Modbus and DNP3 protocols
have been favourable achievements in the field of communication systems [3, 4].
Utilities have used these protocols applications free of exorbitant charge access to their
license to implement their communication applications. However, the drawback of these
protocols is their complexity in terms of substation and instrument configuration. Due to
a convoluted structure used by these protocols, configuration of an interoperable system
in a multi-vendor environment was an irresistible time consuming procedure [6]. Also
they were unable to fully warrant different vendor IEDs to communicate with one
another. Thus, in recent decades, to a great extend interoperability has been a topmost

challenge for multi-vendor-based substation automation systems [4, 34-36].

The International Electrotechnical Commission (IEC) Technical Committee (TC) 57
was established in 1964 to produce international standard in the field of
communications for electrical utilities. The IEC considered not only equipment aspects,
but to a greater extent system parameters. This scope was modified to prepare standard
for SCADA systems, Energy Management Systems (EMS), Distribution Management
Systems (DMS), distributed automation, telemetry and associated communications [1,
6].

At the same time, the Electric Power Research Institute (EPRI), founded in 1973, was
working towards drafting proposal for the implementation of a protocol within specific
interfaces and data models. EPRI recognised the potential benefit of a unified scheme of
data communication for all operating purposes across the entire utility enterprise. In
1980, EPRI commissioned the Utility Communications Architecture UCA project
which identified the overall structure, requirement, technology and layer to implement
such a scheme. It focused on the ease of combining a broad range of devices and

systems; and the sharing of management and control information [1, 4, 6, 19].

By 1994, EPRI had combined substation control equipment and power apparatuses into
the UCA scheme [1, 6]. EPRI launched Research Project 3599 to define, demonstrate

2 Peer-to-peer communication refers to the exchange of data directly between two devices where their
functionality come with same capacity. There is no Client/Server order in peer-to-peer communication.
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and endorse an industry wide UCA compatible communications approach for the
integration of substation IEDs [29]. The objective was to avoid expensive marketplace

shakeout of incompatible systems.

Many utilities and IED manufacturers took an immediate interest in the UCA work and
joined in the effort to produce a communications network stack. The forward-looking
approach was intended to define the technical requirement for a system to control and
monitor substations [6, 29]. The specification includes requirement for fast messaging
amongs peer IEDs to achieve fault-related control over data communication systems.
The objective was to use the substation Local Area Network (LAN) messaging to

replace the mass of dedicated copper wiring between IEDs.

Another feature of the approach was to identify communication system layers which
may have already existed in widespread use. This allowed EPRI researchers to buy
commonly used hardware and software components for substation control. For lower
layers of the system, the researchers looked at a variety of industrial field bus solution,
as well as office-LAN technologies like Ethernet and Internet Protocol (IP) [4, 6]. These
were not suited for fast substation control, but had the advantage of global usage to
support a rich array of affordable system components that could be implemented within

substations.

After detailed study by EPRI, a group of prominent utilities led by the American
Electric Power (AEP) company forged ahead in a proposal to decide on specific layer.
These users were developing project to equip a substation with the most modern LAN-
based and standardised control schemes and pushed ahead to demonstrate a working
result [4, 6]. The objective was to define a standard which could achieve interoperability
and use fibre optic cable.

The call for an international standard intensified as different vendors introduced
proprietary solutions into the market. Many manufacturers had already developed
versions of integrated LAN-based systems. At the request of the users, several European
suppliers worked together with the International Electrotechnical Commission (IEC) to
create the communications standard IEC60870-5 [4, 6]. Subsection of IEC61870- 5
provided for basic information transfer and control between one vendor relay and the
overall system of another vendor. The market where these manufactures sold their
products tended to support more expensive, futuristic system as part of a major project
[6, 29].
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In 1995, the IEC commissioned a new project identified as IEC61850, to define the next
generation of standardised high-speed substation control, protection and monitoring
communication. The main objective was to have utilities and vendors collaborating with
each other to develop the framework of the standard. The EPRI UCA 2.0 and IEC61850
joint task forces worked on the interoperability between Station, Bay and Process levels
[6].

In October 1997, the Edinburgh TC57 Working Groups concluded that a single
communications standard for Substation Automation Systems (SAS) will be suitable for
the world market [1, 6]. The IEC61850 was officially launched after careful planning
and development in the year 2004 [4, 6]. Major UCA model, data type and service were

incorporated into the final standard.

During this struggle for standardisation, MODBUS and DNP3 became the de facto
standards across all substations worldwide. While MODBUS and DNP3 are successful
in providing standard-based intercommunications between station computers, Remote
Terminal Units (RTUs) and IEDs; modern technology has surpassed the networking
capabilities these standards were originally designed for. MODBUS and DNP3 are
classed as tag-based protocols, where users access data by specifying a tag number [24,
31]. IEC61850 presents a common naming convention which removes the mapping
processes of unknown tags and allocates them into specific power system functions.
From a SCADA perspective, the IEC61850 is a true, high-speed, robust and
interoperable protocol [6, 37].

2.4 Types of Devices Connections within OSI Network
Model

The Data Link layer provides specific data frames between the Physical and the

Network layers. There are two commonly used data link connections to establish

communication between layered devices: direct and multi-drop connections [1].

2.4.1.1 Direct Connect
The direct connection is used to interconnect only two devices together by a network

media including copper, wireless or fibre whereas in direct connect each device is able
to manage its connection and communicate with the other end constantly. This enables
IEDs, using several individual direct connections, to communicate at the same time. The

direct connect initiated star network topology where several devices are connected to
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only one device as an origin device or network controller (Fig. 2.4). Most of the open
architecture protocols support star connection. One of the advantages of star network
topology is that it is a simple network connection and it allows many IEDs from
different vendors to be connected to the network.

.
-
-
-
—| ED or device
-

Fig. 2.4 Star network topology [1]

2.4.1.2 Multi-drop Connect
Multi-drop connection is also a common and robust type of data link connection model

[1]. It allows multiple devices to be physically connected together through a ring or bus
network topologies (Figures 2.6 and 2.7) [1]. In this kind of connection, only one device
is able to communicate at a time. Therefore, peer-to-peer communication is not

guaranteed in this type of connection [1, 38].

In the multi-drop connection, tagging and addressing devices are very essential. they
enable devices to be recognised by the destination and the source of the data being
exchanged [38].

Due to the complexity with the structure of the multi-drop connection, trouble shooting
is a substantial challenge [38]. This is because in order to find the root of the problem in
the network, messages from all sources need to be captured and analysed. In contrast,
trouble shooting in direct connection can be easily executed by utilising indicators such
as LEDs [38, 39]. Another drawback of the multi-drop connection is the possibility of
failing entire communication system because of failing the network controller which is
the source of controlling of data transmission [27, 39]. The nature of the network
controller is determined by the topology of Ethernet Local Area Networks (LANS). The
design of LAN is mainly dependant on a network topology selected. In the context of
the communication network, the term ‘topology’ refers to the way the work-stations are
interconnected with each other.
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IED or device

. . . Fig. 2.5 Bus connection topology
Fig. 2.6 Ring connection topology

In a bus network connection, a controller as a network Master is located in a control
centre to control the communication between IEDs. It provides authorisation commands
to IEDs to share the information together. An IED can only communicate when it
detects the virtual token and passes the token when it is finished. The most important
advantage of a bus network model through multi-drop connection is the possibility of

achieving peer-to-peer communication between devices [1].

The benefit of the ring is that fault isolation and fault recovery are simpler than for the
bus topology. Therefore, the ring topology is considered to be the most reliable
topology. However, time delay for message transmission is almost same as bus
topology, and hence this topology may not be suitable for time critical messages [1].

2.4.2 Star Ring Network Topology

Star ring network topology is a combination of star and ring network topology taken
from direct and multi-drop connections respectively [1]. The advantage of star ring
network topology is its capability for redundancy. It provides some level of redundancy
if any of the ring connections should fail [40]. Normally, Ethernet switches do not
support “loops” since messages would circulate indefinitely in a loop and eventually eat
up all of the available bandwidth. However, ‘managed’ switches (i.e. those with a
management processor inside) take into consideration the potential for loops and
implement an algorithm called the Rapid Spanning Tree Protocol which is defined in
the IEEE 802.1w Standard [1, 40]. This protocol allows switches to detect loops and
internally block messages from circulating in the loop and also allows reconfiguration
of the network during communication network fault within a sub-second. The star ring
topology has the capacity to provide time delay within an acceptable scale and also
offers more reliability compared to bus and ring topology. However, it is overpriced and
complex to build and maintain compared to other topologies [1].
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2.5 Conclusion

The developments of the Modbus and DNP3 protocols have been considerable an
accomplishment for communication applications. However, due to convoluted structure
used by these protocols, configuration of an interoperable system in a multi-vendor
environment was an irresistible time consuming procedure. Furthermore, since they
were unable to fully warrant different vendor IEDs to communicate with one another,
the IEC61850 was introduced as an international standard for substation automation

systems.

It has been a matter of course that the IEC61850 Standard is the first and ubiquitous
international standard to warrant all communication requirements within SASs. The
IEC61850 provides full interoperability and interchangeability capability between
intelligent devices, regardless of their manufacturer. The IEC61850 has the capacity to
co-operate with existing conventional protocols (i.e. Modbus or DNP3) given that
Ethernet switches support both fibre and copper interconnections. The standard makes
use of cost-effective GOOSE messaging technology to replace the traditional copper

wiring.
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Chapter 3 - IEC61850 and GOOSE
Messaging

3.1 Introduction
The purpose of this chapter is to describe the fundamentals of the IEC61850 Standard.

In particular, it will cover the GOOSE messaging technology and interoperability in a
multi-vendor substation environment. The concept of GOOSE isolation for IEC61850-
based device testing purposes is outlined. The chapter also addresses the difficulties that
engineers may encounter in IEC61850-based substations systems in terms of device

configuration, testing and maintenance.

3.2 IEC61850: a Lingua Franca for Substation
Automation

In direct response to a lack of communication standards in Substation Automation
Systems (SAS), the International Electro-technical Committee (IEC) was established in
1964 to remodel and advance the existing protocols [8]. At the same time IEEE was
working on a similar project called Utility Communication Architecture (UCA).
However, in 1997, both IEEE and IEC agreed to work together to create an international
protocol as a Lingua Franca for substation automation systems [7, 41]. Therefore, the
IEC61850 was introduced in 2004 as an international standard which incorporates the
use of logical nodes to resolve problems related to interoperability and interchange
ability [6]. The standard does not direct entire individual implementations and system
particular functionalities. It instead focuses on the visible specifications of both primary

and secondary equipment. The Second Edition of the IEC61850 Standard is published
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in 2014 which is encapsulated in a series of 20 documents spanning over ten parts as
shown in Table 3.1 [6, 7, 11].

Table 3.1 IEC61850 Arrangement [6, 7]

Part Content

Introduction and overview: Summary of the IEC61850 protocol using texts and figures from

! other parts of the standard.

) Glossary: Collection of specific terminologies and definitions from other standards and terms
defined in different parts of the IEC61850 protocol.

3 General Requirements: Basics of the IEC61850 protocol such as system availability,

maintainability, reliability, security and more.

System and Project Management: Challenges in substation automation systems such as
4 parameter classification, tools, documentation, factory tests, quality assurance responsibilities
and system tests.

Communication Requirements for Function and Device Models: Communication
5 requirements related to function and device models such as interoperability, logical nodes (LN)
and piece of information for communication (PICOM).

Substation Automation System Configuration Language: Substation configuration

6 language (SCL) based on XML file format.
Basic Communication Structure For Substation and Feeder Equipment: This part is

7 divided into four subsections that define the details of the abstract model used in the IEC61850
to meet the requirements of all functions and applications in the substation and automation
domain.

7-1 Principles and Models: Concepts of communication modelling.

7.9 Abstract Communication Service Interface: Models and services required by substation
automation and protection systems.

7.3 Common Data Classes: Common data classes (CDC) necessary to implement the concepts of
the hierarchical object model.

7.4 Compatible Logical Mode Classes and Data Classes: 92 logical node classes associated with
basic substation functions.

7-5 Technical Report: Explain the Use of Logical Nodes to model functions of a specific domain

8 Specific Communication Service Mapping (SCSM): Mapping of abstract models to selected
MMS and ISO/IEC 8802-3 protocol.

81 Guideline For Mapping From IEC 61850 To IEC 60870-5-101/-104 (Technical
Specification)

9 Process Bus Mapping: This part is divided into two subsections that define different
implementations of the IEC61850 Process Bus.
Sample Values Over Serial Uni-directional Multi-Drop Point-To-Point Links: Mapping of

9-1 core elements from the model for transmission of sampled measured values in a point-to-point
link.
Sampled Values Over ISO/IEC 8002-3: Mapping of the complete model for transmission of

9-2 sampled measured values and the model for Generic Object Oriented System Events

(GOOSE).

9-4 Technical Report: Use of IEC 61850 for monitoring of power equipment

Technical Report: Use of IEC 61850 for transmitting synchrophasor information according to

-5 IEEE C37.118.

Conformance Testing: Procedures for conformance testing of IEC61850 compliant devices
10 such as documentation, device related conformance testing, validation of test equipment, and
quality assurance.
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3.2.1 IEC61850-based Substations’ Architecture

IEC61850 has made use of the hierarchal substation automation structure to develop
three levels namely: Enterprise or Station level, Bay level and Process level (Fig. 3.1).

LAN/WAN

‘ Station Computer Gateway
RTU

Level

Ethernet Switch

Control
2.Bay Level | == i i—-i
JiFd | |

Ethernet Switch

—_——
Protection

Ethernet Switch

SV I SV I
Intelligent Non Conventional Intelligent Non Conventional
3. Process Level Switchgear CTIVT Switchgear CTIVT

Fig. 3.1 Architecture of an IEC61850-based substation [11]

3.2.1.1 Station Level
Station level is used for the archiving, automation, data storage and management of

countless Bay level devices through the use of dedicated software tools. The hardware
necessary to carry out such tasks is sheltered in a separate room away from all
switchgear equipment. The Station level allocates HMI computers, printers, modems,
GPS receivers and Ethernet switches. The large storage capacity provided by these
peripherals allow significant amounts of data files to be stored in real-time databases.
These databases are continuously updated through Station level modems, which act as a
communications gateway to the Network Control Centre (NCC). The modems require
physical coupling of Wide Area Networks (WAN), but also demand the presence of

protocol converters capable of decoding incoming software commands [6, 11].

3.2.1.2 The Bay Level
The Bay level connects a wide range of control and protections IEDs using Station level

Ethernet switches. The serial connections of these devices isolate various substation
objects (i.e. lines and transformers) from the rest of the substation. These digitally
manufactured IEDs have in-built LCD screens, push buttons and LEDs for the
indication of measured data [6, 11]. Depending on the communication commands

received from the Station level, these IEDs are capable of performing functions such as
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bay control, bay protection, bay monitoring and fault recording. All Bay level
automation systems are housed in stand-alone kiosks away from primary and secondary

switchgear equipment [6, 11].

3.2.1.3 The Process Level
The Process level interlinks all primary and secondary switchgear equipment together
with the substation automation systems located in the Bay level kiosks. A large quantity
of serial communication links are essential to carry out such manipulation, especially
when connecting countless number of actuators, sensors, voltage transformers (VTs)
and Resistance Thermal Detectors (RTDs). The use of equipment that utilises both input

and output (1/0) terminals is a clever way to reduce hardwiring in the Process level [6].

3.2.2 IEC61850 Components and Labelling
IEC61850 incorporates the use of sophisticated object model abstracts to achieve
interoperability between devices from different vendors [6, 42]. The Server is connected
to a physical device in which, a logical device is operating. Inside the logical device,
there are different logical nodes [7]. Figure 3.2 illustrates the order of locating objects

under Server.

Server

L !
1 B

Logical Device
LLNO

LPHD

XCBR

® Open
e Closed

Fig. 3.2 Labelling of a circuit breaker according to IEC61850 [42]

3.2.2.1 Server

The Server represents the visible behaviour of a device using the network, such as the

Ethernet or any other network systems, as well as the devices along with their functions.
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A Server communicates with a Client (most service models in IEC61850 provide

communication with Client devices) and sends information to peer devices [43].

3.2.2.2 Physical device
The physical device is defined as a communication media which connects the Server to
logical devices such as the network, Ethernet or any other network. One physical device

may have multiple Logical Devices working within it.

3.2.2.3 Logical nodes
The logical nod (LN) is an important object in the context of the IEC 61850 Standard.

LNs are a virtual representation of the fundamental functions within a SAS and work as

predefined groupings of data objects that serve specific functions (Table 3.2) [34].

Table 3.2 Categorising Logical Nodes

Logical Node Groups Logical Node Groups
Groups Designations Groups Designations
System LN L Metering M
Protection P Control C

Generic G Switchgear X

Protection Related R Instrument transformers | T

Automatic Control A Power transformers Y

Sensor and monitoring S Power system equipment | Z

LNs can be used as “bricks” to build the complete device as a simulation. Some
examples of LNs include: the MMXU, which provides all electrical measurements in 3-
phase systems (voltage, current, watts, vars, power factor, etc.) and the XCBR for the
short circuit breaking capability of a circuit breaker (Table 3.3) [6]. LNs are described in
details in Clause 5 of IEC 61850-7-4 [44, 45].

Table 3.3 Example of Logical Nodes used in IEC61850-based substations

LN Classes Description LN Classes Description

XSWI Circuit Switch XCBR Circuit breaker

MMTR Metering YPTR Power transformer

RBRF Breaker failure MMXU Measurement unit

PDIS Distance protection GGIO Generic logical node

PDIF Differential protection | PTOC Time Overcurrent Protection
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3.2.2.4 Logical Devices
The logical device (LD) model is composed of the relevant logical nodes required to

provide the information necessary for a particular device. A LD presents functions that
are to be performed by a physical device. For example, a circuit breaker could be
composed of the following logical nodes: XCBR, XSWI, CPOW, CSWI, and SMIG.
Logical devices are not defined in any of the documents due to the different products,

implementations and combinations of logical nodes for the same logical device [45].

3.2.2.5 Data objects or Data Classes
Data objects (DOs) are predefined names of objects associated with one or more logical

nodes. They are listed only within the logical nodes. Table 3.4 represents the data
objects and their functionality in IEC61850-based substations [11].

Table 3.4 Different Types of Data Objects Imitated by IEC61850 [46]

Description Data objects Name
Starting of a logical node Str

Operation of a logical Op

Trip activation Tr

Switch position Pos

Local operation Loc

Status information BIKCls

Phase to ground amps A

Angle between phase current and voltage | Ang

3.2.2.6 Data Attributes
Data attributes are also predefined common attributes that can be reused by many

different objects, such as the quality (q), general (General), status value (StVal)
attributes. These common attributes are defined in Clause 6 of IEC 61850-7-3 [45].

3.2.2.7 Standard data type
Standard data type includes a wide variety of parameters such as Boolean, Coded Enum,

integer, Bit String and floating point which are tabulated in table 3.5.
Table 3.5 Example of Two Data Type Used For CB in IEC61850 [11]

Enum Value Bit Pairs Usual Meaning
0 00 Transition

1 01 False or Open

2 10 True or Closed
3 11 Invalid
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Accordingly, the practical example circuit breaker labelling in IEC61850 for feeder Bay
Al is shown in Figure 3.3.

BayA1/QO0XCBR 1.Pos.ctl\Val

LAttribute Name (According to standard)
Data Object (According to Standard)

Logical Node Name Suffix (free)
Logical Node Class (According to standard)

Logical Node Name Prefix (free)
Logical Device name (free)

Fig. 3.3 Example of labelling of a circuit breaker in IEC61850 [11, 46]

3.3 Interoperability and SCL language
3.3.1 Substation Configuration Language (SCL)

Prior to the standardization of the IEC61850 protocol, it was impossible for different
vendor IEDs to communicate with one another [1, 4, 6]. The reason behind this was that
manufacturers purposely designed their products using their own proprietary tools,
meaning customers had to favour one vendor more than another. In doing so,
manufacturers practically configured their products in such a way that if one piece of
equipment failed, then all or some accompanying devices required replacement. This
was a major downfall for substations as a great deal of worthwhile international
standard equipment which was rather expensive needed to be stockpiled [6].

IEC61850-6 introduces XML-based Substation Configuration Language (SCL) as a
common language to accomplish interoperability between devices [7, 47]. Accordingly
different form files using the common based language are brought together in part 6 of
the IEC61850 standard. These files are as follows [7, 47, 48]:

e Description of Configured IED (CID)

e Capability Description of IED (ICD)

e Instantiated IED Description (11D)

e Description of System Exchange (SED)

e Description of Substation Configuration (SCD)
e System Specification Description (SSD)

The development process of an IEC61850-based project is subject to the accessibility of
software tools that make use of these files in the process of IEC61850 devices

configuration [7]. Two core steps need to be considered in the process of configuring
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IEC61850 devices. These steps are known as “individual IED configuration” and
“system configuration”. For the individual IED configuration each vendor has its own
proprietary tools to configure its IEDs. However, due to a wide variety of available
vendor tools, being familiar with these configuration tools is a significant challenge for

engineers and technicians [7, 35, 44].

In order to configure the IEC61850-based IEDs, the ICD file of an IED needs to be
imported into the vendor proprietary tool to be programmed. After programming
individual IEDs, multi-vendor substation configurator software is be used to create the
System Configuration Description (SCD). The SCD file contains the GOOSE
configuration and the mapping of IEDs [46]. However, due to the complexity of SCL
language and SCD files, the lack of knowledge about SCL language structure and
IEC61850 GOOSE messaging has caused substantial challenges for engineers and
technicians in IEC61850-based substations. Figure 3.4 shows an example of IEC 61850

device configuration process [7, 11].

Ethernet Switch

IED1 Configurabor Tools IED2 Configurator Tools

.SCD Fik .SCD Fik
IED1 -t

IED2

.CIDFile .CIDFile

Multi-vendor
System Configu rator

3]14 panByuo) aid
8|14 painBuuo) aid

CIDFile .CIDFile

.SCD Fik
IED3 -t

IED3 Configuraor Tools IED4 Configuraor Tools

3|14 painByuog aid
3|14 panbyuo) aid

Fig. 3.4 Flow of individual IED and system configuration [7]

A further problem arises due to the version of software used for IED configuration and
correspondingly for SCL language. For instance, in terms of IED replacement, if a CID
file of an old IED is configured using an old version of the vendor proprietary tool, then
that CID file will not be imported into the new IED using a new version of configurator

tools. For instance, if an ABB relay was configured using PCM600 Version 2.4 as a
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configuration tool, the new IED will not accept the import of that CID file using a new

version of configuration tools such as PCM600 version 2.6 [7, 11].

Moreover, most engineers and protection technicians are still unfamiliar with the
IEC61850 Standard from the technical point of view such as IED testing in a multi-
vendor IED environment substation. Vendors use their own proprietary tools to
configure IED and they use their particular configuration tools to create SCL file and
CID files. For example ABB uses PCM600 for IED configuration and IET600 for SCL
language or GOOSE mapping, whereas, SEL IEDs need to be configured by their
proprietary tools called Acselerator Quickset [49, 50]. This creates a problem when an
IED needs to be tested in a live substation. Engineers are required to have

comprehensive knowledge of all configurator tools.

Last but not the least challenge is related to the GOOSE isolation method in terms of
IED testing. When simulating a fault for a particular IED under test, it is not desirable
for other IEDs in the system to react and therefore there is a need for isolation [9, 11,
17]. IEC61850-8-1 defines a test mode for GOOSE isolation purposes by setting one bit
of the data attributes of GOOSE quality in the test mode [11, 17]. This is known as
“putting a flag on the IED” to show the IED subscribing or publishing a message is
under test (Fig. 3.5). In this way other IEDs which are subscribing to the IED under test
will ignore any command that is coming from that IED.

Quality of Input Signal [Bit String)

validity |Good (00)

Overflow Falze (00
QOut of range Falze (0}
bad reference Falze (00
O=cillatory Falze (00
Failurs Falze (0)
Old data  False (00
Inconsiztent Falze (00
Inaccurate Falz=e (00

Source Procez= (0)
Test True (1)
Operator blocksd Falze (00

[ OK | | Cancel |

Fig. 3.5 Data attributes of a quality bit of GoCB [7]

3.4 GOOSE Messaging in IEC61850-based Substations

The GOOSE message is the most important and beneficial feature of the IEC61850
Standard [12]. The GOOSE is a time critical message which is directly mapped onto the
Ethernet, to make it fast and efficient. GOOSE works on a publisher/subscriber model,
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which means that the devices that have subscribed for this service can send and publish it
as well (Fig. 3.6) [7, 11].

GOOSE A GOOSE B

IEDA IEDB

GOOSE Trip A
GOOSE TripB

CB B

CB A

Test Simulator and Network Analyser

Fig. 3.6 Peer-to-peer communication between IEDs via GOOSE messaging [7]

Although GOOSE is already used in the UCA protocol, the IEC61850 GOOSE is a
more advanced version of the UCA GOOSE message. The additional features are as

follows [11, 16, 42]:

e High level of flexibility;
e Capability of either publishing or subscribing multiple messages from one IED;

e Containing much more data attribute types (Boolean, BitString, Coded Enum,
Integer, floating, etc.);

e Exchange of data is much faster;

e Usage in protection and control,;

e Messages are published by multicasting on the network;
e |EDs subscribe (or listen) to selected multicast messages;

e Messages are sent or published periodically (heartbeat or maximum transmission
time of 60s, 10s, 1s, etc.) under normal conditions; and

e Messages are sent multiple times when an event occurs, following a
transmission pattern until the maximum time is reached or until another event
occurs.

IEC61850-8-1 defines the mapping and its syntax to manage a GOOSE message [6, 51].
A separate function block called GoCB (GOOSE Control Block) is introduced in IEC
61850. This block is a part of LLNO (Logical Node of any Logical Device). This block
holds different attributes which are defined in the standard [7, 46, 47]. A GOOSE
message contains a GOOSE Control Block, Control Block Reference, Data Set

Reference, GOOSE ID and communication details. In data reference, the dataset
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members or items which contain status information are defined such as relay trip,

breaker status, quality, timestamp and etc. (Table 3.6) [7, 8].

Table 3.6 Components of GoCB [51]

Attribute Name Attribute Type FC Value/value range/explanation
GoCBName ObjectName GO Instance name of an instance of GoCB
GoCBRef ObjectReference GO Path-name of an instance of GoCB

GO Attribute that allows a user to assign a
system unique identification for the

AppID VISIBLE STRING6S application that is issuing the GOOSE.
Default GoCBRef

GoEna BOOLEAN GO Enabled (TRUE) | disabled (FALSE)

DatSet ObjectReference GO

ConfRev INT32U GO

NdsCom BOOLEAN GO

Services

Send GOOSE Message

Get Go Reference
Get GOOSE Element Number
Get GoCB Values
Set GoCB Values

3.5 Device Testing in IEC61850-based Substation
Protection Systems

When dealing with IEC61850-based substation systems and their devices, there are two
types of testing categorized according to the systems specification and testing purposes
known as: Product Testing and Systems Testing. While the product testing involves all
testing related to the devices and their functionality based on their technical
specifications, such as Device Acceptance Testing; Device Interoperability Testing,
Integration Testing and Factory Acceptance Testing, the Systems Testing includes all
functionality and performance testing related to the configured IEC61850-based
substation system and their compliance with the standard such as Commission Testing,

Conformance testing, Site Acceptance Testing, and Maintenance Testing [9, 11, 17, 52].

3.5.1 Device Acceptance Test

The first step to validate the correct behaviour of a new device before being used in
substation protection, automation and control system is known as a Device Acceptance
Test (DAT) [9, 11]. This test ensures that the device truly meets all technical
descriptions listed in the device documentation that are of interest to the user. In other
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words, DAT is a prerequisite for making the product acceptable for use in the protection
scheme. Since the DAT is a laboratory based experiment, it essentially needs to be
designed based on a number of test scenarios that, as practically as possible, emulate the

user’s substation environment.

3.5.2 Conformance Test

Manufacturers of IEDs are required to prove that their devices are capable of complying
with the IEC61850 Standard mechanism [53]. Therefore the conformance testing is a
laboratory based experiment to assure the user of a device that the device will meet the
requirement of the IEC61850 Standard [11].

3.5.3 Device Interoperability Test
One of the foremost objectives of the IEC 61850 Standard is to achieve interoperability

between different vendors’ devices. In a peer to peer communication based platform,
device interoperability test ensures that the device exchanges data correctly with other
vendor’s devices [9, 11, 17]. The interoperability test has been performed repeatedly to
prove the correct behaviour of any device as an integrated part of a multi-vendor
system. From the point of the requirement for virtual isolation, the majority parts of the
device interoperability test needs to be performed under the normal operating condition
and isolation is not required [11, 17]. However, there is an exception, when the
capabilities of IEDs working together as a protection scheme need to be tested. In this

case, the virtual isolation is required which will be discussed later on in this chapter.

3.5.4 System Integration Test
Besides the interoperability capability between devices, their performances need to be
compliant with the protection system development requirement. Whilst the
interoperability test ascertains that the IEDs communicate with each other, the
integration test functions one phase further and verifies that they talk fast and efficiently

enough. There is no need for virtual isolation during integration testing [9, 11].

3.5.5 Factory Acceptance Test

Another important customer agreed test is the Factory Acceptance Test (FAT) [11, 14].
It is an agreement between the final user and the system integrator to detect any possible
potential problems existing in a device in an earlier stage of the project, when they are

less costly and complicated to fix. Since during the factory acceptance test not all

31



components of the system are available, the test system is required to be capable of

simulating any device missing from the actual protection scheme.

Moreover, in a FAT all existing components of the system are required to be configured
and programmed subject to the requirements of the real system application. Therefore,
the configuration of all devices which are designed for the project in SCD files format
needs to be available [11]. FAT is a laboratory based experiment and there is no need to

use any isolation test on IEDs at this stage.

3.5.6 Commissioning Test

When the components of a designed application are properly configured and
commissioned, the commissioning test needs to be performed to prove that the devices
are configured appropriately, according to the requirement of the application [52]. Thus,
for a commissioning test, all functional elements used for protection and control of the
equipment are expected to be operating under normal condition. Consequently, there is

no need for virtual isolation during the commissioning test [11].

3.5.7 Maintenance Test

In order to maintain a substation protection under normal operating conditions, and keep
it up-to-date in response to the latest requirement of the industry standard, periodical
maintenance testing needs to be performed. Its goals are therefore to detect and
diagnose equipment problems, or to confirm whether all required actions taken to
modify configuration, replace, repair or upgrade protection devices or other components
of the fault clearing scheme, have been effective or not. The maintenance could be

divided into two sub-categories [9, 11]:

3.5.7.1 Scheduled Maintenance Test
Scheduled Maintenance TEST is a part of the “Site Maintenance Proposed Plan”

performed periodically to prove that the protection system and their devices meet all the
requirements of the system. Moreover it examines whether all individual components
work under normal conditions and in compliance with the configuration of the
protection scheme. In IEC61850-based substations, a broad collection of monitoring
function exists due to multi-functional protection devices such as IEDs. Equipment
failure or human errors cause irreparable damages to the system and other equipment.
Therefore, the scheduled maintenance test is highly crucial and recommended to be

performed periodically to reduce any possible risks.
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3.5.7.2 Maintenance Test Due to Abnormal Protection System
Performance

This test is required when a device or its operation in the system are detected faulty: viz.
in the context of fault detecting and clearing schemes, if a device operates when it is not
supposed to, or it does not operate when is required. Therefore, the faulty device needs
to be tested to identify the problem associated with it and to take effective action to stop
any additional damage to the rest of the system. After resolving the device problems,
different types of testing described earlier such as acceptance testing, interoperability
testing and conformance testing are performed.

3.6 IED Isolation for Test Purposes (Virtual Isolation)

While acceptance and interoperability tests are laboratory based experiments and they
do not require virtual isolation during testing, the maintenance test needs virtual
isolation when the device or its functional elements are under the test in an energized
substation. There are different levels of isolation for IEC61850-based substation devices

based on the following testing objectives [9, 11, 17, 52]:

e Function element testing;
e Sub-function or function testing;

e Whole IED testing.

Therefore, the level of virtual isolation varies according to the objectives of the test. For
instance, if a protection function such as PTOC (Overcurrent Protection) needs to be
tested this test is categorized under the “isolation of sub-function or function testing”.
Therefore, only PTOC function is required to be virtually isolated from the protection
system. Correspondingly for whole IED testing, the complete IED should be isolated

from energized substation.

The aforementioned isolation levels are not only required for consideration when a test
plan is developed for a zone substation system, but the specific capability of the system
to control and monitor the mode and behaviour of different functional elements is
essential. This is only achievable in IEC61850-based substations that did not exist in

traditional substation’s devices.

Edition 1 of IEC61850 mentioned a number of features to be used for testing of IEC
61850 devices. These features covered the possibility of setting [9, 11]:
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e amode of a function of logical node (LLNO) in TEST mode

e TEST flag on the quality of a particular data attribute that is being sent from a
Server to other devices

e a GOOSE message as a TEST message being published for test purposes

e acontrol command in a TEST mode when it is being sent to other devices
Since Edition 1 did not explain in detail how to implement the above mentioned
possible testing features, each vendor has put into operation its own proprietary tools
and engineering methods to achieve test objectives [7, 11]. As a consequence,
interoperability issues have been raised between vendors from the point of testing
IEC61850-based substation devices. These problems are not only addressed and
improved in Edition 2 of IEC61850, but also additional features and detailed
specifications are added to the standard which enables engineers and utilities to achieve

a seamless solution [7, 11]. These new features are as follows:

3.6.1 Using Test Flag for the Input Signal and/or Logical Node

3.6.1.1 Normal Operating Condition
a. The input signal® is set to FALSE for its Test mode and the Test mode of

the logical node (LLNO) within physical device (IED) is FALSE [9, 11]

This is the normal maintenance testing of equipment located both primary and
secondary side of the substation. The purpose of this scenario is to examine the
operation of the devices such as IED and its circuit breaker under normal condition.
This test executes all operating commands and functions designed in test scenario. This
state represents the normal operation condition of the protection system (Fig 3.7 and
Table 3.7) [9, 11, 17, 52]. However, this test is hardly exercised in a substation due to
any possible interruption may occur to the zone substation. It only happens when there

is really fault in the substation or transmission lines.

® In IEC61850-based substation systems, devices are operated through either control service command or by GOOSE
signal which are subscribed to. For simplicity therefore, instead of using both GOOSE and control service command,
the term “input signal” is used in this chapter.
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Quality of Input Signal (Bit String)

validity
Overflow
Out of range
bad reference
Oscillatory
Failure

Old data
Inconsistent
Inaccurate
Source

Test
Operator blocked

Good (00)
False (0)
False (0)
False (0)
False (0)

False (0)

False (0)
False (0)
False (0)
Process (0)
False (0)
False (0)

I OK |

Cancel |

Fig. 3.7 TEST bit is set to False [7, 11]

b. The TEST flag of the input signal is set to FALSE and the IED is set to
TEST mode [9, 11]

When an IED is being tested; any interruption and unnecessary reaction in substation

should be eliminated. Therefore, in order to make the IED under test to discard and

bypass all live GOOSE messages coming from the other IEDs without any response, the
IED needs to be set in a TEST mode (Table 1).

c. The Input signal is set to TEST flag, whereas the TEST mode of the logical
node is set to FALSE [9, 11]

If the TEST mode of the input signal is set to FALSE and the TEST mode of logical

node (LLNO) within physical device (IED) is set TRUE, then the receiving command

will not be accepted, the IED receives the GOOSE signal from other IEDs and ignores

that (Fig. 3 8).

Quality of Input Signal (Bit String)

validity
Overflow
Out of range
bad reference
Oscillatory

Failure

Old data
Inconsistent
Inaccurate

Source

Test

Operator blocked

Good (00)
False (0)

False (0)
False (0)
False (0)

False (0)

False (0)
False (0)
False (0)
Process (0)
True (1)
False (0)

I OK |

Cancel |

Fig. 3.8 IED under test publishes GOOSE with TEST flag [7, 11]
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This scenario is used when other IEDs are operating in energized substation, under
normal condition, and are required to discard the signal with a TEST flag coming from
IEDs under test. For instance, when an IED needs to be replaced or upgraded, all signals
publishing from that IED must be set in TEST mode. This means the other IEDs and

devices do not react to its messages and ignore them (Table 3.7).

As Figure 3.9 depicts, the IED (C) is under test and it publishes a GOOSE signal
(GOOSE C) with TEST flag. At the same time the modes of the IED (A) and IED (B)
are ON which means that the IED (A) and IED (B) are working in normal condition,
and they discard the GOOSE coming from IED (C). Similarly, because the function of
the IED (C) is set to TEST mode, it will discard the GOOSE B coming from the IED

(B).

IED Mode: ON IED Mode: ON
GOOSE B GOOSE B
e !
IEDA c IEDB
< GOOSE C GOOSEC
- discards GOOSE C - discards GOOSE C
- accepts GOOSE B - publisher GOOSEB
| Ethernet Switch |
GOOSE CT ¢ GOOSEB
888388 83 8 IEDC | - discards GOOSE B
- Publisher GOOSE C

Test Equipment IED Mode: TEST 0000000000100

Fig. 3.9 Reaction from IEDs for a GOOSE signal with TEST flag [11]

d. Both input signal and logical node (LLNO) within physical device (IED)
are set to TEST mode [9, 11, 17]

This scenario is used for maintenance test purposes without having any reaction from
primary side equipment. All Bay level and Process level devices are required to be
tested periodically to make sure that they fulfil the requirement of the protection system.
When an IED is set to TEST mode, and an input signal with a flag test TRUE is injected
to IED, it is expected the IED and other contributing testing devices operate as if there
is a real fault in the system. It means the command will be executed, and a wired output
will be initiated. Consequently the breakers will be energized. This state obviously is a
complete and comprehensive testing process, which could be performed on both bay
and Process levels devices, in an energized substation (Table 3.7).
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e. The test bit of input signal is set TRUE, and the logical node is set to
"TEST-BLOCKED” mode [9, 11, 17]

The mode "TEST-BLOCKED" is the feature initiated in Edition 2 of the IEC61850
Standard. It is effectively practical when performing a test in an energized substation
without any intention of having a real reaction in the process bus. When the input signal
has the test flag TRUE and a logical node of a physical device is set to TEST-BLOCK,
the command will be processed and all the reactions (e.g. sending and receiving
command confirmation, time stamp) will be generated. However, the wired output will
not send any command to the Process level devices such as breakers. To set an example,
when an IED is replaced, changed or upgraded, its performance needs to be verified
over the substation. It should prove that its new configuration and firmware complies
with the original requirement of the whole system, and it is capable of interoperating

with other IEDs in a live substation [11].

Table 3.7 IED Protection and Control Modes for Test Purposes [11]

TEST Quality | Test Mode of | Test Mode of [Command

of Input Signal | Logical Device | Logical Node |Execution ired Output

v

FALSE ON ON v (normal condition, it
will trip if fault occure)

FALSE TEST TEST x x

TRUE ON ON x X

TRUE TEST TEST v v

TRUE TEST TEST-BLOCK v X

3.6.2 GOOSE and Sampled Value Messages Simulation

The possibility of subscribing physical devices, such as IEDs to simulated messages
(GOOSE and Sampled Value) are sent from test equipment, is another important feature
which is addressed in Edition 2 of the IEC61850 Standard [54, 55]. This feature enables
test engineers to simulate both GOOSE and Sampled Value messages by test equipment
and send them to devices, by putting a flag known as ”Sim Flag”. This indicates
whether the messages are original from energized devices or simulated. In order to take
advantage of the “Sim flag” mode for messages, the Edition 2 of the IEC61850
Standard added another status called “Sim” mode to the logical node within the physical
device to increase the device testing functionality and capability in IEC61850-based
substations. If the mode of the logical node (LLNO) is set to “Sim”, it will only accept
the message when the GOOSE quality bit is set to simulation mode. If the GOOSE is
not flagged as simulated and is original message, the IED flagged to “Sim" mode will

discard that message [9, 11, 17, 53].
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An example of using the above feature is shown in Figure 3.10. For simplicity, among
numerous GOOSE messages published in the network, only two GOOSE messages are
chosen namely: GOOSE C and GOOSE D. While GOOSE D is a simulated message
being sent from test equipment, GOOSE C is an original message being published in the
network from the live IED (C). Figure 3.10 shows that the logical mode of the IED (B)
is set to “Sim” mode. Thus, it receives and accepts the simulated message (GOOSE C)
coming from test equipment. The IED (A) working under normal condition, and its data
object “Sim” mode is set to FALSE. This enables the IED (A) only accepts the original
message published from IED (C), GOOSE C, and ignores the simulated message,
GOOSE D, coming from test equipment [11]. Therefore, the IED (B) can be tested
using simulated message from test equipment without any interruption in the system or

causing unnecessary signals to the other devices.

IED Sim Mode: FALSE IED Sim Mode: TRUE
| BO%SED GoosED |
IEDA < GOOSEC GOOSEC IEDB
C
- discards GOOSE D - accept GOOSE D
- accept GOOSE C - discard GOOSE C
I Ethernet Switch I
Test Equipment

EDe |GOOSEC GOOSE D gsusnss $!§ 8l

Publisher GOOSE D

Publisher GOOSE C GOCB g.Mode =Sim
GOCB q.Mode=False Simulated GOOSE
Original GOOSE 0000000000010

0000000000000

Fig. 3.10 IEDs responses for a simulated message being published from test equipment [11]

3.6.3 Monitoring and Measuring of Control Functions
Performance

Another highly crucial characteristic introduced in Edition 2 of the IEC61850 Standard
is the possibility of monitoring the control performance of the device under test

condition while it is connected to an energized substation [9, 11, 17, 53].

When an IED receives a control command through the input signal, the related data
object confirms the receiving of that signal by activating data attribute opRvd. Then,
this control command is needed to be accepted and processed. If the device accepts and
executes the command, the data attribute opOK will be activated to confirm that the

command is processed. At the same time, the data attribute named “tOpOk” will be
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started to monitor the time stamp of wired output. These data attributes are activated
independently of whether the wired output is generated or not. As Figure 3.11
illustrates, the function mode of the circuit breaker switch (CSWI) is set to “TEST-
BLOCKED” mode. Thus, the output will not energize the coil of circuit breaker.
However, the evaluation of the control function performance could be monitored “using

opOk” and “tOpOk” data attributes [9, 11].

PTOC

CsSWwWi

—Mode ( TEST-BLOCK)
—Beh

— Health

— NamePIt

— OperCoun

—OpOpen

—OpCls

—Pos

ctrva
l: |—Op Recvd
StVal
t OpOk
tOpOk

Fig. 3.11 Mirroring of a control block through ”ctrVal and stVal” data attributes [11]

3.6.4 An Example of Device Isolation for Maintenance Test

By implementing new features of Edition 2 of the IEC61850 Standard that are already
described in this chapter, both partial isolation (isolation of only Bay level devices) and
complete isolation (isolation of Bay level and Process level devices) are achievable
during the maintenance test [10, 11, 17, 52]. Figure 3.12 shows the schematic diagram
of complete isolation steps to be completed in an energised IEC561850-based

substation.

In this example, a test unit is used instead of a merging unit to send the sampled value
message from Process level. The procedure of devices isolation is approachable as
follows [9, 11]:

I. Both Protection and Control function modes of the physical device (LPHD) is set to
“TEST” mode. This is the mandatory step of the IED isolation or the IED testing. If the
IED is supposed to accept the input signal, this TEST mode makes possible the

protection and the control functions of the IED to execute the command.

Il1. The logical node within the IED for protection purposes, Distance Protection
1(PDIS1) is set to “Sim” mode. The “Sim” mode enables the IED under test to identify,

receive and accept only the simulated sampled value message coming from the test
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equipment. Therefore, as soon as it receives the message, the data attribute called

opRcvd will be activated.

I11. The input signal will be operated and correspondingly the data attribute “opOk”
will be activated.

IV. The logical node for control purpose, Circuit Breaker Switch 2 (CSWI2), is set to
“TEST-BLOCK” mode. Therefore the initiated trip function which is

Logical Device (IED) Located in Bay A

Sampled Value Protection
(Flag: Sim)

Logical Device: Protection
PHD ( Test Mode: TRUE)
‘I;LNO:LLNO
LN:PDIS1
Mode: Sim
LN:PDIS2
LN:PDIF

Test Equipment
quip |::Control

000000 000
000000 000 [I
P]

] oo

Logical Device: Control
LPHD ( Test Mode: TRUE)
NO:LLNO
Data is received LN:RREC1
LN:RREC2
LN:CSWI2
LN:CSWI2 (Mode: TEST-BLOCKED)
Pos

ctlval
|.>opRcvd—
stVal

opOk
tOpOk— Blocked

»! &
»| |4

A N

No effecting at
Wired Output

Fig. 3.12 Insight view of device isolation for maintenance test [11, 17]

3.7 Testing Tools and Interoperability Issues

When dealing with virtual isolation for test purposes, there are two steps to be
performed: configuring IED for test function -setting IED mode to TEST mode and
configuring the test equipment based on the test plan. Therefore, it is clear that both IED
and test equipment must comply with the standard requirement [9, 11, 46].

From the perspective of IED configuration for test purposes, there are still considerable
challenges facing power utilities due to lack of seamless IED configuration tools.
Vendors use their own proprietary tools to configure IED and they use their particular
configuration tools to create or modify SCL file and CID files. For example ABB uses
PCM600 for IED configuration, whereas, GE IEDs need to be configured by their

proprietary tools called “EnerVista”. This creates problems when an IED needs to be set
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up for testing in a live substation. Engineers are required to have comprehensive
knowledge of all configurator tools. A further problem arises due to the version of
software used for IED configuration and correspondingly for SCL language. For
instance, in terms of IED isolation for replacement purposes, if a CID file of an old IED
is configured using an old version of the vendor proprietary tool, then that CID file will
not be imported into the new IED using a new version of configurator tools. For
instance, if an ABB relay was configured using PCM600 Version 2.4 as a configuration
tool, the new IED will not accept the import of that CID file using a new version of
configuration tools such as PCM600 version 2.6 [11, 50].

3.8 Conclusion

The IEC61850 protocol is an engineering process capable of achieving interoperability
in Substation Automation Systems. The GOOSE messaging is one of the most
important achievements of IEC61850 that enables the devices located in the Bay level
of IEC61850 substation to transform data for supervision and protection purposes.
However, neither owing to lack of understanding of the IEC61850 Standard nor lack of
tools, the GOOSE messaging technology and IEC61850 is being abandoned rather than
being substituted by traditional substation automation systems. This chapter has tried to
show that how the Edition 2 of the IEC61850 Standard addresses these issues and
solves problems relating IEC61850 GOOSE messaging and IED isolation. Different
approaches are presented in terms of IED isolation for test purposes in an IEC61850-
based substation. However, if utilities have already built their substations using devices
that are compliant with the first edition of the IEC61850 Standard, there is still a
tangible lack of tools to fully take the advantage of the interoperability and the GOOSE

messaging technology in their substations.
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Chapter 4 - Hardware Installation
and Wiring Layout

4.1 Introduction

The objective of this chapter is to provide hardware description and a detailed insight
into the wiring layout of the 66/22kV IEC61850-Based Distribution Terminal Zone
Substation and the connection diagram between equipment. The Substation Simulator is
founded by industry partners namely: ABB, GE Digital Electric, Phoenix, Ticab,
Australia Power Institution (API), AusNet Services, Omicron, Doble, Australian

Strategic Technology with an overall funding of $1,700,000.00.

The development of the Substation Simulator aims to take advantage of the IEC61850
GOOSE messaging technology for protection, control, monitoring and communication
purposes. Hence, the hardwire connections are replaced by cost effective GOOSE
signals through optic cables. Copper cables are only deployed to connect circuit
breakers to corresponding IEDs. Electrical Engineering AutoCAD software is utilised to
draft the single line diagram of the wiring schematic which includes individual device
connection, a communication single line diagram, AC wiring, DC Supply and Aux DC

wiring.*

* Design and construction of the 66/22kV Distribution Terminal Zone Substation including hardwire
installation and wiring layout are documented in a report over 250 pages. Due to the word limitation, this
chapter only provides a synopsis of the most important documents are addressed to make ease for the
understanding of the thesis.
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4.2 Equipment Details and Hardware Installation®

Interoperability and peer-peer-communication in a multi-vendor zone substation
environment is much more than simply transferring information between devices [6].
When a device publishes a signal, the subscriber needs to be familiar with syntax and
the language structure of the receiving data. This means these two devices need to be
interoperable. Therefore, the selection of equipment to be interoperable in an
IEC61850-based substation is a complex procedure that requires a high level of
protection and communication engineering skills. The 66/22kV Distribution Terminal
Zone Substation is modelling a section of an IEC61850-based zone substation system.
Two bays with separate 66kV sub transmission lines, 66/22kV step down transformers,
22kV Bus 1 with bus tie circuit breaker and three 22kV feeders per bay have been
considered for the simulation. The protection equipment, i.e. CTs, VTs and Protective
devices are employed to simulate the Bay level and Process level of the Substation
Simulator. Figure 4.1 shows the schematic single line diagram of the system executed

according to the current industry standard and utilities requirement.

66/22kV Distribution Terminal Zone Substation

T L1 66KV

66/22KV

A L2 86KV

J)CTN
E ?66/22KV
AlUa

C30 T
REBG11

CMMXU
RESCMMXU

T&O

4,—/ () CT3 CMMXU
CMMXU | Remsso | CMMXU O crs o290
CMMXU VMMXU -
cT16
L _ @ Bus1 cT4 | cifis ﬁ BUS 2
) 5

|

BUS COUPLER l

F35 | REFE15-1 REFG11 REF615-2

RESCMMXU

CTI13|F3 22KV

Fig. 4.1 Schematic single line diagram of CTs/VTs of the Substation Simulator

® Throughout the establishment of the Distribution Terminal Zone Substation, all OH&S issues and safety
hazards as well as technical standards are noted and complied with to ensure no injuries occur for people
who are involved in the implementation.

43



The core of the 66/22kV Distribution Terminal Zone Substation comprises eight
protection IEDs (from ABB and GE vendors), DC Power Supply, MCBs, a Managed
Ethernet switch, a PLC SLC500 controller and a Citect SCADA system. Table 4.1
provides the specification and details of the equipment used in the Substation Simulator.

Table 4.1 Details of the devices used for 66/22kV Substation Simulator

Device Name Vendor Function

RSG2100 Siemens Managed Ethernet Switch

T60 GE Transformer Protection IED
REB650 ABB Busbar Protection”

F35 GE Feeder Protection System™”
REF615-1 ABB Feeder Protection and Control ™
REF611 ABB Feeder Protection and Control™
C30 GE Control and Monitoring
REB611 ABB Busbar Protection and Control™"
REF615-2 ABB Feeder Protection and Control™
SLC500 Allen Bradley | Controller

Citect Vijio Schneider SCADA System

CMC356 OMICRON Test Simulator

Transformer Voltron DC Power supply

*Busbar multipurpose differential protection and control
**Non-Directional O/C, Non-directional E/F, voltage & frequency
based protection, synchro check and CB condition monitoring
***Non-Directional O/C, Non-directional E/F

An industry standard CMC356 test simulator is utilised to emulate the CTs and VTs of
the Substation Simulator. Table 4.2 summarises the lists and allocation of the CTs and
VTs, according to the IEC61850 Standard labelling, which are illustrated in Figure 4.2.
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Table 4.2 Allocation and functionality of CTs and VTs

Name Protection Zone | Measurement IEC61850 ANSI IEC-60617
CT,, CT, Transformer 3-phase current | CMMXU Ia Ig, Ic 3l
CT, Transformer Residual current | RESCMMXU | Ig lo
VT1 Transformer 3-phase voltage | VMMXU Va, Vg, V¢ 3U
gi”z,CCT;’mCTQ’ Bus 1 3-phase current | CMMXU I Ig, I 3l
CT;s Feeder 1 3-phase current | CMMXU Ia g, Ic 3l
CT, Feeder 1 Residual current | RESCMMXU | Ig lo
CTs Feeder 2 3-phase current | CMMXU Ia Ig Ic 3l
CTy Feeder 2 Residual current | RESCMMXU | Ig lo
CTy Feeder 3 3-phase current | CMMXU Ia g, Ic 3l
CTys Feeder 3 Residual current | RESCMMXU | Ig lo
CTu Bus Coupler 3-phase current | CMMXU Ia lg, I 3l

4.2.1 RSG2100

Traditional substations have utilised copper cables to interconnect equipment to each
other, whereas in a modern substation, in particular IEC61850-based substations,
Ethernet TCP/IP media is used to send and receive data between devices [56]. In the
construction of the Substation Simulator, the IEC61850 GOOSE is used for protection,
control, monitoring and communication purposes by optic cables connected to an
Ethernet switch. In doing that, a Ruggedcom 2100, 12-Port modular Ethernet is used to
establish a Virtual Local Area Network (VLAN) to bring all intelligent IP dependant
devices under a specific sub network.

Ruggedcom RSG2100 is a popular industry standard fully managed Ethernet switch
with: 128-bit encryption; up to 3 gigabit Ethernet ports, either copper and/or fibre; 2 fast
Ethernet ports copper, 10 LC/ST fibre port; two port modules for tremendous flexibility;

non-blocking, with store and forward switching [57].

Four types of communication ports namely: ST-type glass fibre serial, optical LC
Ethernet, galvanic RJ-45 Ethernet and 232 serial connections are used to connect
devices to the RSG2100 [57]. All IEDs employed by 66/22kV Distribution Terminal
Zone Substation not only support traditional protocols such as IEC60870-5-103, DNP3
and Modbus, but also are fully compliant with the IEC61850 Standard and GOOSE
messaging [50, 58-61]. They have already passed the Acceptance and Conformance

Test for interoperability and peer-to-peer communication required between multi-
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vendor devices in an IEC61850-based substation. However, these protocols cannot be in

service simultaneously. Activating one of them will disable the connectivity of the other

protocols [57].

RS-232/RS-485 serial connection allows the devices to communicate with each
other through Modbus or DNP3 protocol [23, 31]. When RS232 is required to be
activated, the baud rate needs to be set t019.2kbps [57].

The Ethernet-based communication system via the RJ-45 connector (100BASE-
TX) enables the operator to directly connect to the IEDs for Web HMI browsing,
Individual IED configuration, resetting and/or changing the IED hardware setup.
RJ-45 is also used for the programming of the Ethernet Switch as an
Administrator. The PLC controller, the station computer and Omicron CMC356
are using the TC/IP RJ-45 Ethernet connection to communicate with other
devices [24, 57, 62].

Fibre-optic LC/ST connectors (L00BASE-FX) are utilised to interconnect the
protection relays to the Ethernet switch. This enables the IEDs to send and/or
receive information through GOOSE signal as a horizontal communication
between other IEDs located in the Bay level [63]. Figure 4.2 shows the
connection of devices to the Ruggedcom RSG2100.

REF611_1 REB650 T60 . F35
XLAN/L XLAN/L PORT 1 ORT 1
RX TX R TX L Rx__Tx

Le/sT Lc/sT LC/sT Lc/sT

OPTIC opPTIC OPTIC OPTIC

CABLE CABLE CABLE CABLE

I 0[] Sl  CI&] [o]°] [°]°]

Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx  Tx Rx NOT USED RSG2100
Port 1 Port 3 Pert 5 Port 7 Port 9 Port 11
Port 2 Port 4 Port 6 Port 8 Port 10 Port 12 AUX Supply
Rx Tx Rx Tx Tx Rx Tx Rx Power 1
I @@ (] NOT USED Q@ 0

LC/sT LC/ST ETHEENET UNMANAGED SWITCH L

OPTIC CaBL
10A :B\
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CABLE >< CABLE
RxTx RxTx

XLAN; 1 XLANA
REFS1S_ REF611

[omuun =
Ps

=D
NEG

Fig. 4.2 Wiring layout and physical connection of the Ethernet switch
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4.2.2 T60

T60 is a Transformer Protection relay from GE Multilin Universal Relays (Multilin
URs) [60]. It is a microprocessor based IED which can be employed for multi-level
protection systems such as low voltage transformers or large three-phase high voltage
transformers. T60 is capable of measuring six three-phase current inputs and six ground
current inputs simultaneously (Figure 4.3). T60 supports the transformer windings
connection between two breakers in different types of application: in breaker-and-a-half
configurations or in a ring bus connection [60]. In the arrangement of the 66/22kV
Distribution Terminal Zone Substation, T60 is located in Line 1 to protect Transformer
1 and all equipment associated with the transformer zone within Line 1 using the
following protection schemes:

e Three 3-phase low impedance differential protection
e Back up for Bushar protection

e Bus Tie Circuit Breaker control

e Phase and Earth Fault Overcurrent Protection

e Overvoltage and Under voltage protection

R
< b a
» 2
€ { » @
Optional Optional Optional Optional CTIVT CPU module Power
direct contact CTAT or contact module (T module shown) supply
input/output input/output  contact input/output module

module module  input/output module

Fig. 4.3 Rear view of T60 connection channels [60]

T60 relay provides two programmable options, 1A and 5A, for secondary current
measurements. As Figure 4.4 shows, channels 1 to 4 are selected for CT; measurements
and Channels 5 to 8 are selected for CT3; measurements. This composition intends to
measure differential current for transformer protection in Line 1. In order to ensure
compliance with the safety standards in the construction of the Substation Simulator,

2.5mm? wires are selected for CT and VT connections.
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T60 is built in two Modules, 6N and 67, for binary inputs and outputs contacts. Module

6N is used for binary input signal, for monitoring and measurement, whereas Module 67

is used for binary output contacts to relay protection and control commands. Both 6N

and 67 Modules come with 24 terminal connections designed in eight rows by three

columns [60]. Figure 4.5 shows the wiring layout of digital contact input/output used for

T60.
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Fig. 4.5 T60 digital input/output connection layout

Figure 4.5 illustrates that channels M-1a and H-1c are used to monitor the status of the
Circuit Breaker 1, whereas the channels M-1b and M-3c are controlling the position of
the Circuit Breaker 1 by sending either TRIP or CLOSE command to the coil of CB1.

Since Transformer 1 requires a periodical maintenance test, it needs to be isolated from
the 66/22kV Line 1. In order to avoid this interruption due to GOOSE sending from T60
during the test condition, H-5a an H-6¢ channels are used to isolate T60’s GOOSE
signals from the network. Furthermore, when IED demands an upgrading or testing, it
ought to ignore or bypass all GOOSE signals subscribed to. This can be executed by
activating the IED Test Mode through channel H-8c. The design and philosophy of the
GOQOSE isolation and IED Test mode is discussed in detail in Chapters 3 and 5 of this

thesis.

4.2.3 REB650
REBG650 is a numerical busbar relay that offers a wide variety of protection and control
functions [58]. It is mainly designed for the protection of single busbars in high
impedance-based applications. It also offers High Impedance Differential Protection for

generators, autotransformers, shunt reactors and capacitor banks [58].
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In designing of the Substation Simulator, REB650 is used for the following protection

and control functions:
e Three 3-phase High Impedance Differential Protection,
e Back up for Feeder Protection
e Bus Tie Circuit Breaker Control
e Phase and Earth Fault Overcurrent Protection
e Overvoltage and Undervoltage Protection.

Figure 4.6 shows the analogue input, CTs and VTs, terminal connection of the REB650.
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Fig. 4.6 Analogue inputs wiring diagram

REBG650 is integrated with X317, digital inputs/outputs, to protect and control three
different zones at the same time via High Impedance Differential Current Measurement.
It sends Trip Circuit Supervision signals (TCSs) to CB1, CB3, CB4 and CBb5at the same

time by synchronising their circuit breaker position (Fig 4.7).
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Fig. 4.7 REB650 digital input/output connection layout
4.2.4 F35

F35 is a feeder protection relay that belongs to the Multilin Universal family. It can be

utilised for feeder supervision including control, protection and monitoring functions

within a zone substation [61].

One of the advantages of the F35 over the other GE feeder protection relays is its

flexibility and its capacity to be employed for a wide range of protection schemes. It can

be programmed to control up to six feeder zones or protect up to five feeders

accompanied by bus voltage measurement. It also provides high-speed performance of

logical function, which is a vital issue within substation automation protection systems

[61]. F35 is employed as a feeder protection IED in Feeder 1 connected to the Bus 1

(Fig. 4.1). It provides multiple protections relaying to protect and control all equipment

located within Feeder 1 zone. These protection schemes are as follows:

¢ Instantaneous (Directional) Phase Overcurrent Protection

e Time phase (Non-directional) Overcurrent Protection

e Phase and Earth Fault Overcurrent Protection.
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F35 relay provides two programmable options, 1A and 5A, for secondary current
measurements. Channels F 1-4 are selected for CT4 measurements to measure Residual

Current and Three-phase Current (Figure 4.8).
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Fig. 4.8 F35 Analogue inputs wiring diagram

F35 is built in two Modules, 6N and 67, for binary inputs and outputs contact. Module
6N is used for binary input signal, for monitoring and measurement, whereas Module 67
is used for binary output contacts to relay protection and control commands. Both 6N
and 67 Modules come with 24 terminal connections designed in eight rows by three
columns. Figure 4.9 displays the wiring layout of digital contact input/output used for
F35 [61].
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Fig. 4.9 F5 Digital input/output connection layout

4.2.5 REF615-1

REF615 is a part of the ABB Relion relays to be utilised for protection and control

particularly for medium voltage feeder applications [50]. In the construction of
IEC61850-Based 66/22kV Distribution Terminal Zone Substation, REF615-1 is used as
a 22kV feeder relay for protection and control of the equipment located within its zone

(Fig. 4.1). It has the functionality of Non-Directional Overcurrent Protection, Non-

directional Earth Fault Protection, Voltage & Frequency based Protection, Synchro

Check and CB Condition Monitoring [50]. Figure.4.10 shows the wiring layout and

physical connection of the REF615-1.
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Fig. 4.10 REF615-1 wiring diagram

The CT measurements are injected into the REF615-1 through the analogue input

channel (X120). The signal marked with IL1, IL2 and IL3 represents the three phase

currents. And |, represents the ground current (Fig. 4.10).

REF615-1 provides up to four multifunction setting groups for protection and control.

Each group can, then, be activated or deactivated by using the Setting Group option

available in REF615-1. Table 4.3 tabulates the connection for analogue inputs used for

this thesis:

Table 4.3 REF615-1 Analogue Inputs Connection

Analog Input | Measurement Connector Pins
IL1 Phase A current X120-7, 8

IL2 Phase B current X120-9, 10

IL3 Phase C current X120-11, 12

10 Ground current X120-13, 14

REF615-1 provides 4 binary input and 10 binary output channels to be used for digital

contact inputs/outputs. The binary inputs (X120: BI2-4) are used to monitor the position
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of CB4 and the binary outputs are used to control the CB4 position by either tripping or
closing the coil (Tables 4.4).

Table 4.4 Binary Input/Output Connections

Signal [Binary Type | Functionality Connector Channels and Pins
PO1 |Output Close circuit breaker X100-6, 7

PO3 | Output Open circuit breaker/Master Trip -1 | X100 -16, 17, 18, 19

BlI1 Input GOOSE isolation X120-1, 2

BI2 Input Circuit breaker closed position X120-3, 2

BI3 Input Circuit breaker open position X120-4, 2

Bl4 Input IED Test mode X120-5, 6

4.2.6 REF611

REF611 is a Multi Management Feeder protection and control relay from ABB Relion
series [59]. It is designed for the protection, control, measurement and supervision of
utility substations and industrial power systems including: radial, looped and meshed
distribution networks with or without distributed power generation. It is well known for
its simplified design but powerful performance in protection systems [59]. REF611 used
in 66/22kV Distribution Zone Substation Simulator is fully compatible with the
IEC61850 Standard. It is located in Feeder 3 connected to the Bus 1 (Fig. 4.1). It
provides multiple relaying schemes to protect its protection zone. These protection

schemes are as follows:
e Instantaneous (Directional) Phase Overcurrent Protection
e Time Phase (Non-directional) Overcurrent Protection
e Phase and Earth Fault Overcurrent Protection.

Figure 4.11 illustrates the schematic wiring diagram of the REF611.
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Fig. 4.11 REF611 wiring diagram

4.2.7 REF615-2

As mentioned in Section 4.2.5, REF615 is a part of Relion series relays intended for
protection and control particularly for Medium Voltage applications. Despite the fact
that REF615-1 is used for feeder protection, REF615-2 implemented a bus tie coupler
IED between Line 1 and Line 2 of the Substation Simulator (Fig. 4.1). The performance
and application of this IED will be discussed in detail in Chapter 5. This IED not only
controls and monitors the position of the Bus Coupler Circuit Breaker, but it also
operates as Non-directional Overcurrent Protection, Non-directional Earth Fault
Protection, Voltage & Frequency based protection and Synchro Check within busbar
zone protection between Bus 1 and Bus 2.

REF615-2 employs channel X120 for analogue signals measurements. The signals
marked with IL1, IL2 and IL3 represents the three phase currents and I, represents the

ground current.
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REF615-2 also provides up to four multifunction setting groups for protection and
control systems [50]. Each group can then be activated/deactivated by using the setting
group settings available in REF615-2. The wiring diagram of REF615-2 is depicted in
Figure 4.12.
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Fig. 4.12 REF615-2 wiring diagram

4.2.8 PLC SLC500

An Allen Bradley SLC500/05 is used as a controller to run the SCADA system in the
Station level [3]. The PLC machine provides 24V DC input/output contacts. It has both
DH-585 and galvanised RJ-45 Ethernet interface for communication. The DH-485 is to
be used for the basic and preliminary configuration such as device IP set up and reading
the PLC input/output channels configuration. RJ-45 Ethernet port is, therefore, used for
fast communication between devices and PLC [64]. It also enables the administrator to

mimic, monitor and control the devices performance through the SCADA system.
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SLC500 is built in two channels for the binary inputs (channels 2 and 3) and two
channels for the binary outputs (channels 4 and 5). Chanel 1 is occupied by CPU of the
PLC.

4.2.9 Power Supply

In order to energise the devices of the Substation Simulator safely, it is highly crucial to
supply the power to the equipment within their control power supply range. Most of the
IEDs have three options: Low Range (24 to 48V DC only), Medium Range (48 to
1125V DC only) and High Range (125 to 250V DC and AC) [50, 59-61]. Since the
Substation Simulator is meant to be utilised for research purposes in the laboratory
environment, the Medium Range option is selected to power up the IEDs and auxiliary
circuit breakers. Only SCADA HMI, PLC controller, Door Lamp and Cooling fan are
connected to 240 AC (Fig. 4.13).
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POWER SUPPLY 1S =
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Fig. 4.13 Single line diagram of DC and AC supply of the Substation Simulator

A 240/90V AC Voltron step down transformer is selected to build the customised 125V
DC power supply. A full wave diode bridge rectifier is employed to convert the 90V
AC output from the transformer to DC voltage. According to the full wave diode bridge
rectifier performance, the output is governed using the following equation [65]:

VDC Ou[put: 90 X 135 = 125\/ + 5V
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It is very important to ensure that the DC output from power supply to be filtered. Since
all IEDs are built in electrolytic capacitors, if the output DC voltage from transformer is
not filtered, these capacitors play the role of the filter and reduce the ripples associated
with DC output from the transformer. Consequently there will be a voltage drop in the
DC source [65]. Three sets of 600 uF capacitors are connected in series to the DC
output of the diode bridge to apply filtering and to smooth the ripples. According to
Figure 4.13, the terminals T1 and T2 are selected as 125V DC power supply. Thus in all
wiring layout used in Chapter 5, these terminal represent the DC control power supply

to energise the devices.

4.2.10  Main Circuit Breakers (MCBs)
Six sets of 3-pole Normally Closed SKBMT contact relays are used to simulate the
performance of MCBs located in the simulated switchyard of the substation. Figure 4.14
shows the contact arrangement of the 12-pin SKBMT latching relays used as a dummy

circuit breaker.

1 2 4 =]
18 14 22 =4 38 4 Al(+) A3(+)

Ty

AE( »

Fig. 4.14 Normally Closed 12-pin MCB used as a dummy circuit breaker [66]

4.3 Conclusion

This chapter provided the details, specification and wiring circuit diagram of hardware
inventory used throughout the construction of the IEC61850-Based 66/22kV
Distribution Terminal Zone Substation. The Substation Simulator is established mainly
through Ethernet and fibre optic technologies as opposed to conventional hardwired
copper. This enables advantage to be taken of cost-effective GOOSE messaging
technology for peer-to-peer communication between devices of the Substation

Simulator.
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Chapter 5 - Substation Design
and System Configuration

5.1 Introduction

This chapter provides the flow of the engineering process undertaken to design the
IEC61850-Based 66kV/22kV Distribution Terminal Zone Substation. It outlines the
required steps, induvial device and system configuration, and tools to establish the
IEC61850 GOOSE communication between IEDs. It also addresses the challenges and

issues that are encountered within the configuration process.

5.2 Individual Device Configuration

Two core steps need to be considered in the process of configuring IEC61850 devices
and substations. These steps are known as “individual IED configuration” and “system
configuration”. The development process of an IEC61850-based project is subject to the
accessibility of software tools that make use of these files in the process of IEC61850
devices configuration. For the individual IED configuration each vendor has its own
proprietary tools to configure its IEDs. However, due to a wide variety of available
vendor tools, being familiar with these configuration tools is a significant challenge for

engineers and technician.

Design and configuration of the 66/22kV Distribution Terminal Zone Substation is
started with individual device configuration by programing all IED’s protection and
control functions, depending on the protection schemes. This step requires the vendor
proprietary tool to configure the IEDs’ parameters, create GOOSE publishing signals
and export CID files of the IEDs. Vendor proprietary tools namely PCM600 and
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EnerVista are used to program ABB and GE relays respectively. Once CID files of all
IEDs are obtained, they are imported into IET600, a multi-vendor IEC61850-based
substation configurator tool, to create a SCD file of the substation. The flow of
IEC61850-based individual device and substation configuration by utilizing required

tools is depicted in figure 5.1.

T

Ethernet Switch

ABB IED Configurator GE IED Configurator
PCMG600 EnerVista
.SCD Fik .SCD Fik
ABB IEDs |-= »] GE IEDs

.CIDFile .CIDFile
> IET600 <

Pre Configured File Multi-vendor System Configurator Pre Configured File

Fig. 5.1 The process and tools used for Individul IED and substation configuration

5.2.1 RSG2100

Ruggedcom 2100 is one of the core devices of 22/66kV Distribution Terminal Zone
Substation utilised to establish a Virtual Local Area Network (VLAN). This enables the
user to bring all intelligent IP dependant devices under a subnetwork. Thus, prior to
configuring the devices of the 66/22kV Distribution Terminal Zone Substation, the
Ethernet Switch is programmed according to the requirement of the system. The first
initial connection between PC and the Ethernet Switch is stablished through RS232
console (DB9 female connector) of the switch to RJ45 port of the PC. This provides a
temporary access to the switch for initial setup including: IP configuration, generating
user name and password, trouble shooting and resetting the device to the factory setting.
The parameters for serial connection are chosen, 57600 no parity bits, 8 data bits and
stop bits, according to the RSG2100 Configuration Manual [57]. Once the connection is

established, the following details are set for the switch:

e User Name: Sajad Amjadi

e |P Address: 192.168.2.50
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Setting the IP for RSG2100 allows the user to program the switch using a Rugged
Operating System (ROS) Web Server interface. It also provides a permanent
communication connection between switch and other devices through TCP/IP layers. In
order to work with ROS interface, a web browsing Server, preferably Internet Explorer
9 is launched and the created User Name and Password are entered as shown in Figure
5.2.

T T - e 9
'S hitps://1921682.50/1ni O = ©) Certificn. & | & 192168.2.50 -

Enter User Name: Sajad Amjadi
Enter Password:

Login

goahead
WEBSERVER

Fig. 5.2 Login page using IP: 192.168.2.68 to enter ROS Web Interface

The ROS interface is encapsulated with a series of linked web pages. Figure 5.3 shows
The Main Menu of ROS Web browser at the high level of the menu hierarchy expanded
into lower level sub-menus:

e Administration
e Ethernet Ports
e Virtual LANSs.

~RUGGEDCOM Substation Simulator

* INDUSTRIAL STRENGTH NETWORKS™

Log out Main Menu

* Administration

« Ethernet Ports

« Ethernet Stats

« Link Aggregation
» Spanning Tree

¢ Virtual LANs

« Port Security
 Classes of Service
 Multicast Filtering
* MAC Address Tables
» Network Discovery
« Diagnostics

Fig. 5.3 ROS Web Interface Main Menu

5.2.1.1 Administration
The Administration menu enables the user to create the preliminary network and

administration parameters including IP interface, System identification, User Name and
Password (Fig. 5.4).
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+ RUGGEDCOM Substation Simulator

- INDUSTRIAL STRENOTH HETWORKE™

Log out Main Menu
» Administration

Configure IP Interfaces
Configure IP Gateways
Configure IP Services
Configure Data Storage
Configure System ldeniification
Configure Passwords

System Time Manager
Configure SNMP

Configure Security Server
Configure DHCP Relay Agent
Configure Syslog

L L

Fig. 5.4 Administration menu and its links

Access restriction to the switch is highly crucial to avoid any cyber security network

issues. RSG2100 provides three levels of access:

o Guest
e  Operator
e Admin

The highest level of the authority is given for the Administrator who has the full
authority of configuring, setting and/or resetting the switch according to the requirement
of the system (Fig. 5.5).

E},‘!&?.EREPNM Substation Simulator
Log out Passwords
Back

Auth Type Local

Guest Username:

Guest Password:

Confirm Guest Password:
Operator Username:
Operator Password:
Confirm Operator Password:
Admin Username:

Admin Password:

=]
& g &
o [+1}
a o a
g =
o El
[1}
=]
<

Confirm Admin Password:

Fig. 5.5 Password and Username setup for RSG2100

RSG2100 enables the user to create up to fifteen IP interfaces provided that they do not
overlap with each other in terms of VLAN ID and subnet mask parameters. The default
VLAN ID for management port of the switch is set to 1 by default. It is highly
recommended to keep the VLAN ID and subnet mask as default values for the

management IP interface. All other IEDs and Devices connected to the switch are
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assigned to the VLAN ID 1 through managed ports to play the role of Client to the
Ethernet switch (Fig. 5.6).

+:RUGGEDCOM Substation Simulator
Log out IP Interfaces
Back
Type: VLAN: ®
ID:
Mgmt: No:C  Yes: ®

IP Address Type
IP Address:
subnet

[ Apply | | Delete | | Reload |

Fig. 5.6 Configuration of Management Port with VLAN ID set to 1

5.2.1.2 Ethernet Ports
The Ruggedcom 2100 provides 11 modular Ethernet ports to connect intelligent IP

dependant devices using a specific VLAN ID. This enables these intelligent devices to
interoperate with each other over a multi-casting communication model. The Ethernet

ports provide the following configuration links:

e Configure port parameters

e Configure port rate limiting
e Configure port mirroring

e Configure link detection

e View port status

e Reset ports

The Ethernet Port Menu allows the user to physically arrange the connection of the
devices. Figure 5.7 shows an example of port parameters configuration used for
REF611 IED.

#:RUGGEDCOM Substation Simulator

Log out Port Parameters

Back

Port: D

Name:
Media:

State: Disabled: ©  Enabled: ®
AutoN:  Off: ®

Speed:  100M- ®

Dupx:  Half O Full ®
FlowCtrl: On:©  Off ®

LFI: On:O  Off ®

Alarm:  On:® Off O

Fig. 5.7 Snap shot of port parameters setting for REF611 IED
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Subject to the type of the connectors used to connect the devices to the Ethernet switch-
LC, ST, RS232 and RJ45- RSG2100 provides different media to transfer data: 100M,
100TX, 100FX and 1000T.

During the configuration procedure the copper Ethernet cable is used, the port speed is
selected as 100M. By doing that, the Auto-Negotiation parameter is automatically
forced 'ON'. Once the IEDs are energised and physically connected to the switch
through optic cables, the port speed will be changed to 1G and correspondingly the
Auto-Negotiation parameters will be changed to 'OFF'. The 'State' parameter is enabled
to prevent frames from being sent and received during link detection. In order to avoid
losing data under heavy network traffic, due to publishing and receiving multiplex
GOOSE messages, the Full Duplex parameter is selected. However, it should be noted
that the other end connected device has to be set to Full Duplex mode as well. Figure 5.8
depicts the specification of the ports used to connect the IEDs of the 66/22kV
Distribution Terminal Zone Substation to RSG2100.

= RUGGEDCOM Substation Simulator
+ INDUSTRIAL STRENGTH NETWORKS™
Log out Port Parameters 2
Back
1 |REF611 100FX Enabled Off | 100M | Full Off Off |On
|2 |REF615-2 100EX Enabled Off | 100M | Full Off Off | On
3 | REB650 100FX Enabled Off | 100M |Full | Off Off |On
|4 |REF615-1 100FEX Enabled Off | 100M | Full Off Off |On
15 |T60 100EX Enabled Off | 100M | Full Off Off | On
6 |Unmanaged Switc 100TX Enabled On |Auto |Auto |Off Off |On
|7 |F35 100FX Enabled Off | 100M | Full Off Off |On
|8 | Spare 100TX Enabled On |[Auto |Auto |Off Off |On
9 |REB611 1000X Enabled On |1G Full  [Off Off |On
110 |Port 10 1000X Enabled On 16 Full Off Off |On
111 |REB&11 1000X Enabled On 1G Full Off Off | On

Fig. 5.8 Ports parameters setting for IEDs used in Substation Simulator

5.2.1.3 Virtual LANs
A Virtual Local Area Network or VLAN is a cluster of IP dependant devices, within a

distinctive LAN section, that exchanges the information provided that they were
attached to the same physical LAN section [3, 22]. RSG2100 provides up to 245
VLANSs with free configuration connectivity packages for multiple scenarios which are
used in the development of the 66/22kV Distribution Terminal Zone substation. It has
also the capacity for operating both tagged and untagged operation on the multicasting
network. In a multi-vendor multicasting network, VLAN tag is used as identification

information to warrant VLAN operation.
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Tagged frames are categorised under the IEEE 802.1Q standard. They contain a
particular VLAN identifier (VID), whereas untagged frames do not carry tags and only
encompassing prioritised information with a VID of 0 according to the IEEE 802.1p
(Priority Levels and Egress Priority Queues) standard. Interoperability in a multi-vendor
common-based-language environment is achievable when a switch receives a tagged
frame; it recognises and identifies the VID and forwards the frame to other ports in the
identical VLAN. If any intelligent device is connected to this port, it will receive and
detect the frame [57].

In the context of the IEC61850, since each GOOSE control block is configured by
vendor’s proprietary tools it is unlikely to be recognised by the other vendor’s devices.
This raises some interoperability issues between multi-vendor devices. In order to tackle
this problem, the standard implements the GOOSE VLAN tagging. The GOOSE
published in the network, must be tagged with the same VLAN ID that is used by the
receiver IED. If so, then the subscriber IED will receive the incoming GOOSE by
detecting its VLAN ID [48].

ROS Web Server Interface provides a configuration menu to configure VLAN and its
ID for frame tagging in the network. Figure 5.9 is an example of configuring port

VLAN parameters setting for Port 1 which is assigned to REF611.

Substation Simulator

:RUGGEDCOM Substation Simulator

* INDUSTRIAL STRENOTH HETWORKS™

Log out Port VLAN Parameters
Log out Global VLAN Parameters Back
Back Port(s)y
- Type
P PVID:
VLAN-aware No:U Yes @ PVID Format: Untagged: © Tagged: ®
GVRP

Fig. 5.9 An example of creating VLAN ID in RSG2100

5.2.2 T60
T60 is a Transformer Protection IED from GE Multilin Universal Relays (Multilin UR)
programmable using EnerVista software [60]. It protects, controls, and monitors
Transformer 1 and all equipment associated with transformer zone within Line 1 of the
66/22kV Distribution Terminal Zoe Substation. For configuring and calibrating GE
Multilin Universal relays, EnerVista has been employed as an IED programming tool.

EnerVista Launchpad is the first page to run to configure T60 (Fig. 5.10).
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@ Di :".‘]‘ Energy _ :_<Eng£Vista
96)) Multilin ‘ LAUNCH 7 PAD

Victoria University Victoria University Version 5.01

RESOURCE 5 ENERVISTA . o [ e ‘ [4
upoATE = SUIE p NEECRIER AR 25

SOFTWARE & DOCUMENT MANAGEMENT

=

=l

DOCUMENT SOFTWARE
IED SETUP LIBRARY LIBRARY SUBSCRIPTIONS

SITE MANAGEMENT

SETTINGS FILE

= DEVICE
DEVICE SETUP MANAGEMENT MANAGEMENT

Fig. 5.10 EnerVista Launchpad (Main Menu)

EnerVista Launchpad allows the users to download the latest firmware, manuals and
other supporting documents free of charge [60]. After loading EnerVista Launchpad,
T60 and its documents including the latest firmware, Version 7.1, are downloaded from

the GE centralised library website shown in Figure 5.11.

Add Produ

-
I From:  CD (s 'weh

Select Product to Add:

bultiHetd Fulti-Port Serial Server & Managed Switc -
“rED Metwork Stability and Spnchrophaszor Measureme
P30 Phazor Data Concentrator
P425 Modbus to Profibus Converter
i PPOM Partable Power Quality Meter
PER Power Quality keter
PORII Power Quality Meter
RRTD Remote RTD Modul=
SMOR-B Feeder Management System
5P Synchronous Mator Pratection & Contral
Subsztation Automation products Setup Software
=T35 Transformer Management Fela

=*TEO Transformer Manhagement Relay

=R Family of Protection Relays =
USEB-to-Serial Cable Corveerter

W' BE0 Wwind Generator Protection System

* indicates Set-up Program exists in Software Library

Fig. 5.11 EnerVista central free online software and document library

Communication between PC and T60 is achievable via either Ethernet port (RJ-45
Connector) or RS485 serial over F485 connector. However, it is recommended to use
the front RS485 port for the first connection. This enables the user to set up the IP
address for an IED, upgrade the firmware and reset the device. Figure 5.12 demonstrates
how to enter the required setting in the Device Setup window to establish the

communication.
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DEVICE SETUP
e (_Addsite ) ({_add Device ) ((Discover URs)) ((_ Detote ) (__save. )

%stribuaﬁon Terminal Zone Substation Device Mame: | T60 Sy
r0)
Description: |Tran5fnrrr|er protection Relay
Interface: |Sarial ﬂ
k)
DEVICE
MANAGEMENT Slave addiess: | 254 :“:_:
COM Part: -
A
- aud Fate: 19200 ariky: MNone
e Baud R at Parit
Bits: 8 Stop Bits: |1
SETTINGS FILE ﬂ ﬂ
MANAGEMENT Post Terminal ‘window: []
Device Type:  |Ta0 d Wersion: | 5.8x ﬂ
% Order Code: | T60
REPORTS
~Read OrderGode, ) ()

Fig. 5.12 Connection setup between RSG2100 and T60 using RS485 serial port.

By clicking the “Read Order Code” tab in the bottom of the Device Setup window, the
T60 IED will be connected to PC. It will then, read and copy the factory setting of the
IED to EnerVista. Since communication with IED over RS485 is slightly slow
compared to the Ethernet port [3], after setting up the IP for T60 through RS485 (shown
in Fig. 5.13), the serial connection is replaced by the Ethernet connection.

& Discover | & Adasie | & Add Device |

g Device Name: |TSD

(= Distribution terminal Zone Substation

. TRD Dezcription: |Transf0rmer Protection relay
Calar: -l'
Interface: | Ethernet ﬂ
|
IP &ddress: | 192 168 . 2 . &
Slave address: ’ﬂ Modbus Part: IW
Connected via Ethernet / Serial G ateway: ez v

Order Code: |T BO-TO3-HEH-FEN-HEN-t 8 -PEN LA

il Delete | Wersion: FAPEEE 4 Read ﬂrder[:ﬂdﬂl

Fig. 5.13 IP parameters setting through serial connection for T60

EnerVista Launchpad provides starts with Main Menu, EnerVista UR Setup, with a

series of dropdown expandable submenus to configure all physical and logical
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components of T60 individually. Clicking the “+” tab will expand each section’s
parameters in detail and will open a new window to enter the information according to
the system design (Fig. 5.14). The EnerVista UR Setup provides two options: Online or

Offline, to work with.

|J Eile Online | Offfine View Action Security Window Help

RS o8 2wt @ AN aua D ekl
[Gniine Window = x|
& Device Setup | €2 Quick Connect |

Device 160 ~ G

T e 05 170 3
= Dk . n -

Em I Drop-ao expandable

Order Code: T60-T03-HKH-F8N-HEN-M8M-PEN-UXX-
Version: 7.1x
Description: Transformer Protection
Interface: IP:192.168.2.5 | Addr:254 | Port: 502
[=]- Settings
Product Setup
System Setup
FlexLogic
Grouped Elements -
Control Elements /
Inputs/Outputs
Transducer /0
Testing
Front Panel Label Designer
Protection Summary
[+ Commands

User Displays

[ )
(63 R S R R A )

Targets =
[+ Actual Values
[#- Maintenance
- Site Clear Records v
< [ b
.|3_fﬁnew dove . x
(=] T60.urs : C:\Users\e5104753\Desktop J

v

Product Setup

System Setup

FlexLogic

Grouped Elements

Control Elements
- Trip Bus

il Tl felo e <[]

Fig. 5.14 EnerVista UR Setup menu and its linked submenus

The latest oscillography records, service reports and protection summary can be
captured though Hot Links directly. Hot Links enable the user to monitor the updates

status of inputs and outputs of T60 [3].

From the EnerVista Setup menu, Device Definition link provides technical details of the
IED which are read through the RS485 serial connection [3]. For instance, T60 operates
with 7.1 firmware version and the IP address of 192.168.2.5 (Fig. 5.14). These details
cannot be altered or reset through the Ethernet connection and requires the RS485 serial

connection.

Product Setup, Systems Setup, Flex Logic, Control Elements and Input/s/Outputs links
are located under the Setting menu. Control Elements is designed with a series of links
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to program the protection functions for T60. The list of protection and control functions
employed by T60 is tabulated in Table 5.1 according to three common indusrty
standards namely: IEC61850, ANSI and IEC60617 [3].

Table 5.1 Functions Used for Protection and Control of Transformer Zone

Standard IEC61850 ANSI | IEC60617
Three-phase Timed Non-directional

Overcurrent Protection Stage 1 PHLPTOC >1P 31>>>
Three-phase Instantgneous Directional DPHHPDOC | 50P A5
Overcurrent Protection

Non-dlrectlonal Instantaneous Earth Fault EEHPTOC 50N lo>>
Protection

High Impedance Differential Protection HZPDIF 87 lg
Residual Overvoltage Protection, ROVPTOV 59N Uo>
Three-phase Undervoltage Protection, PHPTUV 27 3U<
Three-phase Overvoltage Protection, PHPTOV 59 3U>
Master Trip TRPPTRC1 86/94 | MT
Circuit Breaker Control, CBXCBR 52 I<->0CB

Figure 5.15 shows the snhapshot of the Trip Bus window, the place under the Setting
menu within the Control Element link used to initiate the functions mentioned in Table

5.1. This window is launched through the following path:

EnerVista — UR Setup — Setting — Control Elements — Trip Bus

B8 Trip Bus // T60.urs : C:\Users\e5104753\D... | = || & [[25]
T Save | Dﬁlﬂﬂmml lglﬂﬂfaﬂﬂl 9 Reset | VIE

SETTING PARAMETER
Trip Bus 1 Function Enabled
Trip Bus 1 Block OFF
Trip Bus 1 Pickup Delay 0.00 =
Trip Bus 1 Reset Delay 0.00=

Trip Bus 1 Input 1

PHASE 10C1 OF

Trip Bus 1 Input 2

PHASE OV OP

Trip Bus 1 Input 3

PHASE TOC1 OP

Trip Bus 1 Input £

MEUTRAL I0C1 OP

Trip Bus 1 Input 5

CB Manage On{P5a})

Trip Bus 1 Input &

Rem Ip 1 ON (R}

Trip Bus 1 Input 7

ANY TRIP CB1 VOn (H1) ]

Trip Bus 1 Input & OFF
Trip Bus 1 Input 9 OFF
Ta0.urs |Control Elements Screen ID: 0

Fig. 5.15 Trip Bus window configuration for T60
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T60’s input and output contacts are configurable under the Product Setup section. As
Figure 5.16 depicts, the channels H5A and H5C are selected to monitor the position of
the Circuit Breaker 1. H6A contact is used to receive the CBF signal from REB650.
H6C and H7C contacts are used to enable T60 to bypass any subscribed GOOSE
message during the maintenance test condition. H7A is used to ontrol the position of
Bust Tie Circuit Breaker (CB6) from the SCADA contol room remotly.

B Contact Inputs // Distribution Terminal Zone Substa.. | = || & || £2 |
I VIEW ALl
% Save | DE] Restore | @ Default | T PReset | VIEW '*g-*;,fwd
SETTING PARAMETER -
[H5A] Contact Input 1 Debounce Time 20ms
[H5A] Contact Input 1 Events Enabled
[H5C] Contact Input 2 1D CB1 Closed
[H5C] Contact Input 2 Debounce Time 20ms 3
[H5C] Contact Input 2 Events Dizabled
[HEA] Contact Input 3 1D REBS50 CBF
[H6A] Contact Input 3 Debounce Time 2.0 ms
[HE6A] Contact Input 3 Events Enabled
[HEC] Contact Input 4 ID GOOSE Isolat
[HBC] Contact Input 4 Debounce Time 20ms
[H&C] Contact Input 4 Events Enabled
[HTA] Contact Input 5 1D CB& Manage
[H7A] Contact Input 5 Debounce Time 20ms
[HTA] Contact Input 5 Events Enabled
[H7C] Contact Input & ID Test Mode
[H7C] Contact Input & Debounce Time 2.0 ms
[H7C] Contact Input & Events Enabled
T60 | Settings: Inputs/Outputs Screen ID: 230

Fig. 5.16 T60’s input and output contacts configuration

T60 employes only two contacts, H1 and H2, to send its output signals through wire
cable. These two contacts control the position of CB1 by sending Open/Close
commands (Fig. 5.17). This is due to the fact that in the construction of 66/22kV
Distribution Terminal Zone Substation the amount of copper wiring is reduced and
replaced by GOOSE signals. Saying that, all remaining signals are published through
GOOSE message.
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B8 Contact Outputs // T60.urs: C\Users\e5... | = || = |[x234]
B Save | 'ﬁﬂ'ﬂmrsl @anauﬂ'l Y Reset | VIE

SETTING PARAMETER -
[H1] Contact Cutput 1 ID TRIP CB1 - ‘
[H1] Contact Output 1 Operate TRIPBUS 1 OP K
[H1] Contact Cutput 1 Seakin OFF
[H1] Contact Output 1 Events Enabled
[H2] Contact Cutput 2 ID CLOSE CB1
[H2] Contact Output 2 Operate BREAKER 1 CLOSED Ll
[HZ] Contact Cutput 2 Seakin OFF
[H2] Contact Output 2 Events Enabled =

T60wrs |Inputs/Cutputs Screen ID: 232

Fig. 5.17 Output contacts configuration for T60

Another useful submenu under EnerVista Setup is Product Setup. It is intended to create
a GOOSE Control Block using the IEC61850 GOOSE Configurator launchpad.
However, prior to start working with this launchpad, its engineering mode has to be

enabled within the Server Configuration window located under Product Setup Menu.

GE Universal Relays, including T60, make a use of the TXGOOSE element to publish
the GOOSE Control Block signal in the network. Each TxGOOSE consists of
standardised information to make its GOOSE signal recognisable in the network. Figure
5.18 shows the configuration of GOOSE Control Block 1 for T60 (GCB1_T60) using
Tx Configurable GOOSE launchpad. In the configuration of GCB1 T60, it is
mandatory to choose a unique name and number for GOOSE ID and ETYPE APPID
respectively.

&8 Tx Configurable GOOSE // Distribution Terminal Zo..| = || & |[z25]
F Save | = ﬁemml &% Default | 249 Reset | VIEW. '“;;,9

SETTING PARAMETER -
GOOSEOut 1 Function Enabled ~| ]
GOOSEQut 11D GCB_Ts0 W
GOOSEOut 1 Destination MAC 010C CD 010002
GOOSEQut 1 VLAN Priority 4
GOOSEOut 1 VLAN ID 10
GOOSEQut 1 ETYPE APPID 1
GOOSEQut 1 ConfRev 1
GOOSEQut 1 Retransmission Curve Relaxed

GOOSEOQut 1 Dataset ttem 1
GOOSEQut 1 Dataset tem 2
GOOSEOut 1 Dataset tem 3
GOOSEQut 1 Dataset tem 4
GOOSEOQut 1 Dataset tem 5
GOOSEQut 1 Dataset tem &
GOOSEQut 1 Dataset tem 7
GOOSEQut 1 Dataset tem &
GOOSEQut 1 Dataset tem 9
GOOSEQut 1 Dataset tem 10
GOOSEQut 1 Dataset ttem 11

GGIO1.5TInd1 etVal
GGID1.5TInd1.g
GGIO1.5TInd2 =tVal
GGID1.5TiInd2.g
GGI01.5T.ind3.st\Val
GGID1.5TInd3.g
GGI01.5T.ind4.stVal
GGID1.5TInd4.g
GGI01.5T.ind5.stVal
GGIO1.5TInd3.g

None i

TG0 | Settings: Product Setup: Communications: [E|Screen ID: 32

Fig. 5.18 Configuration of GCB1_T60
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T60 publishes a GOOSE signal consists of five pairs of datasets. Each pair transfers
Quality and StVal data attributes of the GOOSE Control block. These datasets contain

protection, control and supervision information to the subscriber IED which is provided

as a Signal Matrix in Table 5.2.

Table 5.2 GOOSE Signal Matrix of T60

IEDs 1P Subscriber
T60
TOO. ..o .192.168.2.5 olololololo o
REB650.......oooveveeneenn.. 192.168.2.10 QIe|e Qe |2 |@
F35 . et 192.1682.15 1181831831318
REF615 1.......ccovviiiinnnn .192.168.2.20 (ﬂ (ﬁ (ﬁ (ﬂ (4 (ﬁ ﬂ
REFG1L.......oiiiiiiienn .192.168.2.25 =lslslsls 5|5
REF615 2... ..o .192.168.2.30 o |2 o |2 |2 |a o
BN jw (A~ oo | N
221|222 2|2
IED | GOOSE Details |GOOSE ID.Logical Devce.GCB.Dataset.Data Attribute| & |8 |8 (o (8 |2 |
Master Trip GCB1_REB650.LD0.TRPPTRC.stVal
|-:|g| CB2 fail GCB1_REF650.LD0.CCBRBRF .stVal X
@
% CB2 Status 1 GCB1_REF650.LD0.CBSW 1.PosCls.stVal M
o
5 CB2 Status 2 GCB1_REF650.LD0.CBSW|1.PosOpn.stVal x
g CB6 Fail GCB1_REF615_2.LD0.CCBRBRF.stVal X
Py}
M |cBesStatus 1 |GCBL_REF615_2.LD0.CBSWI.PosCls.stVal x
(=2}
F" CB6 Status 2 GCB1_REF615_2.LD0.CBSWI.PosOpn.stVal X
N
CB6 Control | GCBL_REF615_2.LD0.CBSW .PosOpn.stVal x

After configuring GOOSE Control Blocks using Tx Configurable windows, they are

assigned to GGIO function blocks to be published in the network. Figure 5.19 illustrates

the composition and arrangement of GGIO function blocks for GCB1_T60.

B8 GGIOL Status Configuration // Distribution ...| = || & |[z23]
T Save | %lﬂﬂmml @anauﬂl 4 Reset | VIEV

SETTING PARAMETER -
Number of Status Points ]
GGIO Indication 1 PHASE 10C2 DPO
GGIO1 Indication 2 BRK RESTRIKE 1 OP Ll
GGIO1 Indication 3 BREAKER 1 OPEN
GGIO1 Indication 4 BREAKER 1 OFF CMD
GGIO1 Indication & SWITCH 1 NSCREP
GGIO1 Indication & OFF -

TE0 | Settings: Product Setup: Communicatior|Screen I0: 28

Fig. 5.19 Information of T60’s GGIO function blocks

From the point of subscribing to a GOOSE signal, the standard has not initiated any

receiving GOOSE Control Block. Thus, vendors implemented their own way to receive

and store the receiving GOOSE signal in their device. For instance, GE Universal

Relays provide a RxGOOSE element to receive an incoming GOOSE signal and extract

its information. This is achievable providing that the details of the incoming GOOSE
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signal, GOOSE ID, VLAN ID and GOOSE Reference Number, are already specified to
T60. These details are given to T60 within two separate windows called:

e Remote Devices
e Remote Inputs

Remote Devices represent the details of GOOSE publisher IEDs and Remote Device

represents the details of incoming GOOSE control Block.

If the details of Remote Devices and Remote Inputs inside T60 do not match with the
details of the publisher device and its GOOSE signals, the GOOSE message will neither
be detected nor executed by T60. Figure 5.20 shows the configuration of Remote Inputs
and Remote Devices for T60 relay. It depicts that T60 is subscribed to two IEDs
namely: REB650 and REF615-2. It also provides details of the IEDs and their GOOSE

messages detail that T60 is subscribed to.

r .
88 Remote Inputs // Distribution Terminal Zon..| = || = |[ £2 | | 88 Remote Devices // Distribution Termin... EI@
& Save | &4 Restore | & Default | 9 Reset | VAL | S Save | & Bestore | &4 Default | ¥ Reset | Vi
SETTING PARAMETER - SETTING PARAMETER -
Remote Input 1 Name REBSS0 Remote Device 1 1D GCB1_REB&50 [
Remote Input 1 Device GCB1_REBES0 Remote Device 1 ETYPE APPID 2 3
Remote Input 1 tem None Remote Device 1 DATASET Fixed
Remote Input 1 Default State Off Remote Device 21D GCB1_REFG15_2
Remote Input 1 Events. Enabled Remote Device 2 ETYPE APPID 6
Remaote Device 2 DATASET Fixed
Remote Input 2 Name REFE15-2 Remote Device 3 ID Remote Device 3
Remote Input 2 Device GCB1_REFS15_2 Remote Device 3 ETYPE APPID 0
Remote Input 2 tem None Remote Device 3 DATASET Fixed
Remote Input 2 Default State Off Remote Device 4 ID Remote Device 4
Remote Input 2 Events Enabled - Remote Device 4 ETY'PE APPID 0 -
T60 | Settings: Inputs/Outputs Screen ID: 329 T60 | Settings: Inputs/Outputs Screen ID: 328

Fig. 5.20 Introducing the detail of subscribed GOOSE to T60

5.2.3 REB650
REB650 is a multi-management busbar relay from the ABB Relion family
programmable using PCM600 software. In the designing of the 66/22kV Distribution
Terminal Zone Substation, REB650 is utilised for the protection of Busl connected to

Line 1 to perform as:

e Three-phase High Impedance Differential Protection
e Back up for Feeders 1, 2 and 3 protections

e Bus Tie Circuit Breaker 1 Control

e Phase/Earth Overcurrent Protection

e Overvoltage/Undervoltage Protection
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The details of protection and control functions implemented by REB650 are listed in
Table 5.3 according to three common indusrty standards namely: IEC61850, ANSI and
IEC60617 [67].

Table 5.3 Functions Used for Protection and Control of Bus 1 [45, 51, 61]

Standard IEC61850 ANSI IEC 60617
Three-phase Instantgneous Directional DPHHPDOC 50p A5
Overcurrent Protection
Three-phase Non-directional Overcurrent PHIPTOC 50p 3|>>>
Protection Stage 1
High Impedance Differential

. HZPDIF 87 Id

Protection
Three-phase Undervoltage Protection, PHPTUV 27 3U<
Three-phase Overvoltage Protection, PHPTOV 59 3U>
Non-dlrectlonal Instantaneous Earth Fault EFHPTOC 50N/51N lo>>>
Protection
Master Trip TRPPTRC 86/94 MT
Circuit Breaker Control CBXCBR 52 1<->0CB
Circuit Breaker Failure CCBRBRF 50BF 31>/lo>B F

Individual configuration of REB650 requires a vendor proprietary software tool.
PCMG600 is employed as the ABB IED configurator tool to program the REB650 relay.
After installing PCM600 V2.6, the connectivity package of REB650 is downloaded
from the ABB protection Library using Update Manager windows. This connectivity
package contains a different version of REB650 firmaware and entire documents related

to its configuration (Fig. 5.21).

-:;J Home IED Products Status
- +[7] 650 Series

. Software Updates (0)

hhy - REBE50 Installed
= v
f- ,-] Get Connectivity Packages i User Documentation 1.3 {|EC) Installed
Lk | H

z Manage Connectivity Packages ’ PreConfigurations 1.3 (|EC) Installed
e User Documentation 1.2 {IEC) Installed
¢! Settings ;

\\r:r? 9 : PreConfiguration 1.2 (|EC) Installed

User Documentation 1.7 {IEC) Installed

Fig. 5.21 Using Update Manager as the ABB central software library

Communication between PC and REB650 is achievable either via the rear Ethernet port
VLAN 1 or the RJ-45 front port using the HMI Web Browser [67]. The HMI Web
Browser is only designed to set up basic parameters of the IED. It has limited capacity

to configure the IED’s protection and control functions’ parameters. Thus, the rear port
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is approached as a communication media between PC and REB650. After launching
PCM®600, a new project named 66/22kV Distribution Terminal Zone substation is
created in PCM600 and REB650 is added to the project. This is followed by scanning
the serial number and IP address from IED to PCM600 through the straightforward

procedures illustrated in Figure 5.22.

~
REB650 - Configuration Mode Selection Page [ = | REB650 - IEC61850 communication protocol |
REB650 Configuration Wizard REB650 Configuration Wizard
Configuration Mode Selection Fage l - IECK1850 communication protocal I X -
PCMB00 communication
This wizard helps you to create configuration for your relays. Configuration wizard
sets the basic hardware and communication propeties. The corfiguration can be Port: LANL -
made sither offine or online
1P address: 192 168, 2 . 10
Configuration Made
@ Online Configuration
Offline Configuration
Cancel Next > Cancel | [ <Back | [ MNet> |
REB650 - Version Selection Page ] REB650 - Setup Complete Page ]
REB650 Configuration Wizard REB650 Configuration Wizard
Versian Selection Page I N . Setup CompletePage l X .
Online Mode
Setup is complete. The configuration that is made for the selected IED is
below :
IED Type REB550
IED Type REB650
IP Address [192.168.2.10
Product Version 130 —
Order Option Online Option Selected
MOTE: Once configuration wizard is finished it can't be reopened.
[ cancel | [ <Back | [ Meds | Cancel < Back Finish
| |

Fig. 5.22 REB650’s communication and IP set up using PCM600

When the scanning is accomplished, REB650 will appear in the project file created in
PCMG600. The next step is to read the IED setting. The Reading process enables the user
to read all preconfigured file of the IED into project file created in PCM6600. The
preconfigured file contains all information about Hardware Configuration (HW
Configuration), input/output contacts, Application Configuration, 1EC65850
Configuration and protection functions configurations. HW Configuration describes
how and which channels are installed in REB650. Application Configuration provides
details of the protection and control functions which can be utilised by REB650. Figure
5.23 shows snapshot from the main menu and submenus within PCM600. For instance,

it shows the setting of analogue inputs used for CTs measurements.
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(L Local ServenDisribution Terminal Zone Substation - Pchic00

File Edit View Tools IED Window Help
DS L BR v

=E=0 55 8 & B0z B8 vebleparames B

 Project Explorer  ax REB550 - Application Configuration *~ REB650 - Parameter Setting
Plant Structure } Group / Parameter Name |ED Value PC Value Unit Min Max
£ B Distribution Teminal Zone Substation TRM_2
- ﬁx’s‘:gs‘z‘;r\‘( NAMECHT Z1_IL1 13 characterls
gr T Lne1 InpulTypel G
= o] REBESD CTStarPoint1 ToObject
£ ] |ED Corfiguration
8 HW Corfiguration CTsec 10 A 01 100
[ @ B0 5 CTerim1 100 A 1 99999
B AM_4
B PSM_102 NAMECH2 7112 13 character(s
o B TRM 2
; L InputTy Current
........ 8 COM_101 pulType2
8 Activats ssting group CTStarPoint2 ToDbject
B Time CTsec? 1.0 A 0.1 10.0
T Power system
e B Communication CTprim2 100 A 1 99999
- % Analog modues NAMECH3 FANE] 13 characterls
% HMI
& Monitoring InputTyped Current
o
&+ 8§ Applcation Configuration CTStarPoint3 ToObject
- ) OVERVIEW
NALOG_INPUTS CTsecd 10 A 01 100
NPUTS CTprim3 100 A 1 93999
ONE1_DIFF_PROT
ONE2_DIFF_PROT NAMECH4 7301 13 character(s
ONE3_DIFF_PROT
 DIFF| InputTy Current
_PROT_BUST L=
| PROT_EUS2 CTStarPointd ToObject
_PROT CTsect 10 A 01 0.0
RIP_LOGIC
B CTprimé 100 A 1 99999
UTPUTS NAMECHS 73112 13 character(s
ISTURBANCE_RECORDER
COMMON InputType5 Current

Fig. 5.23 snapshot of the PCM600 used for REB650

The programmable and flexibility of REB650 enables the user

to alter/change the

setting of the IED subject to the requirement of the system at any time [67]. For

instance, if all the inputs are already occupied in pre-configured setting and an external

signal is required to be connected to the IED for logic programing, PCM600 allows the

user to add/insert additional hardware module. Figure 5.24 shows an example of adding

a hardware module, BIO-5 to the application configuration page of PCM600. The
GOOQOSE Isolation signal is injected to REB650 via BI1 contact under BIO_5 module.
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Fig. 5.24 Inserting additional hardware contact input to REB650

PCM600 make use of an internal IEC61850 Configurator tool to configure GOOSE
Control Block of REB650 and export its CID file. Prior to start working with GOOSE

configurator, the IEC61850 Engineering mode of REB650 needs to be activated.

This allows the user to lunch the IEC61850 Configurator window. Then a new

data set is created by right-clinking in the empty space of the GOOSE

Configurator window. According to the standard [45, 67], all data sets have to be

located under LLNO. This is a specific logical node provides functionality of the

logical device that belongs to. After creating data set and data attribute, GOOSE

Control Block is generated and mapped to subscriber IEDS. Figure 5.25
exemplifies a flow of creating one of the REB650 GOOSE Control Blocks.
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Fig. 5.25 Procedures to create GCB1_REB650

REB650 publishes GCB1-REB650 signal which consists of five pairs datasets. Each
pair transfers different data attributes, Quality and StVal, of the GOOSE Control block.
These datasets contain protection, control and supervision information to subscriber
IEDs. REB650 is also subscribed to nine GOOSE signals being published from F35,
REF615-1 and REF611 (Table 5.4).
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Table 5.4 GOOSE Signal Matrix of REB650

IEDs IP Subscriber
T60 REB650 F35 | REF615 | REF611 | REF615-2
DO OO DD 200200
TGO ............................. 19216825 QQQOOOOOOOOOQQOOQOOQOOOO
REB650. . ...\ 192.168.2.10 CRRRRRRR 222 2Rl RzlR 22
b - h h @
F35.. i .192.168.2.15 SRS (oo lile- - o J (el o J8(- v I e L el o= e
REFB15_ 1. .cveeeenann. .192.168.2.20 SEERRERERRRRREZRE| BR| BRE B
_ SEEEEEEEEERREREERE|l BE| BEREEE
MK K K K K K K ¥ < < < < K K K <
REFBLL. ..., .192.168.2.25 P el e Rl P R o ol P I R S P R S
REF615_2 192.168.2.30 sl lEElRSE] B [k
=S — =k E KKK EEEEFFEK L < |< < < < I<
SRR RRIE 2 3 2 2 2328
= N W s 0o N0 O = N = N = N W
Master Trip GCB1_REB650.LD0.TRPPTRC.stVal X X X
Py
g CB2 fail GCB1_REF650.LD0.CCBRBRF.stVal X
% CB2 Status 1 GCB1_REF650.LD0.CBSWI.PosCls.stVal X
CB2 Status 2 GCB1_REF650.LD0.CBSWI.PosOpn.stVal X
CB3 Fail GCB1_F35.LD0.GGIOL.ST.Ind1 stVal x
-CU § CB3 Status 1 GCB1_F35.LD0.GGIO1.ST.Ind2.stVal X
= CB3 Status 2 GCBI_F35.L.D0.GGIO1.ST.Ind3 stVal X
=0
< I';PI CB4 Fail GCB1_REF615_1.LD0.CCBRBRF.stVal X
m
@ |CB4 Status 1 GCB1_REF615_1.LD0.CBSWI.PosCls stVal x
(4]
+> |CB4 Status 2 GCB1_REF615_1.LD0.CBSWI.PosOpn.stVal X
- |CBS5 Fail GCB1_REF611.LD0.CCBRBRF.stVal X
m
1 |CB5 Status 1 GCB1_REF611.LD0.CBSWI.PosCls.stVal X
a
= |CBS5 Status 2 GCB1_REF611.LD0.CBSWI.PosOpn.stVal X
5.2.4 F35°

F35 is a GE relay employed in Feeder 1 connected to the Bus 1. It provides multiple
relaying functions to protect and control all equipment located within Feeder 1 zone.
EnerVista IED configurator tool is the vendor proprietary tool to configure F35. Similar
to the other IEDs, RS485 Serial is used to make a connection between F35 and PC to set
up the IP: 192.168.2.15 for F35.

F35 operates with a timed directional Overcurrent Protection element in three stages:
High (Stage 1), Medium (Stage 2) and Low (Stage 3). Subject to the protection scheme,
these stages are chosen between definite time and inverse definite minimum time
characteristics. F35 is also configured for non-directional Overcurrent without time-
dependant delay properties. F35 also performs the Residual Current Measurement to
operate the Earth Fault Protection element in Feeder 1. According to the default setting

of the F35 [61], the Residual Current is governed by summation of three-phase currents.

The details of protection and control functions utilised by F35 are listed in Table 5.5
according to three common indusrty standards namely: IEC61850, ANSI and
IEC60617.

® Since F35 belongs to GE UR Multilin relays and the snapshots of UR configuration instructions are
already provided in detail in Section 5.2.2, the snapshots related to F35 configuration are not presented in
this section and are presented in Appendix A.
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Table 5.5 Functions Used for Protection and Control of Feederl by F35 [45, 51, 61]

Standard IEC61850 ANSI IEC 60617
Three—phase Timed Non-directional Overcurrent PHLPTOC 51p 31>
Protection Stage 3
Three—phase Timed Non-directional Overcurrent PHHPTOC 51p 315>
Protection Stage 2
Three—phase Timed Non-directional Overcurrent PHIPTOC 50P 35>
Protection Stage 1
Three-phase Instantgneous Directional DPHHPDOC 50P 3>
Overcurrent Protection
Non—dl.rectlonal Instantaneous Earth Fault EFHPTOC 5ON/51N lo>>>
Protection
Master Trip TRPPTRC 86/94 MT
Circuit Breaker Control CBXCBR 52 | <->0 CB
Circuit Breaker Failure CCBRBRF 50BF 3I>/1o>B F

Similar to T60, input and output contacts of F35 are configured using EnerVista
Launchpad menu. The channels H-1a and H-1c are selected to monitor the position of
Circuit Breaker 3. H1-a will be energised when CB3 is closed, whereas H-1c will be
trigged when CB3 is open. If F35 requires periodical maintenance test or IED
upgrading, it needs to put in TEST mode to ignore other IEDs publishing signals. H-8a
Is used to set F35 to the TEST mode. At the same time, if the GOOSE being published
from F35 needs to be bypassed by other subscribed IEDs, input H-8c will be energised
to isolate GOOSE signals publishing from F35. H-5a and H-8c are controllable either

locally via a manual switch or remotely from SCADA control centre.

Tripping and closing the Circuit Breaker 3 is managed through output contacts of F35.
While H-1a initiates the Trip/Open command to energise the coil of CB3, H-1c is used
to close the contactor of CB3. Table 5.6 represents the details of F35’s input/output

contacts configuration using EnerVista Launchpad.

Table 5.6 Configuration of Input/output Contacts of F35

Channels | Contact Type | Parameter

H-1a Input CB3is Closed
H-1c Input CB3is Open
H-5a Input GOOSE Isolation
H-8c Input IED Test Mode
M-1a Output Trip/Open CB3
M-3b Output Close CB3
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Similar to other IEDs, in the construction of the 66/22kV Distribution Terminal Zone
Substation the amount of copper wiring is reduced and replaced by taking advantage of
GOOQOSE signals. F35 utilises only two contacts to control the position of CB3. Other
output signals such as upstream CBF command are transmitted through GOOSE

message to other IEDs.

According to Table 5.6, one of the protection functions considered for F35 is Circuit
Breaker Failure (CCBRBRF). This function generates a trip signal to be sent to the
upstream IED, REB650, to clear the fault in Feeder 1 zone if F35 fails to operate.

Figure 5.26 shows the logic diagram of the CBF trip signal created using Flex Logic
program through EnerVista used to create CBF signal being sent from F35.

PHASE IOC1 OP
OR(2) = CURR. CHK (VO6) |
GROUND IOC1 OP T

ORE)

TRIPEUS 1 OP —{ s o I = TIMER (VO1)

TIMER 1

=TIMER (VO1) ~ [--------mmmmmmmmoom s !

SRCI 50DD OF
OR(2) =CURR./CE 3T (VO2)
CONT IP 1 ON(HSA) T

OR)

=CURR / CB 5T (VO2) e L L L EEEEEEEEE

TIMER ON (VOL
oD AND(2) = CEF TRIF (VO3)
CURR / CE ST ON (V02) T

AND(Z) R
= CEF TRIP (V03)

Fig. 5.26 Logic diagram of CBF trip signal used for F35

The Product Setup within EnerVista Launchpad window is the link to create GOOSE
Control Blocks using IEC61850 GOOSE Configurator. However, prior to start working
with IEC61850 configurator lunch pad, its engineering mode has to be enabled within
Server Configuration window located in Product Setup Menu.

GE F35 provides TXGOOSE element, programmable using Tx Configurable GOOSE
Launchpad, to publish the GOOSE Control Block signal in the network. This
TxGOOSE consists of standardised information to make it recognisable in the network.
Figure 5.27 is a snapshot of Tx Configurable GOOSE window which provides details of
the GCB1_F35 including GOOSE ID, VLAN ID and GOOSE Destination MAC
Address.
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B Tx Configurable GOOSE /f F35.urs : EANew folden... | = || @ || &2 |
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Fig. 5.27 Configuration of GCB1_F35 using Tx Configurable GOOSE Launchpad

F35 publishes a GOOSE signal which contains three pairs of datasets. Each pair
transfers Quality and StVal data attributes belongs to its GCB (Fig. 5.26). These data
attributes contain protection, control and supervision information to subscriber IEDs.
Table 5.7 provides the GOOSE mapping between F35 and other IEDs. It shows the
details of publishing GOOSE from F35 as well as details of GOOSE signals that F35 is

subscribed to.

Table 5.7 GOOSE Signal Matrix for F35

IEDs IP Subscriber
REB650 [F35
T6O. ..o .192.168.2.5 o oolo
REBBS0. ... .ovoviiieaeann, .192.168.2.10 818182
Rt R B
F35. .192.168.2.15 m|m|m|[®
g elf
REF615-1...................... .192.168.2.20 R
[U N U] =3
REF61L.. ... .192.168.2.25 < < L2
REFBI52. ..., .192.168.2.30 2RF|2
slgiz|e
@® @ |®
IED [GOOSE Details GOOSE ID.Logical Devee. GCB.Dataset Data Attribute |~ | [
Master Trip GCB1_REB650.LD0.TRPPTRC stVal X
ﬁ CB2 fail GCB1_REF650.LD0.CCBRBRF .stVal
§ % CB2 Status 1 GCB1_REF650.LD0.CBSWI.PosCls.stVal
% CB2 Status 2 GCB1_REF650.LD0.CBSWI.PosOpn.stVal
CB3 Fail GCB1_F35.LD0.GGIO1.ST.Ind1.stVal X
§ CB3 Status 1 GCB1_F35.LD0.GGIO1.ST.Ind2.stVal X
CB3 Status 2 GCB1_F35.LD0.GGIO1.ST.Ind3.stVal X

In order to map GOOSE signals between F35 and other IEDs there are two available
approaches: using EnerVista Simplified IEC61850 GOOSE Configurator or using a

multi-vendor IEC61850-based IED configurator tool such as IET600.

The EnerVista Simplified IEC61850 GOOSE Configurator is applicable when mapping
is required between GE IEDs. This means there are no third party vendor IEDs and




tools are contributed. An example of using Simplified GOOSE Configurator is
demonstrated in Figure 5.28. (Note: in the development of the 66/22kV Distribution
Terminal Zone Substation, there is no GOOSE signal used to be transferred between
F35 and T60. Thus, Figure 5.28 is provided as an example to illustrate how two GE
IEDs can be mapped to each other). The second approach, using multi-vendor system
configurator tool, is selected as a solution to map GOOSE signal between F35 and ABB

relay. This step will be explained in detail in Section 5.3.

Simplified GOOSE Configurator IECE1850
Publisher (From) Subscriber (To)

F35 (F35.urs : E\New folder\) F35 T60 Generic IED
- T60 (T60.urs : C:\Users\e5104753\Deski| 760 pHASE 10C1 DPO F35: LED TEST MODE
T60: CB Manage On(P5a) F35: PHASE I0C1 DPOA

Fig. 5.28 Example of GOOSE mapping between F35 and T60 using vendor tool

5.2.5 REF615-1

REF615-1 is an ABB relay employed as a feeder protection IED in Feeder 2 connected
to the Bus 1 (Fig. 4.1 in chapter 4). It is utilised to protect and control all equipment
located within the Feeder 2 zone using different protection schemes such as: timed
directional Overcurrent Protection element in three stages: High (Stage 1), Medium
(Stage 2) and Low (Stage 3). Subject to the protection scheme, these stages have
combined with Definite Time (DT) and Inverse Definite Minimum Time (IDMT)
characteristics. REF615-1 is also configured for non-directional Overcurrent Protection
without time delay properties. REF615-1 performs the Residual Current Measurement
to operate the Earth Fault Protection element in Feeder 1. According to the default
setting of the REF615-1 [59], the Residual Current is governed from the summation of
three-phase currents. The details of protection and control functions utilised by
REF615-1 are listed in Table 5.8 according to three common industry standards namely:
IEC61850, ANSI and IEC60617.
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Table 5.8 Protection and control functions employed by REF615-1 [45, 51, 61]

Standard IEC61850 ANSI IEC 60617
Three—phase Timed Non-Directional Overcurrent PHLPTOC 51p 31>
Protection Stage3

Three—phase Timed Non-directional Overcurrent PHHPTOC 51p 31>>
Protection Stage 2

Three—phase Timed Non-directional Overcurrent PHIPTOC 50P 35>
Protection Stage 1

Three-phase Instantfaneous Directional DPHHPDOC | 50P Aoy
Overcurrent Protection

Non—dl_rectlonal instantaneous Earth Fault EFHPTOC 50N/51 lo>>>
Protection N

Master Trip TRPPTRC 86/94 MT
Circuit Breaker Control, CBXCBR 52 1<->0CB
Circuit Breaker Failure CCBRBRF 50BF 3I>/lo>B F

All the aforementioned protection and control functions are configured and set up by
PCM®600. An example of creating circuit breaker failure function for REF615-1 using
the Application Configuration window of PCM600 is shown in Figure 5.29. The CBF
sends a trip signal to the upstream IED, REB650, to clear the fault in Feeder 1 if
REF615-1 fails to operate (Fig. 5.30). More detail and explanation of implementing
CBF protection is provided in Chapter 6.

SELGAPC1
X120B12 %—L‘IN_Z ouT_2 | CBXCBR1 —— CBXCBRI_EXE OP
CEB Closed Position
N_3 OUT_3
X120-B13 — . — POSOFEN SELECTED [ —
CB Open Fosition N_10 oUT & POSCLOSE EXE_OP I—— { SELGAPC3 !
Aways Trie ——4———————+——— = ENA_OPEN EXE_CL ! !
f ; E ouT_1} L
EMA_CLOSE OPENPOS OR — - ;| xiooror
ELK_OPEN CLOSEFOS | -
BLK_CLOSE OKPOS
TREFTRCI_TRIF ———— AND — AU_OPEN CFEN_ENAD
TRPPTRE TRIP ——— AU_CLOSE CLOSE_EMAD
- | ITL_BYPASS J
A
TIFTTRI_BLK_CLOSE

DARREC1_CLOSE_CB

Fig. 5.29 REF615-1 CBXCCBRL1 logic operation controlled by different signals
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CCBRERF1(50BF-1 g
* BLOCK CB_FAULT_AL®
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Fig. 5.30 CBF function block created in Application Configuration of REF615-1

REF615-1 has a Signal Monitoring option which allows the user to monitor and capture
the latest status and record of inputs and outputs of the IED. Figure 5.31 shows the
details and parameters which can be captured through Signal Monitoring within
PCM®600.

RE 4= EEEERE NS [v]

i Project Explorer ¥ 4 X | . REB650 - Signal Monitoring
Plant Structure | List View |a|a_5| COM_101 | PSM_102 | HZPDIF:A | HZPDIF:2 | HZPDIF:3 | HZPDIF:A | HZPDIFS | HZPDIFS | HZPDIF7 | HZPOIFS | HZH
-~ @ IEC61850 GOOSE Managemert Index  Module Name Module Type ChannelName  ChannelType  SignalName  Signal Value
B o Substation = = = = | = =]
= #% 22K 18105 Hardware Module (Hardware 1f0) | BI_ERROR Binary Input BI_ERROR ok
. 5;"@31%3650 2 BIOS Hardware Module (Hardware 1/0) | BO_ERROR Binary Input BO_ERROR ok
o ,ﬂ ED Corfiguration 3{BI0_S Hardware Module (Hardware If0) i BI1 Binary Input BC_QA1 CLOSED :false
- 48 HW Corfiguration 4:.BIO_S Hardware Module (Hardware If0) i BI2 Binary Input EXT_BF_START :false
e BB BIO 5 5:BI0_S Hardware Module (Hardware If0) i BI3 Binary Input SPARE false
e R AIM 4 6/BI0_S Hardware Module (Hardware I/0) | B4 Binary Input WAL_VTMCE_OP ifalse
] PSM_1D2 7:BIO_S Hardware Module (Hardware If0) : BIS Binary Input WA2_VTMCB_OP :false
e @ TRM 2 8 BIOS Hardware Module (Hardware 10) | BI6 Binary Input EXT_START_DR ifalse
e 8 COM_101 9.BI0O_S Hardware Module (Hardware I/0) : BI7 Binary Input SPARE false
-y Activate sefting group 10:BIO_5 Hardware Module (Hardware If0) i BI& Binary Input CHANGE_LOCK  :true
- Time 11:BI0_5 Hardware Module (Hardware 1f0) i BI9 Binary Input SPARE false
- Power system 12:BIO_S Hardware Module (Hardware If0) :BO1_PO Binary Output CUR_PROT_TRIP :false
- Commurication 13:BI0_5 Hardware Module {Hardware If0) : BO1iMode Binary Output BO1Mode Normal
-~ Anzlog modules 14 8105 Hardware Module (Hardware 1/0) :B02_PO Binary Output  BUSLU_TRIP  false
B HMI 15:BI0_5 Hardware Module (Hardware If0) i BO2Mode Binary Output BO2Mode Normal
o % Wontoning 16 BIO_S Hardware Module (Hardware 1/0) | BO3_PO Binary Output BUSZ_U_TRIP  ifalse
=+ 55 Application Configuration 17iRIA | Hardwara Madula (Hardwara 101 RAIMadz Rinars Aubnat AAAMAda Narmal

Fig. 5.31 Signal Monitoring window in PCM600

Similar to other IED used in Substation Simulator, copper wiring between REF6151 and
other IEDs is replaced by GOOSE messaging technology. REF615-1 publishes a
GOOSE signal to REB650 and is subscribed to GOOSE message coming from
REB650. In order to configure GOOSE Control Block of REF615-1, the IEC61850
Engineering mode in PCMG600 is enabled and GOOSE Configurator is used to create the
datasets and CGB of REF615-1. The details of GOOSE messages mapped between
REF615-1 and REB650 is provided as REF615-1 GOOSE Signal Matrix in Table 5.9.
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Table 5.9 GOOSE Signal Matrix of REF615-1

IEDs IP Subscriber
REB650 |REF615-1
T60. ..o 19216825  [sToTololaTs
REBB50 . ... vieeieieaaen .192.168.2.10 31818 g g g
F35 ot 192.168.2.15 MM |m oo
REF615-1. ..., 192.168.2.20 222z
L I DS >
REFG1L....... ... ... ... . ... .192.168.2.25 < < <2135
o (3|3 ¢
REF615-2. ... ... .192.168.2.30 & |z |3 Z212|2
ST zpRR|E
IED |GOOSEDetails  [GOOSE ID.Logical Devce.GCB Dataset. Data Attribute |~ | |5
Master Trip GCB1_REB650.LD0.TRPPTRC.stVal X
E CB2 fail GCB1_REF650.LD0.CCBRBRF.stVal
o
5 g CB2 Status 1 GCB1_REF650.LD0.CBSWI.PosCls.stVal
% CB2 Status 2 GCB1_REF650.LD0.CBSWI.PosOpn.stVal
I':IQI CB3 Fail GCB1_F35.LD0.GGIO1.ST.Ind1.stVal X
.g:u CB3 Status 1 GCB1_F35.LD0.GGIO1.ST.Ind2.stVal X
(&3]
+ |CB3 Status 2 GCB1_F35.LD0.GGIO1.ST.Ind3.stVal X

5.2.6 REF615-2

In designing of the 66/22kV Distribution Terminal Zone Substation, REF615-2 is
deployed as a Bus Tie Coupler IED between Line 1 and Line 2 of the substation (Fig.
4.1 in chapter 4). Its primary task is to monitor and control the position of the Bus
Coupler Circuit Breaker (CB6). It operates different elements such as non-directional
Overcurrent Protection, non-directional Earth fault Protection, Voltage & Frequency
based Protection and Synchro Check within busbar zone protection between Bus 1 and
Bus 2. The performance and operation of REF615-2 is analysed in detail in Chapter 6.

From the point of IEC61850 GOOSE messaging, REF615-2 is subscribed to receive
GOOQOSE signals from REB650 and T60 relays. In order to assign the incoming GOOSE
signals from REB650 and T60, a GOOSE binary input as a virtual input needs to be
created. Form the Insert Function Block library a “GOOSERCV_BIN” as an input
signal is inserted in Application Configuration page of PCM600. After giving name and
details to the signal it can be connected to any other logic functions. Once the
GOOSERCV_BIN input is connected to a logic function loop, its colour will change
from grey to green. The flow of creating binary GOOSE input signal is shown in Figure
5.32. It shows that GOOOSERCV_BIN signal is connected to OR6 logic function
which has a MASTER TRIP output. REF615-2 will send the trip signal to its circuit
breaker as soon as it detects the GOOSE signal from REB650 or T60 (Fig. 5.32)
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Fig. 5.32 The flow of connecting GOOSE input signal to protection functions of REF615-2

The details of GOOSE messages mapped between REF615-2, REB650 and T60 is
provided as REF615-2 GOOSE Signal Matrix in Table 5.9.

Table 5.10 GOOSE Signal Matrix of REF615-2

IEDs 1P Subscriber
T60 REB650 REF615_2
D OO0 O0000n000000ne0 00
T6O. ... .192.168.2.5 00 eeEeOI00I0I0I0I0I0I0I0I0I0I0 00000
O 000000
REBBSO. .o 192166.2.10 SRRRRRRIRRRRRRRRRRRRREE AR
F35 .192.168.2.15 4SS EA SRR e @(@@@E @@ @@
REF615-1 192.168.2.20 Ss5EE:sERERRERERRERRRRREREEIER
...................... ERREZRRREEEEE B EEEEEEERER
REFBLL. ..o 192.168.2.25 ez PR RRRRRRRRRRRRRRRIR
REF615-2. ..o, .192.168.2.30 sssEERRElR22REEEeeREEEERERIE
® | | |® ® @® @® @D | | | |® |® |[® |[® [D (D [D
(sENioR <Ry Ny RN {c By RN [N (SR (o) (o B (e N R (SR (o N (o N (=N
= N WA 0o N (O N WS oo N |
Measter Trip GCB1_T60.LD0.GGIO1.ST.IndL.stVal X
CB1 Interlocking |GCB1_T60.LD0.GGIO1.ST.Ind2.stVal X
— .
< |CBLis Open GCB1_T60.LD0.GGIOL.ST.Ind5.stVal X
CB1 is Closed GCB1_T60.LD0.GGIO1.ST.Ind6.stVal x
Switch Monitoring |GCB1_T60.LD0.GGIO1.ST.Ind7.stVal X
2 Master Trip GCB1_REB650.LD0.TRPPTRC stVal
o
z ﬁ CB2 fail GCB1_REF650.LD0.CCBRBRF stVal x
3|4 |cB2staws 1 GCB1_REF650.LD0.CBSWI.PosCls.stVal x
CB2 Status 2 GCB1_REF650.LD0.CBSWI.PosOpn.stVal x
o |CB6 Fail GCB1_REF615_2.LD0.CCBRBRF stVal x x x
5 CB6 Status 1 GCB1_REF615_2.LD0.CBSWI.PosCls.stVal X X X
IG CB6 Status 2 GCB1_REF615_2.LD0.CBSWI.PosOpn.stVal x X X
N
CB6 Control GCB1_REF615_2.LD0.CBSWI.PosOpn.stVal X X B3
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5.2.7 PLC SLC500
Allen Bradley SLC500/05 is employed as a middleware in the Station Level of the

22/66kV Distribution Terminal Zone Substation to control the operation of equipment
both remotely and locally. This controller enables the operator to interact with IEDs and
other devices through physical switches, locally, or via SCADA HMI, remotely.
Configuration of SLC500 requires two main software interfaces: RSLinx and RSLogix
500. RSLinx operates a gateway to link the RSLogix500 to the PLC controller, where
the RSLogix provides a ladder based programming interface to develop a program for
PLC [64]. To begin, the RSLinx window is run and SLC500/05 is added to its library.
Once the PLC SLC500 appears in the devices list of RSLinx, the RSLogix500 is
launched. It is recommended to read the inputs/outputs and channels configuration of

the PLC machine and copy them to the RSLogix500 memory (Fig. 5.33).

Controller Properties @
General WCOmpi\er} Passwords | Controller Commurications
Processor Type:
5405 CPU — 32K Hem. 05501 Se
Processor Name: |UNTITLED
il 10 Configuration EI = \EI
Program Checksum: casb
Racks Current Cards Awvailable
Program Files: 3 A 7o Bk - Filter [ 110 hd
Data Files: 9
2 |I/0 Rack Mot Installed  » _ Part & | Descrption [~
Memory Used: 93 Instruction Words Used - 26 D e e Fead |0 Copfig 174618 Any pt Discrete Input Module
Memory Left: 28579 Instruction Words Left 1746116 Any 16pt Discrete Input Module £
PowerSupply.... 1746132 Anyp 32pt Discrete Input Module
1746078 Any Bpt Discrete Output Module
‘ ﬁl Part # ‘ Description | 1746-0416 Anyp 16pt Discrete Output Module
1746-032 Anp 32pt Digerete Output M odule
1B nput [SINK) 24 VDT WMCI-153 AMCI Series 1500 Resolver Module
§ Wb C1-1561 AMCI Series 1561 Resolver Module
1746-B45-5/01 BASIC Module - 500 - 5/01
4 VTE0ATE  16-Dulput (TRIAC) 100/240VAC 1745B45-5/02 BASIC Moduie - MOMT capable
5 O1TARIATE Ednput 100120 VAT 17468457 BASIC Moduie - 500 - 5/01
B 17450816 160utput [TRANS-SRC) 10450 VDT 1745845 BASIC Module -MO/M1 capable
LRk, B ackup Scanner Module
Channel Configuration @ Janel Temperature Module
{ode Adapter Module [1/4 Rack)
. {ode Adapter Module [1/2 Rack)
General Chan. 1- System lChan. 0- System ] Chan. 0 - User lode Adapler Module (374 Pack]
Jode Adapter Madule [Full Rack)
Driver |Ethemet Ninboib b A LI Emmiminme 100 Bl
DHRIO Link 1D |0
Hardware Address: |[ERIVE:Sg[VR=[VR:]1]
IP Address: | 192 . 168 . 2 . 95
Pass Thru Routing ,D_
Subnet Mask: | 255 . 255 . 255 . O Table File

Fig. 5.33 Reading the channels configuration of SLC500

SLC500 used in Substation Simulator has 5 channels, two for the binary inputs
(channels 1 and 5), two for the binary outputs (channels 4 and 6) and channel 0 is
occupied by CPU of the PLC (Fig 5.33). Table 5.11 tabulates a list of inputs/outputs
used in the ladder program of PLC SLC500 to monitor and control the IEDs, circuit

breakers, isolators and earth switches utilised in Substation Simulator.

89



e Note: The RSLogix program is written over 120 lines using 65 1/O variables.
Table 5.11 and Figure 5.34 only provide a section of PLC program and its
details. The omplete ladder program and input/output details are provided in

Appendix B.

_ .
# RSLogix 500 Pro - PLC CONFIGURATIONI0 EI@
File Edit View Search Comms Tools Window Help
DBER & $Be o o Sl e s YEeaan drAKE e S -
OFFLINE ¥| |MaFarces Bl N EI H TT 3E 3E <> 4> A AEL Res El
Mo Edits #| [Forces Disabled |# 1
Driver &8 ETHA Node: 0d |4l [\ user ABit A Timer/Counter £ Input/Output 4 Compare |
= >
T, PLC CONFIGUR...[ = |[ = |[ =2 || % L4D2 [ @]f=]
123 Project ol - CE1_Psition CB1 Status to SACAD B
-0 Help N Il 0:0 I
E1-{Z3 Controller 0000 = JE <o
- . = 0 [t}
----- 1 Controller Properties . 17461816
----- Q Processor Status z
----- 1!!,! 10 Cenfiguration B T60 GOOSE ISolation
- Channel Configuration = o RE‘F;PEE
..... Bl Muttipoint Monitor . j'[
=-{Z1 Program Files 2 15
..... B svso- 2
2 CB1_Psition
..... B svs1- - I1 N7:0 B30
----- # LaD2- 000l e ] B — - f— o
-3 Data Files . 0 0 15
----- B¥ Cross Reference = 17461816
----- [ oo-output | Input to T60 to send
..... B n-mpeut 3 GOOSE to REF615)
..... [ sz-sTatus CLOSE CB6 _2 to Clos= CB6
..... [ B2-BMNARY N0 0-6
..... [ T4-TMER 0002 JE 3
..... [ cs-counTer 5 5
..... [ r&-conTrROL 1746-0B16
..... [ n7 - NTEGER Input to T60
----- [ Fe-FLoaT | OPEN_CBI |
i ; NT:0 06
=] D Force Files 0003 5 e
[ oo-outeuT o 0
[ i A =TT g 1746-0B16
{23 Custom Data Monitors
 L.[3 cOM o-untitied F3STRP OPENCES  [NCEINN
i ) I1 NT:0 B3:D
E+Z3 Custom Graphical Monitors 0004 J e == [
¢ [ como - untitled [ 2 2 0
Recipe Monitors. 1746-1B16
- .0 Recips 0- Untiled [ INFile 2 £ | KN
OPEM/CLOSE_CBL is not a valid symbol Entry 2:0002 |APP |READ |Disabled

Fig. 5.34Snapshot of the logical ladder program of RSLogix500
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Table 5.11 List of Inputs/Outputs Used in PLC SLC500

PLC I/O Data Type Af:;giie;,%zefa:gr Comment
CB1_Position | Digital 11:0/0 Status of CB1 as an input to PLC
CB2_Position | Digital 11:0/1 Status of CB2 as an input to PLC
CB3_Position | Digital 11:0/2 Status of CB3 as an input to PLC
CB4_Position | Digital 11:0/3 Status of CB4 as an input to PLC
CB5_Position | Digital 11:0/4 Status of CB5 as an input to PLC
CB6_Position | Digital 11:0/5 Status of CB6 as an input to PLC
Cb1_Position | Digital 04:0/0 Status of CBL1 as an output to be sent to SCADA
CB2_Position | Digital 04:0/1 Status of CB2 as an output to be sent to SCADA
CB3_Position | Digital 04:0/2 Status of CB3 as an output to be sent to SCADA
CB4_Position | Digital 04:0/3 Status of CB4 as an output to be sent to SCADA
CB5_Position | Digital 04:0/4 Status of CB5 as an output to be sent to SCADA
CB6_Position | Digital 04:0/5 Status of CB6 as an output to be sent to SCADA
CB1-Control | Digital 11:0/6 Switch to Open/Close CB1 locally
CB2-Control | Digital 11:0/7 Switch to Open/Close CB2 locally
CB3-Control | Digital 11:0/8 Switch to Open/Close CB3 locally
CB4-Control | Digital 11:0/9 Switch to Open/Close CB4 locally
CB5-Control | Digital 11:0/10 Switch to Open/Close CB5 locally
CB6-Control | Digital 11:0/11 Switch to Open/Close CB6 locally
CB1-Control | Digital N7:0/0 Open/Close CB6 through SCADA HMI
CB2-Control | Digital N7:0/1 Open/Close CB2 through SCADA HMI
CB3-Control | Digital N7:0/2 Open/Close CB3 through SCADA HMI
CB4-Control | Digital N7:0/3 Open/Close CB4 through SCADA HMI
CB5-Control | Digital N7:0/4 Open/Close CB5 through SCADA HMI
CB6-Control | Digital N7:0/5 Open/Close CB6 through SCADA HMI
T60 Digital 11:0/12 Switch to put T60 in TEST mode locally
REB650 Digital 11:0/13 Switch to put REB650 in TEST mode locally
F35 Digital 11:0/14 Switch to put F35 in TEST mode locally
REF615-1 Digital 11:0/15 Switch to put REF615-1 in TEST mode Locally
REF611 Digital 15:0/0 Switch to put REF611 in TEST mode locally
REF615-2 Digital 11:0/1 Switch to put REF615-2 in TEST mode locally
F35 Digital N7:0/8 SCAD HMI command to put F35 in TEST mode
REF615-1 Digital NT7:0/9 rsni,:\eD HMI command to put REF615-1 in TEST
REF611 Digital N7:0/10 rsni,:\eD HMI command to put REF611 in TEST
REF615-2 Digital N7-0/11 SCAD HMI command to put REF615-2 in TEST

mode
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5.2.8 The SCADA System
The 22/66kV Distribution Terminal Zone Substation makes use of the SCADA system

to monitor and control operation of equipment, earth switches isolators and circuit
breakers, without need of physical access to the substation. Citect Vijio software is
employed to develop the SCADA system which is driven by an external controller, PLC
SLC500.

Development of the SCADA system is started by linking a PLC controller as an
External 1/0 Device to the /O Server of SCADA. The IO Server is the processor of the
SCADA which operates as a gateway between PLC controller and SCADA [68, 69].
Figure 5.35 shows the configuration of 1/0O Server and External 1/O Device within
Express Communication Wizard windows. The PLC SLC500 Allen Bradley is selected
as an external 1/0 Device for SCADA system with TCP/IP option to communicate with.
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Fig. 5.35 Configuration of 10 Server and IP for SCADA

I/O Sever of SCADA contains multiple sub-servers, Cluster, Trend, Report, Alarm and
Network servers. These servers extract information from PLC through 1/0O Server to
process and analyse [69]. They also interact with other SCADA servers under
redundancy condition [64]. For instance, if the SCADA system is redundant from the
substation, these servers update the 1/O Server information through other SCADA

Servers.
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The next step is to define the above mentioned sub-servers. The Project Editor page is
lunched to create Cluster, Network, Report, Trend and Alarm servers by choosing a

unique name and details for them. Figure 5.36 shows the steps of creating these servers.

I® Citect Project Editor [ Distribution Terminal Zone Substation ] - UNCOMPILED n(n(Sk
File Edit Tags Alarms System Communication Servers Toels Window Help
al [||o@=| Bldl8 & De «lB E8elRE e
& Cluster [ Distribution Terminal Zone Substation ] = |[ @ ][ %2 | | & Network Addresses [ Distribution Terminal Zone Substation] [ =
Cluster Name Substation e Name LOOD Network e
Comment Address  127.0.0.1
Comment
[ A ] Replace | Delete | | Heb
Record: 1 Al Add l Replace | Delete | | Help il
£ Report Servers [ Distribution Terminal Zone Substation | o || & 28 £ Trend Servers [ Distribution Terminal Zone Substation ] o || @] &2
Cluster Name Subsbation - o Cluster Name Subsbation -
Server Name Report Mode Primary - Server Name Trend Mode Primary -
MNetwork Addresses  Loop Network » Port Metwork Addresses  Loop Network » Port
Comment Comment
[ add ] [ Replace | Delete [ Heb Il add | [ Replace | pelete | [ Hep Il
8 Alarm Servers [ Distribution Terminal Zone Substation | o || & & 8 1/0 Server [ Distribution Terminal Zone Substation | o | = | &
Cluster Name Substation - “ | Cluster Name Substation - -
Seryer Name Alarm Mode Primary - Server Mame 105erver
Metwork Addresses  LOOP Network ~ Port Network Addresses  LOOP Network * Port
Comment Comment
[ add | [ Repiace | [ Deete | [ rHep il aid | [ Replce | [ pelete | [ kb N
I [ Recod 1 of 1 [
L

Fig. 5.36 Steps to create Cluster, Report, Alarm, Network and Trend servers

SCADA systems utilise an HMI (Human Machin Interface) as a middleware between
SCADA operator and equipment. The HMI enables the operator to run the SCADA
program through a touch screen display. Therefore, the next step is to create the HMI
graphic page. But prior to starting design of the graphic page, inputs/outputs of the PLC
must be linked to the virtual components, push buttons and switches which will be used
in the graphic page. This step is called: Creating Variable Tags. Each tag has two main
identities: Address and Tag Name. They represent the inputs/outputs addresses used in
the PLC and SCADA respectively. Figure 5.37 shows an example of creating a variable
tag, CB1_Position, in SCADA. CB1_Position is a variable used to capture the status of
Circuit Breaker 1 from substation using SLC500, via N7:0/0 channel, and transfer it to
the HMI page (Figures 5.37 and 5.38).
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Yariable Tags [ Distribution Terminal Zone Substation ] EI@

-~

Variable Tag Name CB1_Position

Cluster Mame Cluster * [jODevice Mame  IODev -
Address N7:0/0| Data Type DIGITAL -
Raw Zero Scale Raw Full Scale

Eng Zero Scale Eng Full Scale

Eng Units - Format -
Deadband

Comment

Add ] | Replace | | Delete | | Help | il

Fig. 5.37 Example of creating a variable tag in SCADA

Table 5.12 provides a list of input/output variable tags created between PLC and
SCADA.

Note: As it is explained in section 5.3.1, the RSLogix program and SCADA is
written over 120 lines using 65 I/O variables. Table 5.12 only provides details of
only couple of components used in SCADA programming. Full list of variable

tags is provided in Appendix B.
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Table 5.12 List of Variables Tags Used between PLC and SCADA

SCADA Tag Name Data Type | PLC I/O | Comment

CB1_Position Digital 04:0/0 Monitors the status of CB1
CB2_Position Digital 04:0/1 Monitors the status of CB2
CB3_Paosition Digital 04:0/2 Monitors the status of CB3
CB4_Position Digital 04:0/3 Monitors the status of CB4
CB5_Position Digital 04:0/4 Monitors the status of CB5
CB6_Position Digital 04:0/5 Monitors the status of CB6
CB1-Control Digital N7:0/0 Switch to Open/Close CB1
CB2-Control Digital N7:0/1 Switch to Open/Close CB2
CB3-Control Digital N7:0/2 Switch to Open/Close CB3
CB4-Control Digital N7:0/3 Switch to Open/Close CB4
CB5-Control Digital N7:0/4 Switch to Open/Close CB5
CB6-Control Digital N7:0/5 Switch to Open/Close CB6

T60 Digital N7:0/6 Switch to put T60 in TEST mode
REB650 Digital N7:0/7 Switch to put REB650 in TEST mode
F35 Digital N7:0/8 Switch to put F35 in TEST mode
REF615-1 Digital N7:0/9 Switch to put REF615-1 in TEST mode
REF611 Digital N7:0/10 | Switch to put REF611 in TEST mode
REF615-2 Digital N7:0/11 | Switch to put REF615-2 in TEST mode
1S1 Digital N7:0/12 | Switch to Open/Close Isolator 1

1S2 Digital N7:0/13 | Switch to Open/Close Isolator 2

ES1 Digital N7:0/14 | Switch to Open/Close Earth Switch 1
ES2 Digital N7:0/15 | Switch to Open/Close Earth Switch 2
ES3 Digital N7:1/0 Switch to Open/Close Earth Switch 3
ES4 Digital N7:1/1 Switch to Open/Close Earth Switch 4
ES5 Digital N7:1/2 Switch to Open/Close Earth Switch 5
ES6 Digital N7:1/3 Switch to Open/Close Earth Switch 6
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Once all variable tags are created, design of a single line diagram for the 22/66kV
Distribution Terminal Zone Substation is started by inserting all components from
Graphic Builder library into the HMI graphic page. The process of inserting two
components, a switch: CB1 Open/Close and an indicator: CB1, to control and monitor

the Circuit Breaker 1 located in substation is shown in Figure 5.38.




B Citect Graphics Builder - [Distribution Terminal Zone Substation - Main Page2]
Ej. File Edit  Wiew Objects Text Arrange Window

= | || ~=] ||

Tools Help

| FeS ] o O] 5] ] | e | | 2

uuuuu

H

nnnnn

sition=

=

[ fmasi | psusg

Repeatrate: | 500 =] miliseconds Clear Property

Ay |

oK Cancel |

Help \

Fig. 5.38 Inserting a component in the SCADA graphic page

Table 5.12, Figures 5.38 and 5.39 illustrates that the SCADA variable tag, CB1-
Position, captures the status of the Circuit Breaker 1 from substation through PLC,

using N7:0/0 channel, and transfers it to the HMI component, CB1. If the operator

decides to change the position of CB1, an open/close command will be sent from
SCADA to the substation through PLC SLC500 (Figures 5.38 and 5.39).

PLC SLC500
Output 03:0/0 -

T60

Position of Circuit Breaker 1

SCADA HMI

Input :11:0/0 Tag: CB1_Position

Open or Close Circuit Breaker 1

_Input :N7:0/0
Tag: CB1_Control

-

Output 11:5/0

—

} L

CB1_Position CB1_Control

Fig. 5.39 Communication path between SCADA HMI and T60 through PLC

A complete version of the 22/66kV Distribution Terminal Zone Substation SCADA

HMI is depicted in Figure 5.40. The HMI page contains all IEDS, earth switches,

isolators and circuit breakers of Substation Simulator which can be controlled and

monitored from the SCADA control room.
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Fig. 5.40 Snapshot from HMI of the SCADA system used for Substation Simulator
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5.3 System Configuration and GOOSE Mapping

System configuration and GOOSE mapping is the last but not the least important part of
design and development of the 66/22kV Distribution Terminal Zone Substation. Due to
the interoperability issues between multi-vendor devises, this step is very challenging
for Protection Engineers. For instance, in terms of IEC61850 edition, it is highly crucial
to have all CID files written based on one version of the IEC61850 Standard. If one of
the CID files is configured according to the second edition and others are compliment
with only the first edition, the interoperability will be unachievable. Furthermore,
vendor IED proprietary configurator tools and multi-vendor IEC61850-based substation

configurator software need to have same version of the IEC61850 firmware.

Once the process of individual IED configuration is accomplished, IED’s configured
files are exported from devices. These files, then, are imported into IET600 to create a
SCD file of the substation.

The process is started by creating a new project named: Distribution Terminal Zone
Substation in IET600. One of the requirements to achieve the peer-to-peer
communication through GOOSE message is to assign all IEDs to a unique and an
identical sub-network. Therefore a sub-network, WF1, is created as the IET600 default
sub-network to locate all IEDs under this sub-network. The next step is to import the
CID, SCL format, files of ABB relays from PCM600 into IET600. These files contain
the configured but unmapped GOOSE Control Blocks of the REB650, REF615-1,
REF611 and REF615-2 relays. Since these IEDs are configured through the ABB
software and IET600 is also an ABB proprietary software, these IEDs will be
recognised by IET600 and are assigned to the WF1 automatically. Figure 5.41 shows
the flow of creating project file and subnetwork in IET600 followed by importing the
SCL files.
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Fig. 5.41 Importing SCS files into IET600 project file

After imprting the CID files of the ABB relays, there will be two groups of IEDs in
IET600 which can be seen in Figure 5.42. Group 1 is bounded by the red line and
contains Clients 1-5 and the other group is circled in a green colour which consists of all
ABB IEDs.
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o Home Substation IEDs HMIL Communication
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3 Show All Windows
Import  Export
Window SCL
Substation 1 x . ’
E"f" FererE——— | Or2g 2 column header here to group by that column,
5] aa1 MicroSCADA -
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_ gl gl al Al Al | i
Client3 ( : \ =
Clienta Clientl LD0O E
Clients Client2 Lo
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R REBGSCI ............................................. e S o e
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Fig. 5.42 Importing the CID files of ABB relays into IET600

The Clients 1-5 represent the generic IEC61850-based IEDs without any configuration.
CID files of IEDs from other vendors can be imported into these generic IEDs. For
instance, by right clinking on Client 1 and selecting the Update IED option, the CID file
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of T60 relay is imported into IET600 and is copied to Client 1. Since T60 is not an ABB
relay, it needs a slight manipulation to make it compatible with IET600. For instance, it
does not have any sub-network identity which has to be specified manually in IET600
(Fig. 5.43).

oy B TFT6005.2.16 B X
)

Home Substation IEDs HMI Communication

S8
CE CE

Import  Export

’ S Reset Window Position
E5 Show All Windows

Window ScL
Substation x|
=8 Distribution terminal Zone Subst| L 243 Coumn neader e 1o group oy ek coum
® .
MicroSCADA
= Clientl |jf| 1ED Name: AP 1P Address 1P Subnet Unit Number Subnetwork Ap)
! =
Q - [ [ E
w3 Client2
8 Client3 b Clientl 19216825 2552552550
o 6 Clients
- Clients

T w60 sNTPSenver_Primary

IET E T
& SNTPServer_Secondary

Home Substation IEDs HMI Communication

'@

Import  Export

’ = Reset Window Position
£ Show All Windows

Window SCL
‘ W » |« ] »
Substation X erpee i et Sl Substation IEDs Communication H IED stitus Subnetworks | Datasets BData RCBClients GCBData GCBClients SVCBData 4 P
=] D\st:z;vtlontermma\ Zone Subst] = o Rowis: L (Tatal 1) Selectedi 1 Cellfg) Al
i |
ICOSCADA
@ gﬂ IED Name AP IP Address 1P Subnet Unit Number Subnetwork

& Client: Erpand : :
) Client:
- Exportto SCLFile..
G Cliet porttoSCLFile.. fenty
G Client Update IED..

B SNTPS| - | Copy

Delete

Delete Content

q [ » a4 L] 3
Substation| IEDs Communication H IED Status Subnetworks  Datasets RCBData RCBClients GCBData GCBClients SVCBData ¢ b
Update TED.. Rows: 1 (Total 1) Selected: 1 Rowls) A
i

Fig. 5.43 Updating Clientl by importing the CID file of T60

The GCB Data window in IET600 allows the user to check whether the CID file is
imported as it should be or not. It provides the details of GCB1-T60 Dataset which is
already created for T60 using EnerVista software in Section 5.2.2 (Fig. 5.44).
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Fig. 5.44 Checking the content of CGB1_T60 after importing into IET600

After checking the content of GCBs through GCB DATA window, and making sure
that CID files are imported successfully into IET600, all IEDs and their GOOSE
Control Blocks are mapped to each other within the GCB Client window in IET600.
Figure 5.45 shows an example of mapping REB650 to REF615-1, REF615-2, REF611
and T60 relays. These IEDs are selected as subscribers to the Trip Circuit Supervision
Signal being published from REB650. The final step is to export the SCD file of the
substation and write this file into all IEDs individually.

= IETE00 5.2.16 - = X
T H

e

Home Substation IEDs HMI Coemmunicaticn

= Reset Window Position @ @
£ Show All Windows

Import  Export

Window SCL
Substation 2 x|I= — — ’
E“ Distribution terminal Z = rag a column Neader Nere o group Dy that column.
55 [ = |s
i N L — = =
4l Client2 = = g g g
Client3 il 2 12 = N s
. = - wn [15) =]
Client4 2 2 B2 =B 2
. =] ™= ™= ™ =
g Client3 1ED Name LD LN GCB Attached Dataset & = = = =
SNTPServer_Pri == : : : : i i i h §
- rerrnmar | & & & & e |8 (o @ |&
| SMTPServer_Secon
=8 ten ~|[ » rEBSSO LDO LLNO TRPRTRC TRIF x x x x
4 11 3
Substation | IEDs Commun.. || IED Status 5.0 Subnetworks Datasets RCBData RCBClients GCBData GCEClients  SVCBData SVCB 4 P

Fig. 5.45 Example of GOOSE mapping between REB650 and other subscriber IEDs
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The completed view of the IEC61850-Based 66kV/22kV Distribution Terminal Zone

Substation is presented in Figure 5.46.
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Fig. 5.46 Front and rear view of the 22/66kV Distribution Terminal Zone Substation

5.4 Conclusion
Chapter 5 provided the configuration procedure of the IEC61850-based devices through

vendor proprietary tools. This was followed by system configuration and GOOSE
mapping between devices. Signal Matrices of all IEDs (subscribers and publishers)
were provided to enable users to simply track the functionality of GOOSE messages
between IEDs. Most of the control and protection blocks such as CBF, Tie Bus Coupler,
and Busbar Protection were programmed through IEDs’ vendor proprietary tools. A
Citect SCADA system was programmed to use as a middleware to administer GOOSE
isolation and GOOSE messaging from the control centre remotely. All the CID files and
the SCD file of the system were saved as a project file to be used for training and future

system upgrading.
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Chapter 6 - Analysis of Tests and
Results

This chapter aims to use IEDScout and vendor proprietary tools to prove the
interoperability achievement between ABB and GE devices in the established 22/66kV
IEC61850-based Distribution Terminal Zone Substation. Furthermore in this chapter, by
utilising both the isolator switch locally and the SCADA system remotely the GOOSE
isolation will be proposed and examined while the Substation Simulator is energised.
The CMC356 Omicron fault simulator is utilised as a fault simulator device to create

different fault scenarios for further test validation and analysis.

6.1 Introduction

In order to capture the GOOSE massages which are being transferred between IEDs and
to validate the GOOSE isolation in Substation Simulator, the CMC356 fault simulator
test unit is employed with IEDScout as a network analyser. CMC356 enables users to

simulate and inject the following signals into IEDs:
e Secondary analogue voltage and current signals
e Binary simulated GOOSE signals
e Binary sampled value.

CMC356 provides the injection of up to six voltage and/or current sources which can be
either single phase or three-phase. The communication between CMC356 and PC is
achievable through an in built RJ45 port which provides TCP/IP connectivity. Figures
6.1 and 6.2 show the front and rear view of the CMC356 Test Unit.
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Fig. 6.1 Front view of the CMC356 Test Unit
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Fig. 6.2 Rear view of the CMC356 Test Unit

The CMC356 Test Simulator is run by Omicron Test Universe Software. It provides
several protection testing and monitoring modules such as Differential Protection,
Distance Protection, Overcurrent Protection testing as well as IEC61850 Modules

configuration (Fig. 6.3).

After running the Test Universe launch pad, it is highly important to make sure that the
wiring connections between CMC356 and IEDs are correct and there is no risk of
injecting wrong signals into the IEDs. This can be validated via the QuickCMC module
which is located within test modules of the CMC356 Test Universe Software. Thus, the
primary test starts with injecting the single phase fault values 57.73 V and 2 A into one
of the IEDs and capturing the output from the IED and the corresponding circuit
breaker. This is done between CMC356, F35 and CB3 and the results are shown in
Figure 6.4. Since a proper response is received from F35 and its circuit breaker, it is

then assured that the wiring connections between the Test Unit and IEDs are correct.

105



JAOMICRONTestUniverse
Test Universe 3.01 omicron 2

www.omicron.at

WWW.OMICronusa.com

Test Modules Control Center Setup

Stand-alone Startup Create Multifunctional Test Documents Prepare Test Equipment
B QuickcMc {5 Open Existing Test Document @ Test Set Association
W Ramping... % Open Protection Testing Library {i‘) System Settings
ﬁ State Sequencer W Open Examples of Use... ﬁ License Manager
Advanced TransPlay = Open Generic Template ) Language Selection

New Test Document

[ Overcurrent

w Distance... OCC Batch
&) Autoreclosure Test Tools Support
w Differential... Additional Applications Documentation and Assistance
@ synchronizer fis] TransPlay
Annunciation Checker @ Enerlyzer & M :
lanuals
. ) TransView
w Network Simulation... E H . (?) Help
B.a""";;’M ) @ Tips & Tricks
inary lonitor €8 Contacts
Polarity Checker ﬂ OMICRON Assist
0/C Characteristics Grabber < Diagnosis & Calibration.
%d What's New
¥ IEC 61850 Tools...
Configuration Modules
Configures the CMC test set features Custom Get Support
w IEC61850 Modules... EEFEAEIEES Customer Area

B8 CB Configuration
B8 AuxDC Configuration

© 1999-2015 OMICRON electronics | License Information

Fig. 6.3 Omicron Test Universe launch pad and its different modules

OMIC

ﬁ S ’ ] @é EE E—lx B’Mnanesulu

Test Hardware More | Prefault Start Stop Hold | Addto Clear | Report [=] Comment

Object Configuration | ~ Values | Report Report | Settings
Test Setup Test Execution Test Documentation
Test View: QuickCMC1 =R Phasor View: QuickCMC1
Pl i Binary Outputs ———— 732 VA ™ L) Signal __Wagnitude
Fault values. =] Bin, out 1 ]
[RE-
5773V 0.00° 50.000 Hz Encris o
2.000 A -80.00 °  50.000 Hz Bin. out 3 =
80.00° Bin. out 4 =}
577 v 30 4
~Analog Inputs
vde: 0.000V | lde: | 0.0001mA
On Trigger Binary Inputs / Trigger
# Switch off Delay:
~Step [Ramp
Signal(s): |V Fault [-] size: [ oooov]| Dautostep
Quantity: | Magnitude [-] Time: =
Pu Reset: -
577 v | L 304
Phasor View | Impedance View

Fig. 6.4 QuickCMC test module and wiring validation check test

106



6.2 GOOSE Communication and Interoperability

6.2.1 IEDScout and GOOSE Capturing From the Network

After validating the wiring connections between the IEDs and the CMC356 through the
QuickCMC Test, the IEDScout software is used to capture the GOOSE signals that are
being transferred between devices. The IEDScout is capable of sniffing in the network
to obtain the GOOSE Control Blocks and their details including GOOSE Reference
Numbers, App IDs and all associated data sets. It also enables the user to check whether
other IEDs are detecting and responding to the publishing GOOSE signals in the
network or not. Figures 6.5 shows the procedure of sniffing in the network through
IEDScout to capture GOOSE signals.

IEDScout Licensed to Victoria University - L@lil

del.cid H annomai poz16828
default_F§50 ¥700.cid B GEpevi 19216823
DELETE.cid H amnomal no2168210)

B F3Sicd

Fig. 6.5 Discovering GOOSE signal in the network using IEDScout
Once the discovery (sniffing) of the GOOSE messages is finished, all the IEDs and their
GOOSE Control Blocks appeare in the IEDScout Subscribe Window. This window
provides more details about the captured GOOSE Control Blocks such as their GOOSE
IDs, APP IDs and Data sets as illustrated in Figure 6.6.
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Fig. 6.6 Employing IEDScout to prove GOOSE interoperability between IEDs

Wireshark is another type of network analyser software which can be used to capture

and analyse the GOOSE communication in IEC61850-based substation network.

The GOOSE interoperability can also be examined and validated through IEDs. While
Figure 6.7 shows the configuration of the Remote Device (REB650 IED) and the
Remote Input(GOOSE signal coming from REB650) of F35, Figure 6.8 shows the
status of Remote Device and Remote Input of F35 which are online. That means F35 is
receiving the GOOSE signal from REB650.
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Fig. 6.7 Configuration of Remote Device and Remote Input for F35
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Fig. 6.8 Status of the Remote Device and the Remote Input of F35

6.2.2 Comparison of Wired and GOOSE Trip Signal

This section demonstrates the time performance comparison between GOOSE and
wired analog signals. For this purpose, the CMC356 test unit is used to inject the current
into one of the IEDs. Then the trip signals coming via GOOSE and through cable are
captured and compared. After a pre-fault condition, there is no fault injection for about
1 second, then 6 A (as a fault current) is injected into the REF615-1 IED. It is expected
that the REF615-1 IED detects the fault after a short delay. The trip signal is detected
via a GOOSE signal is about 2.6 ms faster than the signal detected through cable.
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Therefore, the aforementioned delay could be reduced using GOOSE communication in
protection systems (Fig.6.9).
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Fig. 6.9 Comparison of GOOSE and wired signal from the point of traveling time in the network

6.2.3 Circuit Breaker Failure (CCBRBRF) Testing Using GOOSE
Message

Circuit Breaker Failure (CBF) is one of the primary Protection and Control functions
that needs to be considered in substation protection design. When any of the IEDs
detects a fault within its zone, it trips and initiates the upstream CBF function
simultaneously. After a certain delay, if the fault is not cleared by the primary IED, the
back-up IED will trip to clear the fault. In the Substation Simulator all the IEDs employ
a GOOSE control block, CCBRBRF, to send the CBF signal to the back-up IED instead
of using a hardwired connection. The upstream IED continuously monitors the status
and position of the circuit breaker located in the fault zone by receiving the GOOSE
monitoring block, SSCBR. If the fault is cleared and the CB is opened, then it will block
the CBF function. Otherwise, it will execute the trip function (Fig. 6.10).
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Fig. 6.10 Overview of all protection, control and monitoring function is used for Substation Simulator
Figures 6.11 and 6.12 show the breaker failure scheme used in the design of the
Substation Simulator between REB650, F35, REF615-1 and REF611.
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Fig. 6.11 Breaker failure design through GOOSE communication

According to the configuration of the F35 IED, once it detects the fault in Feeder 1, it
should clear the fault in 200ms (Fig. 6.12). However, in case of failure to clear the fault,
there is a GOOSE Breaker Failure signal (GCB1_F35.LD0.CCBRBRF.stVal) sending

from F35 to REB650 to initiate its breaker failure protection function.
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Fig. 6.12 Logic used for F35 GE IED to initiate the CBF signal

Similar to the previous section, after applying a stable pre-fault condition, i.e. there is no
fault current, a single phase fault current of 6A is injected into the F35 using CMC356.
Figure 6.13 shows that the trip signal is initiated, and correspondingly the F35 IED expects
the fault current to be disconnected; if not it initiates the breaker failure function within
200ms through both analogues output and GOOSES to activate the REB650 as a backup
protection. In order to test the breaker failure function using GOOSE message, the fault is
kept on the F35 after the initial trip, therefore breaker failure is issued and REB650 issues a
trip command to clear the fault by receiving both GOOSE and wired CBF signal.
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Fig. 6.13 Breaker Failure testing through both GOOSE and cable

In Figure 6.14 results are zoomed and it’s clearly shown that the GOOSE signal for BF,
received by the REB650, is about 7.685 ms faster than the signal that travels through the

cable.

Trip
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Fig. 6.14 Zoomed in photo showing CBF signal traveling time difference between GOOSE and Cable
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Although Section 6.2.2 addressed the comparison of GOOSE and wired signals from
the point of travelling time in the network in detail, the CBF experiment also clearly
illustrates that GOOSE technology is much superior to traditional methods of power
communication when signals or control commands need to travel long distances in the

network.

6.2.4 Sending Different Data Attribute Such as a Boolean
Number through GOOSE Signal

As already explained in Chapter 3, the IEC61850 Standard defines a GoCB which is a
part of a Logical Node of any Logical Device, and it is capable of carrying different
attributes. These data sets and their attributes are able to play a crucial role in the
protection and communication systems in IEC61850 based substations. For instance,
IED trip signal, breaker status, quality and timestamp could be transferred within GoCB

and its data sets.

In this section, the GoCB, which has already been used in Section 6.2.3 for CBF testing
will be used to transfer several Boolean numbers within its standard dataset format to
turn on the LED of the subscriber IEDs. Figure 6.15 illustrates that when the F35 and
REF615-1 receive GCB1_REB650.LD0.TRPPTRC.stVal- coming from REB650 - their
LEDs are turned on. This LED can be used to send a specific warning or alarm to the
control rooms such as trip condition, CB monitoring and other IEDs Status. This is a
further significant advantage of IEC61850 GOOSE message capability which is used
for transferring data, reports, control and protection command both vertically and

horizontally within three levels of the IEC61850-based substation.
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Fig. 6.15 LEDs of F35 and REF615-1 turn on once receive the trip signal from REB650
6.2.5 Busbar Protection

When there is a fault in a busbar, connected to feeders, all IEDs located within that area
must trip to open their CBs. In a traditional substation, there is a hardwired connection
between Busbar IED and other IEDs located within the Bus protection zone. In the
design of BUS 1 of the Substation Simulator, all the hardwire connections between
REB650, F35, REF615-1, REF611 and REF615-2 are removed and the communication
and data transfer between these IEDs is achieved by GOOSE messaging (Fig. 6.10 in
Section 6.2.3).

Using the State Sequencer test module of the CMC356, a three-phase fault current of
4A is applied in BUS 1 which is protected by REB650, F35, REF615-1, REF611 and
REF6150-2 (Fig. 6.16).
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Fig. 6.16 Fault injection to Bus 1 and corresponding IEDs’ responses
Once REB650 detects the fault, it will trip CB2 and simultaneously sends the Master
Trip GOOSE signal (TRPTRC) to F35, REF615-1, REF611 and REF615-2 to trip their

circuit breakers: CB2, CB3, CB4, CB5 and CB66 respectively.

Figures 6.16 - 6.18 show how REB650 and other IEDs located within the BUS 1 zone
communicate with each other using GOOSE messages to clear the fault located in their

Zone.

> Note: as can be seen from Figures 6.17 and 6.18, the REF615-2 IED is also

tripped. However, since its circuit breaker, CB6, is a normally closed circuit

breaker, there is no change in the position of CB6 in the SCADA screenshot.
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Fig. 6.17Screenshot from the SCADA system while the fault is applied within Bus 1 and all
corresponding IEDs are tripped through GOOSE signal coming from REB650
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Fig. 6.18 Snapshot from the Substation Simulator while the fault is applied within Bus 1 and all
corresponding IEDs are tripped through GOOSE signal coming from REB650

6.2.6 Bus Tie Circuit Breaker

The Bus Tie Circuit Breaker, BTCB, or Bus Coupler Switching is used when it is
required to switch the in-service transformer between buses in case of any failure in one

of the transformers or conducting a regular maintenance service. For instance, if
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Transformer 1 requires a periodical maintenance test, it needs to be isolated from
66/22kV Line 1. This will cause a total power interruption for the Feeders 1, 2 and 3
which are supplied by the energised 66/22 kV transformer in Line 1. In order to avoid
this interruption in the Substation Simulator Distribution Feeders, a Normally Open CB
is used as BTCB between Bus 1 and Bus 2 to switch Transformer 1 and Transformer 2.
The BTCB will be closed through control GOOSE Signal, CBXCBR, which comes
from T60. The drawback of this scheme is that, by closing CB5, there will be a huge
amount of current flowing back toward Transformer 1 if there is a fault within the
transformer zone. This shortfall is resolved by interlocking CB1, CB2 and CB6. If CB6
is closed, tripping either CB1 or CB2 will open CB6 as well. Therefore REF615 2 is
continuously monitoring CB1 and CB2 status through GOOSE signals, CBSWI.Pos,
being published from T60 and REB650. Figures 6.19 and 6.20 show the status of
Isolator Switch 1, Isolator Switch 2, CB1 and CB6 (BTCB) before and after isolation of
the 66/22 kV transformer of the Line 1.

REf615-2
®

REf615-1 REf611

Fig. 6.19 Status of CB1 & CB6 under normal operation condition
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Fig. 6.20 CB1 & CB6 after the isolation of Transformer 1 using IS1 & 1S2

Figure 6.20 depicts that when Isolator Switch 1 and 2 are opened, REF615-2 receives a
GOOSE signal, GCB1_T60.LD0.CBSWI.PosCls.stVal, from T60 to close CB6 to
prevent power supply interruption in Feeders 1, 2 and 3.

>Note: CB1, CB2 and CB6 are interlocked with each other through the GOOSE
signals: TRPTRC and SSCBR for safety and protection of Bus 1. It means, if
REB650 trips, REF615-1 will trip regardless of the status of the T60 IED and

Transformer 1.

6.3 GOOSE Isolation for Maintenance Service Purposes

In order to maintain a substation protection under normal operating conditions, and keep
it up-to-date in response to the latest requirement of the industry standard, periodical
maintenance testing needs to be performed. Its goals are therefore to detect and
diagnose equipment problems, or to confirm whether all required actions taken to
modify configuration, replace, repair or upgrade protection devices or other components
of the fault clearing scheme, have been effective or not. The maintenance could be

divided into two sub-categories as follows:

e Scheduled Maintenance Test

e Maintenance Test Due to Abnormal Protection System Performance

In this chapter, two types of maintenance test are carried and the results are validated.
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6.3.1 Scheduled Maintenance Test

Scheduled Maintenance Test is a part of the “Site Maintenance Proposed Plan”,
performed periodically to prove that the protection system and their devices meet all the
requirements of the system. Moreover it examines whether all individual components
work under normal conditions in compliance with the configuration of the protection
scheme. In this section, the T60 transformer IED is isolated for the Maintenance Test.
Before doing any test and injecting simulated fault signals into T60, Isolator Switches 1
and 2 are opened to isolate the 22/66kV transformer Line 1. By doing that, the CB6,
Bus Tie Circuit Breaker, is closed automatically, due to interlocking with the Isolator
Switches, to supply power to the Feeders 1, 2 and 3 through 66/22kV line 2 (Fig. 6.20 in
Section 6.2.6).

After isolation of the Transformer 1 from Line 1 and closing of the CB6, the T60 IED
can be tested for maintenance services. A three-phase 4A and 57.73V, fault values, are
injected into the T60 IED after applying a pre-fault condition; there is no fault injection
for about 1 second. Without doing any GOOSE isolation, T60 will be tripped in 70 ms.
Due to interlocking between CB1 and CB6, T60 sends the GOOSE trip signal,
GCB1_T60.LD0.GGIOL.ST.Ind1.stVal, to the REF615-2 to open the CB6 (Figures 6.21
and 6.22).
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Fig. 6.22 Screenshot from the SCADA system while fault is applied to T60

Since the fault that is applied to the T60 is only simulated for the test purposes, sending

a trip signal to CB6 and opening CB6 is an unwanted reaction that needs to be
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prevented. Therefore, T60 is set to the Test mode through PLC program and the

SCADA system from the control centre to avoid sending GOOSE trip signal to CB6

(Fig. 6.23). By doing this, all signals which are published from T60 under test

conditions are blocked and will not be sent to other IEDs. Thus by redoing the test

scenario, REB615 2 will not be tripped because of the absence of incoming trip signal

which can be seen in Figure 6.24.
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Fig. 6.23 Isolation of T60 via PLC/SCADA by trigging the Input: N7:0/15
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Fig. 6.24 as T60 is set to Test mode, it did not send trip signal to REF615-2

In order to assure the administrator in the control centre that T60 is under test and its
signals are isolated, a flashing light, TEST MODE, is designed in the SCADA screen

which can be seen in Figure 6.25.
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Fig. 6.25 Once T60 is set to Test mode, it starts to flash the TEST MODE indicator in the SCADA screen

In this test, although there is no output trip or any other control signals from T60 to
other IEDs, its performance and CB trip time can be captured internally through

CMC356 which is the aim of the maintenance Test (Fig. 6.26).
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Fig. 6.26 Time performance of T60 captured by CMC356

6.3.2 Maintenance Test Due to Abnormal Protection System
Performance

This test is performed when a device or its operation in the system are detected faulty:
viz. in the context of fault detecting and clearing schemes, if a device operates when it is
not supposed to, or it does not operate when is required. Therefore, the faulty device
needs to be isolated and tested to identify the problem associated with it and to take
effective action to stop any additional damage to the rest of the system. When an IED is
being fixed, upgraded and tested; any interruption and unnecessary reaction in
substation should be eliminated. Therefore, in order to make the IED under test to
discard and bypass all live GOOSE messages coming from the other IEDs without any
response, the IED is set to the TEST mode. As already explained in Section 6.2.5; when
there is a fault in Bus 1, connected to Feeders 1, 2 and 3, all IEDs located within that
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area must trip to open their CBs. In a traditional substation, there is a hardwired
connection between Busbar IED and other IEDs located within Bus protection zone. In
the design of BUS 1 of the Substation Simulator, all the hardwire connection between
REB650, F35, REF615-1 and REF611 are removed. The communication and data
transfer between these IEDs is achieved by GOOSE messaging. This means, if REB650
detects any fault, it will trip CB2 through hardwire connection and simultaneously sends
the master Trip GOOSE trip signal (TRPTRC) to F35, REF615-1, REF611 to trip their
circuit breaker indirectly. If one of the IED for instance, REF615-1 is faulty and needs
to be fixed or upgraded, it should ignore any signal coming from Busbar REB650 IED
during the service. A method of device isolation is used with combination of PLC
programming and SCADA system to isolate REF615-1 from the substation (Fig. 6.27).
By doing that, REF615-1 will basically bypass any signals receiving from other IEDs
and will not trip because of the trip signal that is coming from REB650.
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Fig. 6.27 REF615-1 is set to TEST mode via PLC/SCADA by trigging the Input: N7:0/6

Using CMC356, three phase fault values: 4A and 57.73V as secondary side values are
injected into REB650 and it is expected all IEDs namely: REB650, REF615-1, F35 and
REF611 are tripped. But as can be seen from Figures 6.28 - 6.30 the REF615-1 which is
set to TEST Mode and isolated from the network does not react to the incoming trip

signal and ignore it.
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Fig. 6.29 Screenshot from the SCADA system while REF615-1 is in test mode and its ignorance to
incoming trip signal from REB650
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REF615-1 is
not tripped

Fig. 6.30 Snapshot from the Substation Simulator while REF615-1 is in test mode and its ignorance to
incoming trip signal from REB650

e Note: In section 6.3.1 the publisher IED (T60) and its publishing GOOSE
signals are isolated from the network, whereas in Section 6.3.2 the receiver IED
(REF615-1) is isolated from network.

The methods of isolation that are provided in this chapter are completely
independent from vendor tools and vendor devices. It is only programmable and
manageable though PLC and the SCADA system. Therefore, the multi-vendor
interoperability issues for IED testing which is currently one of the topmost
challenges that protection engineers are dealing with in IEC61850-based substations
when IED isolation and testing is required is resolved.

6.4 Conclusion

This chapter demonstrated the IEC61850 interoperability and GOOSE communication
between ABB and GE IEDs using both IEDScout and vendor proprietary tools. By
examining different protection test schemes such as Circuit Breaker Failure Protection
system, it is proved that GOOSE technology is much superior to traditional methods of
power communication when signals or control commands need to travel long distances
in the network. In this chapter, a novel method of GOOSE isolation was revealed and
validated through the SCADA system under device testing condition using multiple
scenarios such a Busbar Protection, Transformer Maintenance and Feeder Relay
Maintenance. The test method and results that provided in this chapter potentially
enable engineers to test any IED, regardless of its manufacturer, without GOOSE

interruption in an IEC61850-based zone substation.
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Chapter 7 - Conclusion

7.1 Introduction

In recent decades, to a great extent interoperability has been a topmost challenge in
multi-vendor substations [5, 37-39]. Existing protocols were unable to fully warrant
different vendor IEDs to communicate with one another [5, 6]. The reason behind this
was that manufacturers purposely designed their products using their own proprietary
tools, meaning customers had to favour one vendor more than another [2, 40]. In doing
so, manufacturers practically configured their products in such a way that if one piece of
equipment failed, then all or some accompanying devices required replacement. This
was a major downfall for substations as a great deal of auxiliary equipment which was
rather expensive needed to be stockpiled. Therefore, an urgent need for an international
communication protocol as a Lingua Franca has become an essential but hot topic for
power protection and substation automation systems [8, 41]. The International
Electrotechnical Committee (IEC) and IEEE worked together to produce a systematic
communication structure for utilities in 1990 [1, 6]. The objective of this collaboration
was to make use of all “off-the shelf” existing protocols to achieve a friendly, reliable,
flexible and robust protocol capable of fully supporting interoperability in a multi-
vendor environment. The idea of splitting a massive problem into small pieces with
defined detailed solution for each segment was used as an object-oriented model [9, 16].
As a consequence, the first version of IEC61850 was announced in 2004 as an
international standard which provided a detailed specification of layered substation
automation architecture [8]. The communication architecture is composed of an abstract

definition of classes and services which are independent of underlying concrete protocol
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stacks and deployment platforms [14]. The IEC61850 Standard incorporates the use of
logical nodes to resolve problems related to interchangeability, but also physical
character mappings to overcome IED proprietary restrictions. The protocol does not
describe any individual implementations, communication architectures or product
functionalities. It instead focuses on the visible specifications of both primary and

secondary equipment [7].

The IEC61850 Standard is the first and ubiquitous international standard to warrant all
communication requirements within SASs. The IEC61850 Standard provides full
interoperability and interchangeability capability between intelligent devices, regardless
of their manufacturer. The IEC61850 has the capacity to co-operate with existing
conventional protocols (i.e. Modbus or DNP3) given that Ethernet switches support
both fibre and copper interconnections. The standard makes use of cost-effective
GOOSE messaging technology to replace the traditional copper wiring.

Although IEC61850 is widely accepted around the globe due to the significant benefits
that it provides compared with conventional hard-wired solutions, there is still
resistance from utilities to welcoming the IEC61850 implementation. This may perhap
be due to the lack of knowledge that engineers have about the standard and/or because
of several ambiguous topics that are still not addressed in detail in the context of
IEC61850.

This chapter summarises the final remarks and future work of this PhD research.

7.2 Major Accomplishments and Benefits

The IEC 61850 standard has defined various ways of implementing a test bit for testing
purpose. However, there is not yet a standardised GOOSE isolation procedure in the
standard that all vendors comply to. Three major accomplishments have been satisfied
throughout the research including the construction of the 66/22kV IEC61850-based
Distribution Terminal Zone Substation, GOOSE interoperability between GE and ABB
IEDs, and the development of a novel method of GOOSE isolation for IED testing

purposes in an energised multi-vendor substation.

Chapter 2 provided a comprehensive literature review of the traditional and the existing
standards such as Modbus and DNP3. It proposed that the IEC61850 Standard is the
first and ubiquitous international standard to warrant all communication requirements

within SASs. In Chapter 2 it is explained in theory how IEC61850 provides full
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interoperability and interchangeability capability between intelligent devices, regardless

of their manufacturer.

A detailed description of the hardware inventory and wiring layout of the Substation
Simulator and the connection diagram between equipment was provided in Chapter 4.
The constructed Substation Simulator was modelled in section of an IEC61850-based
zone substation system. It was shown that the selection of equipment to be interoperable
in an IEC61850-based substation is a complex procedure that requires a high level of
protection and communication engineering skills. In the design of the Substation
Simulator, copper wiring is reduced considerably to only a few copper links between
CBs and IEDs. GOOSE messages have been sent across fibre optic cables to other IEDs
for the majority of protection, control and monitoring functions. This upgrade offers
several benefits including reduced wiring costs, higher data performance and automated
link status. All the wiring and hardware installation design can be used as references for

training and future development purposes.

Chapter 5 provided the flow of the individual IEC61850-based devices configuration
through their vendor proprietary tools. This was followed by system configuration and
GOOSE mapping between devices. Signal Matrices of all IEDs (subscribers and
publishers) were provided to enable users to simply track the functionality of GOOSE
messages between IEDs. Most of the control and protection blocks such as CBF, Tie
Bus Coupler, and Busbar Protection were programmed through IEDs’ vendor
proprietary tools. A Citect SCADA system was programmed to use as a middleware to
administer GOOSE isolation and GOOSE messaging from the control centre remotely.
All the CID files and the SCD file of the system were saved as a project file to be used

for training and future system upgrading.

In Chapter 6 demonstration of GOOSE interoperability and GOOSE management in a
multi-vendor substation was revealed. The GOOSE interoperability and peer-to-peer
communication between ABB and GE IEDs fully were achieved and demonstrated
using IEDScout as a network analyser. GOOSE isolation which has been the main
challenge in IEC61850-based substations, was resolved through the SCADA system
under device testing condition using multiple scenarios such a Busbar Protection,
transformer maintenance and feeder relay maintenance. The achievement of this
research project will potentially enable engineers to test any IEDs, regardless of its

manufacturer, without GOOSE interruption in an IEC61850-based zone substation.
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Overall, several reasons such as trained workforce, budget concerns, lack of tools and
knowledge have led to the slow migration of the IEC61850 Standard into substations.
Therefore, the mainstream engineers have either never or only vaguely been exposed to
the intricacies of the IEC61850 Standard. Those who have had some experience usually
are forced to learn 'on the job'. This enforces utilities to manage their networks using
traditional hardwired solutions, even though alternative and far more cost- effective
Ethernet and fibre optic technologies in the form of the IEC61850 Standard are
available. The 22/66kV IEC61850-based Distribution Terminal Zone Substation has
been developed using all the latest technology and equipment, and is considered state of
the art. It can be utilised as a platform for the development, research and training of

university graduates and power system personnel.

7.3 Future Work and Recommendation

Even though substantial accomplishments have been made through this research study,
there are still several ambiguous topics in IEC61850-based substation automation
systems that required further investigation, clarification and development in future
work. Whereas Station, Bay and Process levels are part of the IEC61850 Standard
architecture, much of the progress till date on IEC61850 has been based on Station and
Bay level communications between HMI computers, Ethernet switches and IEDs. This
means the IEC61850-9-2 has been largely unexplored and abandoned by utilities and
academics. IEC61850-9-2 initiates Non-Conventional Instrument Transformer
Technology (NCITT) into the Process level, breaking the constraints of conventional
CTs and VTs. Future work is required to improve synchronisation between digital
sources and switchgear that transmit sampled data over the network using IEEE 802.
This includes management of these SVs in IEC61850-based substation in terms of
device testing. When switchgear or a NCIT requires an isolation for testing purposes, its
SVs need to be isolated to avoid any unwanted interruption between Bay level devices.
This is a challenge due to the fact that the IEC61850 Standard has not been addressed

clearly and in detail.

Furthermore, nowadays smart grid makes use of technologies, such as state
estimation, that improve fault detection and allow self-healing of the network without
the intervention of technicians. This ensures more reliable supply of electricity and
reduced vulnerability to natural disasters or attack. Since, smart grid is a platform run

by IP interfaces and provides open admission to a third party to the IP infrastructure and
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physical network, failure to secure the IP infrastructure will cause series interruption
and/or damage in the network. “On December 23, 2015, the Ukrainian Kyivoblenergo, a
regional electricity distribution company, reported service outages to customers. The
outages were due to a third party’s illegal entry into the company’s computer and
SCADA systems: Starting at approximately 3:35 p.m. local time, seven 110 kV and 23
35 kV substations were disconnected for three hours. Later statements indicated that the
cyber-attack impacted additional portions of the distribution grid and forced operators to
switch to manual mode. The outages were originally thought to have affected
approximately 80,000 customers, based on the Kyivoblenergo’s update to customers.
However, later it was revealed that three different distribution companies were attacked,
resulting in several outages that caused approximately 225,000 customers to lose power
across various areas” [70]. Recently a great deal of importance has been given to the
theoretical and practical aspects of security in IEC61850-based systems [32, 71-73],
however, cyber security for SCADA systems and IT networks with VLAN
infrastructure is still a grey area for utilities that need to be further explored in future

research works.

In addition, a modern power system automation and application of intelligent protection
system can be designed based on the IEC61850 Standard where “read and write”
services can be used to update protection settings. This can be a potential research area
for design and development of Multi-Agent Systems (MAS) which is becoming a
promising industrial research approach in dealing with the complexities in the future
power system networks. Thus, research on IEC61850 standard and existing
communication services for real-time adjustment in the settings of the relays will
highlight possibilities in deployment of MAS using IEC61850 standard.
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Table A.1 IEDs and Devices Specifications Used for 66/11 kV Substation

Device

Vendor Function IP Address Model Number
Name
RSG2100_1 | Siemens Managed Ethernet Switch 192.168.0.1 FXO01FX01FX01TX01FGO11FGO1
- g 192.168.2.100
RSG2100_2 | Siemens Managed Ethernet Switch 192.168.0.2 FXO1FX01FX01TX01FGO11FGO1
- & 192.168.2.300
T60 GE Transformer Protection Relay 192.168.2.5 J\(/);)—(HKH—F8N—H6N—M8M—P6N—UXX—
REB650 ABB Busbar protection 192.168.2.10 Version 1.3 A03X00-X---B1X0-DH-SB-E
F35 GE Feeder Protection System 192.168.2.15 TO3-HKH-F8N-H6N-M67-P67-UXX
Feeder Protection and Control: Non-Directional
REF615-1 | ABB O/C, Non-directional E/F, voltage & frequency | 1o, 16g 5 5 HBFHAEAGBEH1BCN11G
based protection, synchro check and CB
condition monitoring (RTD option)
Feeder Protection and Control : Non-
REF611 ABB 192.168.2.2 HBBAAA1AN1XE
6 directional O/C and non-directional E/F 92.168.2.25
C30 GE Feeder Protection 192.168.2.30 N-A-D-F-2-G-5-HI-6E
F650_1 GE Feeder Protection 192.168.2.35 N-A-D-F-2-G-5-HI-6E
Busbar and multipurpose differential
REB611 ABB protection and control Relay 192.168.2.40 HBAAAAINNIXE
Feeder Protection and Control:
Non-Directional O/C, Non-Directional E/F,
REF615_2 ABB voltage & frequency based protection, synchro- | 192.168.2.45 HBFHAEAGBEH1BCN11G
check and CB condition monitoring (RTD
option)
Allen .
PLC SLC500 Bradley Programmable Logic Controller 192.168.2.95 SLC/05-CX/101
CMC35 Omicron Fault Simulator Unit 192.168.2.50 CMC356.3 U.T76
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MRC series
C5-A3x

11-pin, power relay, 3-pole, plug-in, faston

= comat

!

s RELECO

RLDO OF RELAYS

Type

C5-AdwS ...V
Power relays, 3 change-over contacts

Maximum contact load

16 AMDOV AC-A 05 A0V DCA

16 A0V DG 0,2 Ar220V DC-1
Contacts
Material Standard Code 0 Aghi
Rated current f6A
Switch-om cument mec (20 ms) 40 &
Switching volage max 00V
A load (Fig 1) 4 kWA
DC load see Fig. 2
Coil
Cail resistanca see table; folemnce + 10%
Pick-up woltage < 0.8 %Lk
Releasze voltage =01 %y
Mominal power 2.4 VA [ACY .4 W [DC)
Fig.1 AC voltage endurance
Coil table
B —
ll;'l\ AC-1 -
- o Coe ¢ 0.4 mm
E éﬁ
3 —=
Vit s, 1 min @ = —
1000 V s S N
4k £ T
4k o
Insulstion resistance at 500V =3 G0 kA 068 133 2 26 33 4
insulstion, IEC 61810-1 4 ki3 -
= . ' Fig. 2 DC load limit curve
Specifications
Ambient temperature cperationstorage -40 {no ice)....B0 S -840 . BD ST :E‘ ™ | |
Fick-up timaounce time 20 me'= 3 ma N T oo —
Release fime/bounce time 10 ms's 1 ma X Y —
Mechanical e ops AC: 10 MILDC: 20 Mill i
C voltage endurance at rated load =100000 switching cycles 1 \ -
Switching frequency at ated load = 12004 o = —
Frotection class F40 E_ — —
Weight S5 g = —
o —
Standard types wot 50 100 150 200
VAC b0 Hz/60 Hz: 24, 48, 115, (120), 230, (240) C5-A3DAC ..V
LED Co-AIAC .V
RC suppresor (max 250 V) Ch-ABORAC ...V
VDC 24, 48, 110, 220 C5-A3DC ..V
LED C5-ANLDC ..V
Free wheeling diods CH-AIDNDC ..V
Polarity and free wheeling diode CE-AIFNDC ..V
AC/DC bridge rectifier 24 V, 48 V, 60 V CE-ABBNUC ..V
"..." Enter the voltage for full type designation
Accessories Technical approvals, conformities
Socket 56-5, 56-L, 56-P, 55-P0, 56-M
Cptional accessories (blanking plug): S0-NP, 50-0P mu: c@“ @" c € E}ﬁ;

Fig. A.1 Technical specifications of dummy circuit breakers
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Table A.2.a Order Code instruction for ABB IEDs

DESCRIPTION

48

Standard configurations, analog and binary 10 options

Standard configuration descriptions in short:

A =Non-directional O/C and directional EF protection.

B = Non-directional O/C and directional EF protection,
CB condition monitoring

C =Non-directional O/C and non-directional E'F protection

D =Non-directional O/C and non-directional E'F protection,
CB condition monitoring

E =Non-directional O/C and directional ET protection with
phase-voltage based measurements, CB condifion monitoring

F = Directional O/C and directional EF protection with phase-
voltage based measurements, undervoltage and overvoltage
protection, CB condition monitoring

G = Directional O/C and directional E'F protection, phase-voltage
based protection and measurement functions, CB condition
moenitoring, (sensor nputs)

H =Non-directional 0/C and non-directional E'F protection, volt-
age and frequency based protection and measurement funec-
tions, synchro-check and CB condition monitoring

HBFFAEAGBCCIBBAIXD

Std. conf A: 41+ Uo (Jo 1/5A)+3BI+ 6 BO AAAAA
Std. conf A: 4]+ Uo (Jo 0.2/1 A)+3BI+ 6 BO AABAA
Std. conf B: 41 +Ub (To 1/5 A) + 11 BI+ 10 BO BAAAC
Std. conf B: 41 +Uo (Io /3 A)+ 17 BI+ 13 BO BAAAFE

Std. conf B: 41 +Uo (Io 0.2/1 A) + 11 BI + 10 BO BABAC
Std. conf B: 41 +Uo (Io 0.2/1 A)+17BI+ 13 BO BABAE

Std. conf C: 41 (To 1/5A)+ 4 BI+ 6 BO CACAB
Std. conf C: 4l To 0.2/1A)+4BI+6BO CADAB
Std. conf D: 41 (To 1/5 A)+ 12 BI+ 10 BO DACAD
Std. confD: 41 (To V5 A)+ 18 BI+ 13 BO DACAT
Std. conf D: 41 (To 0.2/1 A)+12BI+ 10 BO DADAD
Std. conf D: 41 (To 0.2/1 A)+ 13 BI+ 13 BO DADATF
Std confE: 41 (Jo 1/5 A)+ 55U+ 16 BI+ 10 BO EAFAG
Std. conf E: 41 (Te 0.2/1 A)+5U+ 16 BI+ 10 BO EAFAG

Std. conf F: 41 (To 1/5A)+ 35U+ 16 BI+ 10 BO [FAEAG
Std. confF: 41 (To 0.2/1 A)+ 35U+ 16 BI+ 10 BO FATAG

Et;i_ncgaf G: 3Is+ 3Us +lo (To 0.2/1 A) + 8 BI GDAAH
Std. conf H: 41 (To 173 A) + 535U+ 16 BI+ 10 BO HAEAG
Std. conf H: 41 (To 0.2/1 A)+ 5U + 16 BI+ 10 BO HAFAG
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Table A.2.b Order Code instruction for ABB IEDs

HEFFAEAGBCCIBBAIXD

HBFFAEAGBCCIBBAIXD

# | DESCRIPTION
11 | Communication protocols
IEC 61850
(for Ethemnet communication modules and IEDs A
without a commmunication module )
Modbus
(for Ethemet/serial or Ethemet + senial commu- B
nication modules)
IEC 61850 + Modbus
(for Ethemet or serial + Ethernet comnmmnication [C]
modules)
IEC 60870-5-103
(for serial or Ethernet + serial communication D
modules)
DNP3
(for Ethemet/senial or Fthemet + senal commu- E
nication modules)
Table A.2. ¢ Order Code instruction for ABB IEDs
# | DESCRIPTION
0 | Communication modules (Serial'Ethernet)
- | Serial B5-485, incl. an input for IRIG-B + Ether- AA
10 | net 100Base-FX (1 x LC)
Serial R5-485, incl. an input for IRIG-B + AB
Ethemet 100Base-T3 (1 x RI-45) -
Serial R5-485. incl. an input for IRIG-B AN
Serial glass fibre (ST), incl. an R5-485 connec-
tor and an input for IRIG-B (cannot be combined BN
with arc protection)
Serial glass fibre (ST) + Ethernet 100Base-TX
(1 x RJ-45) + Serial ES-485 connector, RS- BB
232/485 D-Sub 9 connector + input for IRIG-B
{cannot be combined with arc protection)
Serial glass fibre (ST) + Ethernet 100Base-TX BD
(3 xRJ45)
Serial glass fibre (ST) + Ethernet 100Base-TX
and -FX (2xRI45+1x1LC)
Ethemet 100Base-FX (1 xLC) NA
Ethemet 100Base-TX (1 x RI-45) NB
Ethernet 100Base-TX (2 xRI45+1xLC) NC
Ethemet 100Base-TX (3 x RI-45) ND
Mo commumnication module NN
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Table A.2. d Order Code instruction for ABB IEDs

HBFFAEAGBCC]

DESCRIPTION

Language

English

English and German

English and Swedish

English and Spanish

English and Russian

English and Portuguese (Brazilian)

m:nu-.hu-'EI

13

Front panel

Small LCD

e

Large LCD with single line diagram (SLD)

14

Option 1

Auto-reclosing

Arc protection (Tequires a communication module,
cannot be combined with communication modules BN
or BB)

Arc protection and auto-reclosing (requires a commu-
nication module, cannot be combined with commumi-
cation modules BN, BB)

MNone

Option 2

Directional carth-fault protection (only for std configu-
rationc A. B, E. F, G)

Admittance based earth-fault protection (only for std
configuration: A, B, E, F, G)

MNone

2

16

Power supply

48.250VDC, 100240 VAC

24.60VDC

v ([=]

17

Vacant digit

Vacant

18

Version

Version 3.0

=l

Examplecode: HEFFAEAGBCCIBBAILIXD

Your ordering code:

Digit (%) 1 2 3 4 5 6 7 8

Code
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10 11 12

13 14 15

16 17 18




Table A.3 Order code instruction for GE IEDs

F35 -
Base Uinit F35
CPU

* oo o* * _Frr_He_ME_pe_U**_ W *  For Full Sized Honizontal Mount
| Base Unit
E RS5i:85 + RE485 (IEC 61B50 oplien not ovailable)
J RS5585 + multimode ST 100Basery
K R5:85 + multimode 5T Redundont 100Bosery
[ RS485 + 10/100 BaseT
T RS&85 + three mulfimode SFP LC 1008aseFy. Req PW w7t or higher
u R5:85 + two multimode SFP LC 100B0sefX + one SFP R4S 10050ssT.
Req P v or higher
RS5&85 + three SFP RUAS 100B0seT. Req PW wFiod or higher
Ho software options
IEC 61350
Cybersentry UR Lvl 1. Req UR A 7 or higher
IEEE 1588. Req UR FW 7.t or highar
FRP
IEEE 1588 + Cybersentry UR. Req UR PW 730t or higher
Horizontal [19" rock) - Standord
Horizontal [19° rock] - Harsh Chemical Environment Option
vertical (3/4 size) - Standord
vertical (3/4 size} - Harsh Chemical Ervironment Cipticn
vertical Front Panel with English Display
Enhanced Garman Front Panel
Enhanced German Front Panel with User-Programmable Pushbuitons
Enhanced English Front Panel
Enhanced English Front Panel with User-Programmaibde Pushbuitons
Enhanced French Front Panel
Enhanced French Front Panel with User-Programmeable Pushbutions
Enhanced Russion Front Panel
Enhanced Russion Front Panel with User-Progrommable Pushbuttons
Enhanced Chinese Front Panel
Enhanced Chinese Front Ponel with User-Progrommabie Pushibutions
Enhanced Turkish Front Panel
Enhanced Turkish Front Poned with User-Programmable Pushbutions
Pawer supply H 125/ 250 v aciDC
(s2e note 2 below) H RH 125/250 W AC/DC with redundont 125/250 v AC/DC power supply
L 24 - 43 V [DC only]
aF Stondand &CT/avT
8G Sencitive Ground SCTIGVT
8H aH Stondand BCT
a8l
aL

=

Software Options
(see note 1 below)

28BERE

Mont / Coating

m <L

User Interface

<ge€cHOETIrE-—"T

CT/VT DsP

BE

Sensitive Ground 8CT
Standard &CT/4VT wi enhanced diognostics
aM M sensitive Ground 4CT/avT wif enhanced diognostics
Standard BCT wi enhanced diognostics
Sensitive Ground 8CT wi enhonced diognostics
IEC 61E50 Process Bus 81 8 Port IEC 61850 Process Bus Module
Digital Vo KK OMM Mo Module
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7l 1300 nm, multimode, LED, 2 Chanmels

i 1200 nm, singlemode, ELED, 2 Channels

75 G.703, 2 Channels

T RS4&22, 1 Channel

W R5422, 2 Chonnels

76 IEEE C37.94, 320 nm, muftimode. LED, 1 Channel
77 IEEE C37.9&, 820 nm, muftimode, LED, 2 Channel
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Fig. A.1.2 Default wiring diagram for REF615 ABB IED
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Fig. A.1.3 Default wiring diagram for REF611 ABB IED

1/1x19” Designation for 3U, 1 TRM
Rear view slot
Module Slot Terminal
COMOS pCOM X0, X1, XB. X9. X304
COMD3 pCOM 0, XB, X9, X10, X1, %2, %3
Fpilo—————————— — i TRMO! p2 ®101, %102
2 FSMO1 pRSM X317, A319, X420
PSMOZ
PEMO3
- pCOM — Eloot pd X321, %324
Bloot pd %326, X329
BlOO! ps X331, X334
p= FPesition BIOD1 pE X336, X339

Rear view terminal, COMOS 128|, IRIG-B, R5485, 1 Eth. LC opt. ST serial Cor‘r‘lpreuswor or F\ngL.lC erminals

e 2 - m. ot g s - 25
= E - 1]
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i
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" o | 7 18
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X0 Xl o X8 x X9 fﬁ,a- = ev
OO g9 | g9 ] | S
x 2% 2
Rear view terminal, COMO3 IRIG-B, RS485, 3 Eth. LC opt. ST =
3% #f s 13
R .
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5 s El ]| 13
= % &F 1T 9%
Bl | ]
X0 w X8 T KD K X2 K3 - 2 - 24
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Fig. A.1.5.a Default wiring diagram for REF650 ABB IED
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1 I 2 I 3 I 4 I AS I 3 I 7 I 8

Copr. AR AR

Communication module COMOS 12Bl, IRIG—B, RS485, 1 Eth. LC opt. 5T serial
pLOM
Ethernet, RJ45 connection [xo
only for LHMI and PC—tools ~
Eshernet, LC optical — <g—— "

RS485_GNDC - ————
RS485_Rx TERM

RS485_Rx +
RS485_TX TERM
RS48¢

RS485_RX -
RS485_Tx +
RS485_TX -

RS485/
IRIG-B

RS485_SIC GND

RIG=8 -
G—B_GNDC

RIG—8 +
IRIG=B_GND

Optical serlal port, ST connector

We raserve ol rights i this_document and i the informaticn_contained therein. Reproduction. use or disclosure to third parties without exprass outhority is strictly forbidden.

%304 CONFIGURATION
o 1 cl—3———
L 2 B | i
R 3 i
¥ 4 i
— S
. . + =1 i
Observe polarity sequence
of RL connectors 4o 7 "
PR 8
- g
RL 0"
. o !
HI0B| /1
R 1 I
+
4
&
+
Bused o Frepared Agneta Rydb [ Connection Diagram Dee.des et ds.
Sepromd Pairik Nyback | 650 series Doskind
Project IEC symbols Resp dipt PSTR/TPLA [Reving & uane.
O N heet ]
A IRKOODRSMNT = A
Fo o ot Tome | K AlB 488 48| peene, IMRKO06501-AD T 5
1 1 2 | 3 | 4 1 5 | 3 | 7 | El

Fig. A.1.5.b Default wiring diagram for REF650 ABB IED
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Transformer module TRMOI

pZ
Dasignation corresponding to Transformer module
X101 CTA T CONFIG=
1 CTNT input Current /voltage configuration
2 E Al01 (1) i -
; = o designation 8140 28420 | 41450
—_ - . AlO1 1,/5A 1,54 1/54
j foar Ul /
t &3 £_A02 (1 0R L) AIDZ 1754 IVED) 175A
= AID3 1,/54 1/54 1,/5A
Al {1 or u)
? R 103 {1 u) A0 1,754 1/54 1/5A
A0S 1,58 1/5A 0.1/0.5A | 100—220V
A .r 3
_g 3 & mio4 0 or W) ! E /5A /55 |100—220v]100—220v
— P Y 100— 220V 1/548 100—220V | 100—220V
C A0S (I OR U
10 3 o T00—z220v| 1/5A _|100—220v | 100—230V
:C":') 100—220V [ 100—-220V (100—220V | 100—220V
100—220V | 100—220V | 100—220V | 100—220V
2 3 F mos (1 oR U) < L - .
3
4 o F O AI0T (I OR )
B . !
5 o E AlI08 (1 OR U)
7
E _____ 8 -g L,e\mg {1 OR U) X = Indicates high polarity. Mote that internal pelarity can be
_____ e adjusted by setting of analog input CT neutral direction
E _____ 10 .5 E Alg (U] and or on SMAl pre—processing function blocks.

Transformer module TRMO1

p2
Designation corresponding to Transformer module
X101 CT/VT CONFIG=
_____ 1 CTAVT input Current,f'.r-sltuge canfiguration
E 2 -% r’“m i designation - =
_____ 3 — 9 al+4l Al+2U 41411451 41+6U
_____ - . . Al 1/5A 1/54 1,/54 1/54
(— .: | A F a0z (1o L) 07 175 375 /A 1758
- AIDZ 1/5A /58 1/5A 1758
£ AI03 {1 OR U)
? "‘% ¢ AOs u) Al04 1/54 1/54 1,/54 1/54
AIDS 1/54 1/38 0.1,/0.54 | 100-220V
& . Y
g —'j C 104 @1 0% U . Al0E 1/54 1/54 100—220V [ 100-220V
— - AlOT 100—=220V 1,"’-‘3‘}5\ 100—220V | 100-220V
C AIOS (I OR U)
19 '% — we ! AlDB 100—220V 1/54 100—220V [ 100-220V
‘T:"::') Al059 T00—2200 | 100=220V | 100—220V | 100-220V
————— AlD 100—220V [ 100—-220V [ 100—220V | 100-220V
(T~ T T35 mos 0 oru = R - d
_____ 3 —_—
[ n a5 0T (1 OR U)
_____ 5 —
(" 5 S E 08 (1o’ L)
7
K] ? LAI'JQ {l OR U) ) * Indicates high polarity. Mote that internal pelarity can be
&l adjusted by setting of analog input CT neutral direction
10 cﬂ C“‘-”C' (u) and or on SMAl pre—processing functicn blocks.

Fig. A.1.5.c Default wiring diagram for REF650 ABB IED
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Anaglog input module AIMOT

pd
Designation corresponding to Analeg input medule
X103 CT/WT CONFIG=
o ——— 1 . H CT/T input Current/voltage configuration
2 A A (1) H H 3 .
\___ B w O (n n designation 441 41411450
f————— : —. . &0 1/5A 1754
wirs £l o \ ;
e — i o ¢ A0z (I OR ) Al02 1,/54 1758
= - - 2103 1,/54 1/54
£ Al03 {1 OR U) -
(_____ 5 W5 ¢ A0S {1 OR U) 2104 1754 1755
Y O \ A0S 1/394 0.1,/0.54
. A f Yy
8| o5 A4 UoRL) AI08 1/5A 100220V
El n
) ags AlDT 100-220% 100-220v
( - Al05 {I OR W)
b 19 5 LA PR A0 00— 720V T00—220V
1:(‘04 AlDS 100—220V 100-220V
————— — AND 100=220V 100=220V
(.~ A o b AIDE (1 OR W)
2
( n S F AID7 1 OR U)
; 5
( 5 A apa ) or W)
(T~ : 35 a9 1 or W)
e ? < ' # |ndicates kigh polarity. Note that internal polarity can be
&l
: _____ o 3 E-_AHO ) adjusted by setting of analeg Input CT neutral directlon
_____ — and or on SMAl pre—processing functien blocks
Binary inputi//output module BIOOT
phH
Designation in coerrespondance
CONFIGURATION to the local in the rack
ph= Ka= HB=
B3 x321 X324
4 326 X329
p5 X33 X334
pE X336 X338

+
+
+
+
0 Blos i
t _____ 2 C6—7
oo 3 [Bios]| o
14 Bo7| W
b oo
o 16 CE—8
;oo 17 [BIoB ]| W
g Blog| W

Fig. A.1.5.d Default wiring diagram for REF650 ABB IED
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Fig. A.1.6 Typical wiring diagram for REF611 ABB IED

148




Specifications

GE
R =
STEP DOWN TRANSFORMER

6502000

e

e 1o

N }‘powsa

« Maximum Watts: 2000Watts

« Frequency: 50/60 Hz (dual

| compatibility)

« Input Voltage: AC 200-240V

IN THE BOX

« 1x Step Down Transformer
« 1x User's Manual

Iy
(T

« Output Voltage: AC 100V-120V

SIZE & WEIGHT

+ Product Dimensions (L x W x H): 21 x 22.5 x 16.5cm
+ Package Dimensions (L x W x H): 24.5 x 29.5 x 19cm
+ Net Weight: 10 45kg
+ Gross Weight: 11kg

Fig. A.1.6 Technical specifications of step down Transformer
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Appendix B - Devices Configurations
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V|

¥110 (BI0) N110-Input 1

A& : :

110 (BI0).X110-Input 2 r p—
» A0SCLOSE

ENA_OPEN B oL

CE_CLOSE_ENA le——9 BNA_CLOSE OPENRDS

B0 CLOS=R0S

T1FTTRI_BLE_CLOSE " 5K _CLOSE QR0E

4)_0FE OPEN_ENID

Bo_CLOEE CLOSE BNAD
T._SYRAES

O20T I8

DE F¢———C> CENCBR_EXE_OF

CEBNCER_SELECTED F]

1. Hardware, binary input channel

2. Connection(s)

3. User defined function block name (blue)

4. Function block name
5. Function block, locked

6. Variable output

DARREC_CLOSE_CE 18

-} ]

ot—s |
X100 (PSM).X100-POL

Variable input

Function block, selected (red)
Hardware, binary output channel
Execution order

Cycle time (unused in RBX615)

_ Instance number

Fig. B.1 Application Configuration tool (Symbols)

: Object Ty X x
. ypes [T Selecka Funclion Blck Type
Al i3 Tl MESGEID |
A -~ MM3GGEI0
(Contral ~ [
Current profection 2 i -4 PTGAPCY
- t - RESTCTAY
Voltage protection - | sRGAPT
Other protection A e
Setiings H i TR
= - 030151
Logic & 4 wEBI0a0
- Cunerl prolecion
CTRL & 5 l i i
Protection “ ' [INFFHAAT |
; f ; =
Disturbance recorder & : =
Hardware 1D ] il
TPGAPCA i'.
s ouTre
®az ouTe
P 1
n
Pt s
X210 (BI0).%110-Input 2 ::—§—= o
PASaS 56_4_ACT
*B_SGE SG_5_ACT
5G_B_ACT

Function blocks are the main elements
of an application configuration

Organized into type groups in Object
Types view

Function block without connection —
grey

Function block with at least one input
connected - green

Fig. B.2 Application Configuration tool (Function blocks)
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Falul=dsl) TEI ‘

PHIPTOC1(50P/51
b3 Clrls
Copy i
Dizlete el
Lack ChA-+ShiFt-HL
Re=place Function Block ]
Manages xands I

Manage Function Black Yisbiity

Change CydeTine ExecOrder

Set User Defined Name §

el

PHIPTOC1(50PI51 o

OPERATEs——> PHIPTOC1_OPERATE

ETARTe

GoSTB[ T2

« User defined names can be added to the

function blocks.

= User names are visible in Parameter Setting

tool if the IED configuration is first written to
the IED and then read back to PCM600.

Fig. B.3 Application Configuration tool (Function block naming)
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- Unused inputs and outputs can be

Q I LED2_ADM_OPERATE hldden In ACT:

* Sl SWT | vt Sigral

= Select a function block and right click.
Select Manage signals.

= Hide inputs / outputs which are not
needed.

Uea Dot Ko

0 y——————> LEDZ_ADM_OPERATE

' EEERK

Fig. B.4 Application Configuration tool (Function block management)

a] = To make a connection:

[=]

INi
IH2

auTd

o= REE T

TETETZE08

Paste

(Y1)

Inzert Page

Chrl+y
Chl+Shif+P

| Ireerl ¥ariable

&  Insert FunctionBlodk

Delets page
Select All

B4 Find

Lock

Insert Hardware Channel

ﬁg Input
Chrl+shife+F output

Chrl+shift+H
Chrl+5hift+D
Chr+&

Chil+F
Chrl+5hift+L

Sl

= Click & drag a line between two signals

= Link two signals by using variables

‘ - New variables can be created several
ways

- Right-click in some empty place in ACT
and select "Insert Variable”

- Right-click on the function input and
select Connect — Variable — New

- Open Variable list and click Add

unetion Bladk S0

Hasdwans Shanwel

ARCSARC]I_OPERATE 2

3 Ll ] Mewt
[ o Fristiag
N
]

o arcsarciorcrare. * INPUL variable and output variable has

different symbols in ACT

Fig. B.5 Application Configuration tool (Connecting variables)
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—_— = A hardware connection (inputs, outputs,
[ oPrroociendl a)

ez el o ccoocs opprate LEDs) can be added similar way as

Cormert Pl e » TART

Sat Liser Defined Nama Furiction Block. Sens Varlab'eS -
I OB 50

|| : Hardwars Chanrg|

- Hardware input channels can be used as
often as needed.

- Hardware binary output channels and LEDs

pog_mm_caH L| can be used only once.
X100 (PSM).X100-FO3

- Hardware channels have their own graphical
. o e cscose  SYMDOIs in the Application Configuration tool.

K110/ (BIO)XL10-tnput 1 - It is not allowed to leave unconnected

hardware channels in ACT.

- Hardware channels can only be connected to
a function block input or output

Fig. B.6 Application Configuration tool (Hardware channels)
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Table B.1 Data details and their addresses used in SCADA

SCADA Tag Data Type Allen Bradley Comment

Name Address

CB1_Position Digital 03:0/0 Monitors the status of CB1
CB2_Paosition Digital B3:0/1 Monitors the status of CB2
CB3_Paosition Digital B3:0/2 Monitors the status of CB3
CB4_Paosition Digital B3:0/3 Monitors the status of CB4
CB5_Paosition Digital B3:0/4 Monitors the status of CB5
CB6_Paosition Digital B3:0/5 Monitors the status of CB6
CB1-Control Digital N7:0/0 Switch to Open/Close CB1
CB2-Control Digital N7:0/1 Switch to Open/Close CB2
CB3-Control Digital N7:0/2 Switch to Open/Close CB3
CB4-Control Digital N7:0/3 Switch to Open/Close CB4
CB5-Control Digital N7:0/4 Switch to Open/Close CB5
CB6-Control Digital N7:0/5 Switch to Open/Close CB6

T60 Digital N7:0/6 Switch to put T60 in TEST mode
REB650 Digital N7:0/7 Switch to put REB650 in TEST mode
F35 Digital N7:0/8 Switch to put F35 in TEST mode
REF615-1 Digital N7:0/9 Switch to put REF615-1 in TEST mode
REF611 Digital N7:0/10 Switch to put REF611 in TEST mode
REF615-2 Digital N7:0/11 Switch to put REF615-2 in TEST mode
I1S1 Digital N7:0/12 Switch to Open/Close Isolator 1

1S2 Digital N7:0/13 Switch to Open/Close Isolator 2

1S3 Digital N7:0/14 Switch to Open/Close Earth Switch 1
1S4 Digital N7:0/15 Switch to Open/Close Earth Switch 1
ES1 Digital N7:1/0 Switch to Open/Close Earth Switch 1
ES2 Digital N7:1/1 Switch to Open/Close Earth Switch 2
ES3 Digital N7:1/2 Switch to Open/Close Earth Switch 3
ES4 Digital N7:1/3 Switch to Open/Close Earth Switch 4
ES5 Digital N7:1/4 Switch to Open/Close Earth Switch 5
ES6 Digital N7:1/5 Switch to Open/Close Earth Switch 6
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Table B.2 Data details and their addresses used in PLC configuration

PLC I/O Data Type AS:;ZZie;:i)zefa:;)r Comment
CB1_Position Digital 11:0/0 Status of CB1 as an input to PLC
CB2_Position Digital 11:0/1 Status of CB2 as an input to PLC
CB3_Position Digital 11:0/2 Status of CB3 as an input to PLC
CB4_Position Digital 11:0/3 Status of CB4 as an input to PLC
CB5_Position Digital 11:0/4 Status of CB5 as an input to PLC
CB6_Position Digital 11:0/5 Status of CB6 as an input to PLC
Cb1_Position Digital 04:0/0 Status of CB1 as an output to be sent to SCADA
CB2_Position Digital 04:0/1 Status of CB2 as an output to be sent to SCADA
CB3_Position Digital 04:0/2 Status of CB3 as an output to be sent to SCADA
CB4_Position Digital 04:0/3 Status of CB4 as an output to be sent to SCADA
CB5_Position Digital 04:0/4 Status of CB5 as an output to be sent to SCADA
CB6_Position Digital 04:0/5 Status of CB6 as an output to be sent to SCADA
CB1-Control Digital 11:0/6 Switch to Open/Close CB1 locally
CB2-Control Digital 11:0/7 Switch to Open/Close CB2 locally
CB3-Control Digital 11:0/8 Switch to Open/Close CB3 locally
CB4-Control Digital 11:0/9 Switch to Open/Close CB4 locally
CB5-Control Digital 11:0/10 Switch to Open/Close CBS5 locally
CB6-Control Digital 11:0/11 Switch to Open/Close CB6 locally
CB1-Control Digital N7:0/0 Open/Close CB6 through SCADA HMI
CB2-Control Digital N7:0/1 Open/Close CB2 through SCADA HMI
CB3-Control Digital N7:0/2 Open/Close CB3 through SCADA HMI
CB4-Control Digital N7:0/3 Open/Close CB4 through SCADA HMI
CB5-Control Digital N7:0/4 Open/Close CB5 through SCADA HMI
CB6-Control Digital N7:0/5 Open/Close CB6 through SCADA HMI
T60 Digital 11:0/12 Switch to put T60 in TEST mode locally
REB650 Digital 11:0/13 Switch to put REB650 in TEST mode locally
F35 Digital 11:0/14 Switch to put F35 in TEST mode locally
REF615-1 Digital 11:0/15 Switch to put REF615-1 in TEST mode Locally
REF611 Digital 15:0/0 Switch to put REF611 in TEST mode locally
REF615-2 Digital 11:0/1 Switch to put REF615-2 in TEST mode locally
F35 Digital N7:0/8 SCAD HMI command to put F35 in TEST mode
REF615-1 Digital N7-0/9 SmC(:),:;D HMI command to put REF615-1 in TEST
REF611 Digital N7:0/10 SCAD HMI command to put REF611 in TEST mode
REF615-2 Digital N7-0/11 ;(;ﬁ;) HMI command to put REF615-2 in TEST
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o33

0024

D026

DOET
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ForREFS15 2 FEF§15-2 ﬂ
NT0 (8 3]
I P
L
15 ]
1746-0B15
REF515_2 TRIP | CBE
Il B3:.0 B3:0
JE J1E M
LI L
3 14 3
1746-IB15
151
N7-0 B3:0
1E C
L
8 8
152 152
N7-0 E3:0
1 s
L
o T
(ES3 Esl
N7-0 E3:0
1E O
L
10 3
(ES2 ES2
N7-0 B3:0
1E '
L
11 [
E34 ES3
N7-0 B30
1E ©
L
12 10
REF515_1
I:1 B3:1
] E iy
; ] _
REFsIITRIP  OPENcBs  [IEEHNEN (CBS
Il N7-0 B30 E3:0
u| 1E c
LI
4 4 0 4
INPUT to REFS11
OPEN CBS
NT:0 o8
mlln c
L
4 4
INPUT to REFS15 1
8
P
3
E34
NT. B3:0
1E ©
L
13 11
HElﬂﬁb———

Fig B.7. a Ladder program written in PLC SLC500
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reesso TR (NEETE
Il B3:.0 B3.0
0008 1 E ] E )
1 0 14
1746IB15
INBUT to REBS50
OBEN CB2
NT:0 o8
0010 ] E 7
1 1
1746-0B16
EEF£15_1 CPENCE4 [NEET | CB4
I:1 NT.0 B3:0 B30
wil —— —===f==—F )
3 3 0 3
1746-IB16
INBUT to REFS15_1 J
ODEN CB4
NT:0 (93]
0012 JE 7
3 3
1746-0B16
REF615_1
I:1 B3l
0013 J E 0
3 1
1746-IB16
EEF£11 TRIP cpENcE:  NEETN CCBS
I:1 NT.0 B3:0 B30
wid — —==f=— L {0
4 4 [ 4
1746-IB16
INBUT to REFS11
OPEN CBS
NT:0 o6
L 1 E o
4 4
1746-0B16
REF611 TRIP
Il B3l
0016 J E 0
4 2
1746-IB16
INBUT_TO_REF615_1_TO
IS0LATE_GOOSE
REF615-1 TEST Mods
NT.0 o6
0017 J E 7
& 6
1745-0B16
Manuzzly Open-Closs
Command to REFS15_1
. MANUALLY_TRIP_CBS CB through BI1 X130
NT.0 o6
0018 J E -
1746-0B15

Fig B.7. b Ladder program written in PLC SLC500
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5 LAD 2

(= [@])[=]

TS0 TRIP REEIN | .
L1 B3.0
0000 ] E O J
0 0
1746-B16
T80 GOORE I3olztion
For REF615_
NT:0
1 E
15
RPN TANIVITRDICEEN
I:.1 NT:O B3.0
) B S L e 1l —— 7
0 7 13
1746-IB16
T&0 TRIE CB1_itsslf
I:.1 B3.0
0002 J E 7
0 12
1746-IB16
Input to TS0 to send
GOO0SE to REFS1S)
CLOSE CB6 2 to Closa CB6
NT:0 o6
D003 J E T
3 3
1746-0B15
Input to THO
omEN Bl | ma
HT.0 o6
0004 ] E T
[ ]
1746-0B16
Fii TRIP opENcE:  [NEEDN CB3
Il N7T-0 E3:0 B30
0005 ] b——===fF=—F -
2 2 [ 2
1746-IB16
INBUT to F3 3
OPEN CE3
NT:0 Q6
D006 1 E L
2 2
1745-0B16
Fi5 TRIE
I:1 B3l
DOOT ] E L
2 0
1746-IB16
REE&50 TRIE | cB1 |
Il B3.0
DO0E ] E L
1 1
1746-IB146

Fig B.7. c Ladder program written in PLC SLC500
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Table B.3.a Protection and control functions according to three common industry standards

Function IEC 61850 IEC 60617 IEC-AMNSI
NSPTOCZ2 lz= (2} 46 (2)

Phase discontinuity protection PDMNSPTOC Iy 46PD

Residual overvoltage protection ROVPTOW1 Ug= (1) 509G (1)
ROVPTOW2 Ug= (2) 598G (2)
ROVPTOW3 Ug> (3) 596G (3)

Three-phase undervoltage protection PHPTUW1 3U< (1) 27 (1)
PHPTUWZ2 U= (2) 27 (2)
PHPTUW3 U= (3) 27 (3)

Three-phase overvoltage protection PHFTOW1 3U= (1) 59 (1)
PHPTOW2 U= (2) 59 (2)
PHPTOW3 3U=(3) 59 (3)

Positive-sequence undervoltage protection PSPTUW1 U= 47U+

MNegative-sequence overvoltage protection MNSPTOWV1 Uz= 470

e pecton o feeders | riprrRr | awer | aor

power iranaformers, two time constants. | TZPTTRY | 3umeT 4T

:E?:-TE_SEQUEHCE overcurrent protection for MNSETOC 12>M (1) 46M (1)
MMNSPTOC2 [2=M (2) 46M (2)

Loss of load supervision LOFLPTUCAH 3= ar

Motor load jam protection JAMPTOCA lat= 51LR

Motor start-up supervision STTPMSUA1 ls2t n< 49 66 48,51LR

Phase reversal protection PREVPTOC lp== 46R

Thermal overload protection for motors MPTTRA1 3th=M 49M

Binary signal transfer BSTGGIO1 BST BST

e e e

Line differential protection and related

measurements, stabilized and instantaneocus LMPLDF1 3di=L 87L

stages

Numerica ;tau't’:.i:‘f;'”w mpedance restricted | | pEFPNDF1 | diOLo> 87TNL

:'rinthLTiup:dance based restricted earth-fault HREFPDIF1 dlgHi> B7NH

Circuit breaker failure protection CCBRBRF1 3I=/ly=BF 51BF/51MNBF

Three-phase inrush detector INRPHAR1 32 68

Master trip TRPPTRCA Master Trip (1) | 9486 (1)
TRPPTRC2 Master Trip (2) 94/86 (2)

Arc protection ARCSARCA ARC (1) 50L/50ML (1)
ARCSARC2 ARC (2) 50L/50ML (2)
ARCSARCS ARC (3) 50L/50ML (3)

Table continues on next page
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Table B.3.b Protection and control functions according to three common industry standards

Functlon | IEC 61850 | IEC 60817 | IEC-ANSI

Protection

Three-phase non-directional overcurrent

protection, low stage PHLPTOCA 3= (1) §1P-1 (1)
PHLPTOC2 al= (2) §1P-1 (2)

Three-phase non-directional overcurrent

protection, high stage PHHPTOCA 3= (1) §1P-2 (1)
PHHPFTOC2 3l== (2) B1P-2 (2)

Three-phase non-directional overcurrent

protection, instantaneous stage PHIPTOCA 3i=>> (1) S0PIS1P (1)
PHIFTOC2 3l=== (2) BOP/51P (2)

Three-phase directional overcurrent protection,

low stage DPHLFDOCA 3= - (1) 67-1 (1)
DPHLFDOCZ 3l= - (2) 67-1(2)

T!‘lrEE-phasE directional overcurrent protection, DPHHPDOCA 3> - 67-2

high stage

Non-directional earth-fault protection, low stage | EFLPTOC1 lp= (1) E1M-1 (1)
EFLPTOCZ2 ly=> (2) 51N-1 (2)

Mon-directional earth-fault protection, high EFHPTOCH lp>> (1) F1N-2 (1)

stage
EFHPTOC2 lg== (2} 51M-2 (2)

Non-directional earth-fault protection, EFIPTOCA lg>>> SON/S1N

instantaneous stage

Directional earth-fault protection, low stage DEFLFDEFA1 ly> — (1) G7M-1 (1)
DEFLPDEFZ b= — (2} 67N-1 (2)

Directional earth-fault protection, high stage DEFHFDEFA ly=> — 67 M-2

Transient | intermittent earth-fault protection INTRPTEF1 ly> - IEF G7MNIEF

Mon-directional (cross-country) earth fault

protection, using calculated |, EFHPTOCA lo>> S1N-2

Megative-sequence overcurrent protection MSPTOCA = (1) 46 (1)

Table continues on next page
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Table B.3.c Protection and control functions according to three common industry standards

Function | IEC 61850 | IEC 60817 | IEC-ANSI
Control
Circuit-breaker control CBXCBR1 |+ 0OCB |+ OCB
Disconnector position indication DCSXSWIA |« O DC (1) |« QDG (1)
DCsxswI2 I+ 0 DC (2 I+ 0ODC(2)
DCEX3WI3 I+ O DC (3) I+ 0ODC(3)
Earthing switch indication ESSXSWI1 I +0ES I+ 0OES
Emergergency startup ESMGAPCA ESTART ESTART
Auto-reclosing DARRECA 0| 79
Tap changer position indication TPOSSLTC TPOSM BAM
Condltlon monltoring
Circuit-breaker condition monitaring S3CBR1 CBCM CBCM
Trip circuit supervision TCSSCBRA1 TCS (1) TCM (1)
TCSSCBR2 TCS (2) TCM (2)
Current circuit supervision CCRDIF1 MCS 3l MCS 3l
Fuse failure supervision SEQRFUF1 FUSEF 60
Protection communication supervision PCSRTPCA PCS PCS
Mator runtime counter MDSOPT1 OPTS OPTM
Measurement
Disturbance recorder RDRE1 - -
Three-phase current measurement ChMMXU1 3l 3l
CMMXUZ2 3I(B) 3(B)
Sequence current measurement camsan Iy, ba, Ig Iy, b, Iy
Residual current measuremert RESCMMXUT | Iy I,
RESCMMXUZ | k(B) I+(B)
Three-phase voltage measurement VMMX LA au au
Residual voltage measurement RESVMMXU1 | Up Vi
Sequence voltage measurement VSMSQN Uy, Ug, Uy Uy, Us, Uy
Three-phase power and energy measurement | PEMMXU1 F.E F.E
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X Protection

|
| 650 1 @ REBG50x1
I @ RED615x1
() REDB15x1
ﬂ |||||||||| () RED670x1
&0 @ REBGI1 x1
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TOTAL RELAYS FROM ABB = 17
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Y Protection

L90-TOS-HKH-LBL-NE7-Sxx-Uxx-W77 * 3
ﬂ U ﬂ U ﬂ U T60-TO3-HKH-FEN-HBN-MEM-PEN-Usox-Wiox % 2
g1 611 615 D30-T03-HKH-F8F-HBN-MGE7-Pxx-Uxx-Wacx % 2
¥ F35 UR7 F35-TO3-HKH-FEMN-HEN-MB7-P67-Uxx-Wix % 1
X X F650 with DNP and IEC61850 % 2

C30 UR7, C30-TO3-HLH-FEN-Mxx-Pxx-Uxx-Waxx % 1
F35-J03-HKH-F8M-HBEN-Mxx-Prx-Uxx-Wixx - % 1

Fig. B. 8 Preliminary design of the X- Protection of Substation Simulator

RuggedCom switches

RSG2100 R-RM-HI- FX01 —FX01-FX01-TX01-FGO1-1FGO1 * 5
RX1501-13-RM-HI-L3SECLIHW-FGO1-FGO1-FX01-CGO1-APE1404 % 1
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40.
40.
40.
40.
40.
87.
7.
87.
87.
87.
87.
87.
7.

REFEllxX]1l = —
REF6I0x1 — — —
REF630x1 — — —
REFELE %]l —— —
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REBE50 %] e e e
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REDBLIS %1 e e e
REFE30 %] oo
RTU 560 =1

TOTAL RELAYS FROM ABB = 17

Y Protection(GE)

L20-TOS-HKH-LBL-NGT-Sxx-Uxx-W77 % 3
TE0-TO3-HKH-FEN-HEN-MBM-PEN-Uxx-Wix % 2
D30-TO3-HKH-F8F-HEN-ME7-Pxx-Uxx-Wix % 2

F35 UR7 F35-TO3-HKH-FEN-HEN-ME7-PE7-Lxx-Wxx % 1
F650 with DNP and IEC61850 x 2

C30 UR7, C30-TO3-HLH-FEN-Mo-Proc-Uo-Wooe X 1
F35-103-HKH-FEM-HEN-Mix-Pro-Unx-Woe % 4

RuggedCom switches

F5G2100 R-AM-HI- FX01 —FX01-FXOL-THO1-FGO1-1FG0L % 5
FE1300-L3-AM-HI-L3SECLIHW-FE01FG01-FRO1-CE01-APE1404 % 1

Fig.B.9 Preliminary design of the X- Protection of Substation Simulator
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