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ABSTRACT  

PRIVACY AND SECURITY OF STORING PATIENTS’ DATA IN THE CLOUD 

Pasupathy Vimalachandran, Ph.D. 

Victoria University 2019 

 

A better health care service must ensure patients receive the right care, in the right place, 

at the right time. In enabling better health care, the impact of technology is immense. 

Technological breakthroughs are revolutionising the way health care is being delivered. To 

deliver better health care, sharing health information amongst health care providers who 

are involved with the care is critical. An Electronic Health Record (EHR) platform is used 

to share the health information among those health care providers faster, as a result of 

technological advancement including the Internet and the Cloud.  

However, when integrating such technologies to support the provision of health care, they 

lead to major concerns over privacy and security of health sensitive information. The 

privacy and security concerns include a wide range of ethical and legal issues associated 

with the system. These concerns need to be considered and addressed for the 

implementation of EHR systems. In a shared environment like EHRs, these concerns 

become more significant. In this thesis, the author explores and discusses the situations 

where these concerns do arise in a health care environment. This thesis also covers different 

attacks that have targeted health care information in the past, with potential solutions for 

every attack identified. From these findings, the proposed system is designed and 

developed to provide considerable security assurance for a health care organisation when 

using the EHR systems. Furthermore, the My Health Record (MyHR) system is introduced 

in Australia to allow an individual’s doctors and other health care providers to access the 

individual’s health information. Privacy and security in using MyHR is a major challenge 

that impacts its usage.             

Taking all these concerns into account, the author will also focus on discussing and 

analysing major existing access control methods, various threats for data privacy and 

security concerns over EHR use and the importance of data integrity while using MyHR or 

any other EHR systems. To preserve data privacy and security and prevent unauthorised 

access to the system, the author proposes a three-tier security model. In this three-tier 

security model, the first tier covers an access control mechanism, an Intermediate State of 

Databases (ISD) is included in the second tier and the third layer involves 
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cryptography/data encryption and decryption. These three tiers, collectively, cover 

different forms of attacks from different sources including unauthorised access from inside 

a health care organisation. In every tier, a specific technique has been utilised. In tier one, 

an Improved Access Control Mechanism (IACM) known as log-in pair, pseudonymisation 

technique is proposed in tier two and a special new encryption and decryption algorithm 

has been developed and used for tier three in the proposed system.   

In addition, the design, development, and implementation of the proposed model have been 

described to enable and evaluate the operational protocol.  

Problem 1. Non-clinical staff including reception, admin staff access sensitive health 

clinical information (insiders).  

Solution 1. An improved access control mechanism named log-in pair is introduced and 

occupied in tier one.  

Problem 2. Researchers and research institutes access health data sets for research 

activities (outsiders).   

Solution 2. Pseudonymisation technique, in tier two, provides de-identified required data 

with relationships, not the sensitive data.  

Problem 3. The massive amount of sensitive health data stored with the EHR system in 

the Cloud becomes more vulnerable to data attacks.   

Solution 3. A new encryption and decryption algorithm is achieved and used in tier three 

to provide high security while storing the data in the Cloud.     
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Chapter 1 

 

Chapter 1: Introduction  
 

Better health care is imperative to maintain and to improve someone’s health. Accessing 

health care not only keeps people healthier and safer, but it is also the right of the citizens 

of a country. Health care is one of the few rapid growing sectors where modern technology 

is progressively being used and established to get the most appropriate and positive 

outcomes. Because of the application, the impact on modern technology in health care is 

enormous. A broad range of machines are used in health care through activities like 

diagnosis, prevention, and treatment. For example, Magnetic Resonance Imaging (MRI) is 

one of the major technological developments in health care, particularly in diagnosis. 

Additionally, to deliver high-quality health care to a patient, the right decision at the right 

time is vital. This decision making must occur based on the patient’s past medical history 

and other linked health information including allergy or adverse reaction, current 

medication and immunisation. Therefore, important health information is needed at the 

point of care to maintain a high-quality health care service. To satisfy this prerequisite, 

using modern technologies, especially the Cloud computing concept, an Electronic Health 

Record (EHR) is introduced. 

 

Furthermore, most of the time, more than one health care provider is involved in patient 

care.  For instance, consider a diabetic patient’s journey, general practitioner, practice 

nurse, pharmacist, diabetic educator, dietician, medical specialist, and more health care 

providers may be involved. Hence, the purpose of the EHR system is not only to ensure the 

availability of the system when it is needed, but it also must include the patient’s up to date 

accurate health information from every health care provider that the patient has visited in 

the past. 

  

While ensuring wider availability for all health care providers to keep the information up-

to-date and accurate and then easy accessibility at the point of care, EHR systems challenge 

several privacy and security issues. These issues impact the wider adoption and usage of 

the system, a good example is the Australian My Health Record (MyHR). The MyHR is 

one of the many EHR systems that have been introduced to improve the quality and the 
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cost-efficiency of health care in Australia. There has been a lack of confidence in the uptake 

and usage of the MyHR system in Australia. Privacy and security settings of the MyHR 

reduce the uptake and eventually persuade consumers to conceal their sensitive health 

information. As a result, their treatment may be compromised. Hence, addressing those 

privacy and security issues and proposing an appropriate security model for the MyHR 

system is crucial to increase the usage of the system. 

1.1 Background 
 
EHRs have become a powerful tool in modern health care delivery. While EHR systems 

replace paper-based medical records electronically, they also facilitate faster access the 

health information to relevant health care providers. EHRs have greatly improved the safety 

and quality of health care delivery by increasing access to health information, reducing 

illegibility and enabling closer overseeing of clinical care processes.   

1.1.1 Development of Electronic Medical Records and Electronic Health Records 
 
In an Electronic Health (eHealth) world, the words Electronic Medical Records (EMR) and 

Electronic Health Record (EHR) are used very commonly. Most people think that both 

EMR and EHR mean the same, but that is not correct. Even those in the health professions 

who use the technology every day tend to confuse EMR and EHR, perhaps using the two 

terms interchangeably, but there is a difference [21]. EHRs are designed to follow a patient 

from one health care provider to another and one health care provider organisation to 

another, throughout their lives. In other words, the EHR system must be available beyond 

a health care provider organisation, with maybe state or national level or even international 

level. EHRs are also designed to provide a complete picture of a patient’s health 

information including allergies, current medications, medical histories, and immunisations. 

An EMR, on the other hand, replaces the paper-based medical records for a single practice 

(primarily) for a practice level to show a clear picture of a patient’s journey within the 

practice and the medication prescribed and progress notes of each visit by the patient. In 

other words, while EHRs can be shared among health care provider organisations, EMRs 

are designed to remain in a health care provider organisation.    

In practical examples [22],  

 An EMR records immunisation data, but an EHR enables electronic sharing of that 

information with the government, school, or workplace clinicians.  
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 A primary care practice can enter the report from a patient's diagnostic imaging 

study in an EMR, but the radiologist can upload digital images and notes into the 

patient's EHR.  

 A patient can request that information from the EMR be transmitted to a consulting 

physician, but multiple authorised providers can view and add information to an 

EHR, enabling interactive communication and care coordination. 

Both EMR and EHR will be discussed throughout this document. It is, therefore, important 

to understand the difference between them.  

1.1.2 Electronic Medical Record  
 

In the health care sector, the first attempts at creating digital versions of electronic medical 

records (EMR) were made in 1962, in the Oxford Record Linkage Project (ORLP) [137]. 

EMR is a computerised version of a paper-based medical record that provides a digital 

version of a patient’s health-associated information created by an authorised health care 

provider, in most cases by the usual general practitioner of the patient. To create, gather, 

manage and record health information several computer software programs are used. They 

are also usually known as Practice or Patient Management System or Software (PMS) or 

Clinical Systems (CS). PMS is referred to as software that is regulated as a medical device. 

PMS is software that is also used to acquire medical information from a medical device to 

be used in the treatment or diagnosis of a patient [23].  

 

A PMS is usually used by a health care provider organisation to improve their daily 

functions effectively, and to provide high-quality health care and its associated services for 

their consumers. Expanded Internet access and the advent of Cloud-based software systems 

have dramatically sustained the functionality and service range that practice management 

software systems can deliver [24].  It has also facilitated a significant reduction in product 

distribution and support costs which have resulted in the proliferation of a large number of 

service offerings [24]. Hence, to work with EHR, the PMS also assists with billing, 

claiming, reporting and workflow.  Health care provider organisations are now considering 

opting for the Cloud computing PMS systems because it is more cost-effective and easier 

to maintain. By selecting a Cloud-based system that is simple and easy to operate, it can 

make an initial adoption and integration as smooth as possible compare to the server-client 

model. That means the business sees a quicker return on investment, especially for new 
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larger health care provider organisations. From there, improved efficiency and greater 

capabilities further drive a chance for savings.  

 

When setting up a new health care provider organisation, there are inflated expenses related 

to setting up or installing new technology, real disruptions to the practice’s daily output are 

also a risk. However, when it comes to Cloud computing, software or hardware-based 

solutions simply can’t compete in terms of upfront costs. Cost is not the only benefit; there 

are several other benefits with the Cloud-based systems over server-client based. When 

providers store PMS software locally, it often requires manual upgrades and monitoring 

and the practice relies more on IT support. Cloud-based platforms do not face the same 

problems that local systems do. Besides, the Cloud-based systems can improve the practice 

financial situation in many additional ways by making daily tasks more simple and reliable 

as they have greater capabilities than server-client systems. For example, with the Cloud-

based systems, patients can easily pay outstanding bills remotely and practice 

administrative staff can better track reimbursements. Health care providers use various 

PMS systems in Australia. Table 1.1 shows some of the PMS software systems that the 

health care providers use in Australia.  

 

Table 1: PMS software system used in Australia 

Health care provider organisation 

group 

PMS software 

General practice Medical Director (MD), Best Practice 

(BP), Genie, MedTech, CommuniCare, 

Zedmed, Intrahealth, and MediRecords. 

Medical specialists’ practice   Clintel CareRight, Profile Specialists, 

Software 4 Specialists, Genie, Medical-

Objects.    

Allied Health Services Front Desk, Helix, Practice Studio, Clinko, 

Hippocamp, PrimaryClinic.  

Pharmacy  RxOne, Fred Dispense, Z Software, 

iPharmacy, healthsoft, myscript 

dispencing, rxone dispense.  
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Aged care iCareHealth, Inerva, LeeCare, 

AutumnCare, Manad Plus, Acfi. 

Hospital  Cintel, Zoll Medical, Alcidion, Vitro 

Software, Orion Health, EpiSoft, Carelink. 

 

The fee-for-service general practitioner’s practices use is a broader range of software 

systems in Australia. Even though health services are divided into two major groups as 

primary health care and acute care, health care provider organisations can be categorised 

into several groups including general practices, medical specialists’ practices, allied health 

services, hospitals, and pharmacies. They all use a diverse range of PMS software systems 

in Australia because the functions and features of every PMS software system are varied. 

However, according to The Royal Australians College of General Practitioners (RACGP), 

in Australia, primary health care is largely delivered through two parallel systems: 

Medicare supported primary care delivered by fee-for-service general practitioners, and 

state-funded and managed community health services [25].  

 

1.1.3 Electronic Health Record  
 

In health care, a wide range of participants are involved in one patient’s journey throughout 

his or her life and the patient’s condition frequently changes over time. The health care 

providers that involve a patient include general practitioners (GP), medical specialists, 

allied health professionals, nurses, and pharmacists. Under allied health, again there are 

several different types of providers can be involved, such as dentists, dietitians, diabetic 

educators, medical technologists, occupational therapists, radiographers and speech 

pathologists. In addition to all health care providers, medical lab technicians, researchers, 

admin/reception staff, IT professionals, system administrators, even patients themselves 

are also participants or stakeholders of health care delivery. Also, patient health information 

includes a broader range and different types of detail. The health information provided in 

a patient’s health record may include progress notes, past history, current medications, 

immunisation details, radiology images, pathology reports, shared health summary 

documents, specialists’ letters, and referrals. That is why health care is identified as a most 

dynamic complex environment. For a better treatment to a patient, therefore, collective 

health information over the period is required to deliver the right health care at the right 
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time. It is, therefore, EHR systems have long been considered as an important part of the 

delivery of better health care services.  

EHRs have been defined as information repositories for the health status of a subject of 

care; they usually reside on a database or other digital media [284] on the basis of EHRs 

contain retrospective, concurrent, and prospective information concerning physical and 

mental health, descriptions of the medical condition, and treatments administered to a 

subject of care [285, 286, 287, 288]. The benefits of the EHR systems are enormous.  The 

U.S. Institute of Medicine explains the benefits of the EHR systems, that the systems (i) 

improve accessibility to health records, (ii) facilitate communication between staff, (iii) are 

repositories for information collected during the treatment of the patient, (iv) support 

continuing treatment of the patient, (v) is a repository of information for further treatment 

of the same patient, and also a knowledge base for advanced research and medical 

education [289, 290]. To receive these benefits from an EHR system, the system must be 

developed through the requirements and standards as structured, secured, and reliable EHR 

systems must adhere to standards that allow them to interact independently of the platform 

or technology used for their implementation [291]. The requirements and standards may be 

varied to state to state or country to country, wherefore developing and implementing a 

global EHR system faces many challenges.   

Because an EHR health summary fetched from a number of EMRs, as an EHR is a 

summary of health events usually drawn from several electronic medical records and may 

consist of elements that are eventually shared in a national EHR [1, 2], there is another 

issue that arises to resolve, and this is system compatibility. While a large number of EMR 

systems are used in the sector by every individual health care provider group level and 

individual organisation level, developing and implementing a fully supported or compatible 

EHR system is a challenging task. As a result, again compatibility issue compromise the 

delivery of better health care.    

Moreover, in defining an EHR system, the system also needs to contribute to the future of 

the health care services in general. In understanding and supporting the future of health 

care, education and research are essential. It is conceivable while the system is digitally 

stored rather than paper-based. Hence, Iakovidis [3] has described an EHR system as 

“digitally stored health care information about an individual’s lifetime with the purpose of 
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supporting continuity of care, education and research, and ensuring confidentiality at all 

times”. This definition has also discussed the confidentiality of the system.  

In addition to the integration of heterogeneous information scattered over different places, 

it is one of the main goals of EHR [180], an online EHR system also enables patients to 

contribute more to their health information in delivering better health care. For example, 

with the Australian My Health Record (MyHR) system, patients can provide more 

information about their health including personal health summary (i.e. medicines, allergies 

and adverse reactions) and personal health notes (any concerns about the patients’ health) 

on top of the health information that the health care providers uploaded for their patients. 

This additional information also provides a better understanding of the patients’ health 

condition at the point of care for health care providers. That is another reason why the EHR 

systems become an important source of health information of a patient at the point of care 

in delivering better health care services.  The EHR system is, therefore, not only providing 

a platform for storing health information digitally using the Cloud computing concept 

which also offers great promise for increasing the efficiency of the health care system but 

also the systems allow the obtainment of a considerable amount of health information that 

improves the quality and efficiency of medical care [4].  

Furthermore, the growth of mobile devices used in accessing EHR systems also makes a 

significant impact on EHR advancement. The use of mobile devices for computing and 

communication with the support of wireless connections and Cloud computing plays an 

important role in the way of delivering modern health care services, especially in hospitals. 

These improved health care services enable health care providers to access the required 

health information of patients including pathology test results, various clinical or 

pharmaceutical data from many providers and their organisations. This development assists 

not only in providing required information faster but also the health care providers can 

access that information anywhere it is needed as mobility and improved availability allow 

health care personnel to dynamically access patient information in enhancing efficiency 

and information acquisition [292]. Depending on the computer and mobile devices for 

health care delivery, on the other hand, when systems are unavailable or failure to access 

on time, this impacts negatively. As evidence, according to approximately 1100 accidental 

deaths worldwide up to 1992, these were caused by computer systems failure [293].  

Taking the EHR usage and its environment into account, it is easily understand that 

accessing the right information at the right time is crucial to any EHR system. For this to 
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happen, EHR systems must ensure seamless availability and distribution. However, the 

distributed nature of the information stresses the need for security requirements to be taken 

very seriously [181]. While EHR systems promised to improve the quality and accessibility 

of patient care, they also create a high risk for privacy and confidentiality of patients’ 

sensitive health information.  

When storing sensitive health information in the EHR system in a central server or over the 

Cloud become more vulnerable to theft or unauthorised access and the information can 

affect the nature of the patients. Accessing that information impacts the patients in many 

ways negatively and creates long-lasting effects. The impact may include, for example, an 

employer can access the employee’s mental health conditions, an insurance company can 

view the client’s health conditions to increase the insurance premium or even to refuse life 

insurance and a health care provider can access unnecessary health information to 

discriminate patients. 

1.1.3.1 Why do we need EHR?  
 
The EHR system improves communication among health care providers as well as between 

health care providers and patients. Improving communications in the provision of health 

care, promises a better quality of clinical services. The ability to share and exchanging 

health information online assists not only in providing higher quality health care for 

patients, but it also helps in creating significant developments for the health care provider 

organisations. A better EHR system allows quick access to patients’ precise, up-to-date and 

comprehensive health information at the point of care whenever and wherever it needed. 

Also, the EHR systems support providers in effective diagnosis, reduce medical errors and 

provide the most efficient and possible treatment of care, based on the reliable information 

source. In addition to the easiness of distribution, the electronic version of health 

information also enables integration to other supporting tools in making better clinical 

decisions.                   

 

Another reason why EHRs become very popular for the national level is cost-efficiency. 

Using the EHR system, over time, promises great savings though investing in those systems 

that finds expensive at the beginning.  A study by the non-profit research organisation Rand 

Corporation found that adopting the EHR could result in more than $81 billion in annual 

savings in the USA if 90% of the health care providers used it [244]. The expenses for 
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manually creating and maintaining traditional paper-based health records are very high and 

they lead to unacceptable delays of accessibility and searchability compared to an EHR 

system. The EHR allows the reduction of Adverse Drug Events (ADR) accounting for 

about $175 billion a year [245] and more than 200,000 cases of death a year in the U.S.A. 

[244]. The data from the EHR system also supports clinical researches that can improve 

the effectiveness of clinical trials and the medical treatment because these clinical studies 

could be performed quicker with many samples. Besides, disease-specific registries could 

be established [246, 247] that enable the option of disease monitoring facility and thus 

provide a more suitable solution including a new medication or treatment process to cure a 

specific medical condition [264, 265]. Moreover, the development of the EHR system is 

on the move using the rapidly growing technology. There are multiple, parallel efforts 

underway to modernise medical records systems for greater efficiency, improved patient 

care, patient safety, and costs savings [266, 267, 268]. This capability of adopting new 

technologies into the system promises even more imminent benefits.  The availability of 

any EHR system is faster than traditional paper-based records and the health care providers 

can immediately access patient health information that is related to their care. Also, patients 

can take control of their health information. There are several standards that have been 

introduced to increase the self-protection of the EHR [269].   

1.1.3.2 Concerns of using EHR  
 

The health care sector focuses on cost-efficiency and quality of care. Both cost-efficiency 

and quality of care can be achieved by setting up a better EHR system. Although, the 

development and usage of EHR systems including Cloud concept repositories of health 

information promises a wide range of benefits, the lead for several concerns as well; the 

challenge of privacy, security, and confidentiality of the stored data is one of the major 

concerns. Even though, demanding privacy is a patient’s right, the disclosure of sensitive 

health information can create severe problems for the patient. The disclosure of sensitive 

health information may affect the patients negatively. For example, by accessing this 

information, an insurance company can increase the insurance premium or an employer 

can change his or her status of employment. Moreover, some other high-sensitive data of a 

patient, such as a history of sexual abuse or HIV infection, may result in a form of 

discrimination or harassment. It is, therefore, identifying and addressing the privacy and 

security concerns of the EHR development and usage became one of the key requirements 

for the institutions or the government who develop and implement the system.  
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Furthermore, a better EHR system must provide easy accessibility of a patient’s health 

information to the parties involved in the patient care.  However, prospective privacy and 

security concerns increase while it provides better access for all involved parties to a 

patient’s health record when it is needed. The increased use of EHRs shows a need for 

appropriate techniques to secure the health records, from both inside unauthorised access 

and outside attacks of a health care provider organisation. Besides, regulations such as the 

Australian My Health Record Act 2012 and the HITECH Act in the U.S.A. also dictate its 

protection of EHRs; however, these acts fail to explain precise concepts to implement this 

sort of protection. Additionally, in practice, providing this system’s protection facilities for 

the EHR system is a more complicated process. However, privacy and security concerns 

are not the only fear in the implementation of EHR models. When the EHR shares health 

information among health care providers to deliver high-quality health care, the 

information they rely on must be accurate and up-to-date, therefore the data integrity also 

becomes one of the other major concerns. Ensuring data integrity in a shared environment 

is always challenging. There are other issues such as setting digital certificates for secure 

accessibility, system compatibility problems also need to address and resolve.  Any EHR 

system that seeks to enforce record protection needs to address some important key features 

such as access control, self-protecting mechanism, and intricacy of access control policy 

[24, 30]. When applying powerful rules and regulations in the use of EHR systems, it is 

difficult to provide meaningful access control mechanisms to the system. For this reason, 

several hospitals rely on after incident audit controls rather than putting access control 

mechanisms in place. At the Johns Hopkins Medical Institution (JHMI), for instance, all 

approximately 8,000 staff members do have access to all patients’ records [29]. The EHR 

systems should have a self-protection facility rather than the option of encrypting 

everything or nothing. When sharing the records among health care providers, the system 

needs to be self-protected rather than the whole protection of the system simply based on 

only transport-level protocols. Bearing a wide range of actors with varying levels of access 

in mind, the administration and management of access control policies in the health care 

sector is very complicated. Therefore, defining the access control matrix that permits which 

actors have access to which records or piece of information is critical and in great need of 

specialised tools and automation to manage the overly intricate and error-prone setting. 

Additionally, when accessing EHR systems online and meaningful access controls are in 

place, the systems also need online access control authorities to comply with it.              
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When the server or database where the patients’ health information stored is unavailable, 

decisions for access control cannot be made, or the health records cannot be connected. 

Eventually, this will put the patient at risk. In the incident of failure of network connectivity 

for any reason, disaster of power infrastructure, the EHR systems that depend on these 

facilities turn off to be inoperative. This becomes another concern as this is exactly why a 

health care provider may require instant access to someone’s health record. For instance, 

during Hurricane Katrina, in the U.S.A., much of the infrastructure medical centres relied 

upon was unavailable [273, 274]. That is another reason why health care providers give 

more importance to the health record availability in their work rather than on issues 

including privacy and security of the health information on the EHR. However, a consumer 

or patient expectation may differ to what a health care provider expects.     

 

Taking these into account, governments change their privacy laws to adopt the initiatives. 

For example, the Australian Government has introduced My Health Record Act 2012 to 

enable the establishment and operation of the My Health Record [166]. Recently, the Office 

of the Australian Information Commissioner (OAIC) has also added a Notifiable Data 

Breaches (NDB) scheme in addition to the Australian Privacy Act 1988 [164]. Thereafter, 

in 2018, the Australian Parliament passed legislation to strengthen My Health Record 

including the following new laws [165]. 

 Allow people to permanently delete their records, and any backups, at any time in 

their lives. 

 Prohibit by law access to MyHRs by anyone for insurance or employment 

purposes. 

 Strengthen privacy for teenagers 14 years and over. 

 Strengthen protections for people at risk of family and domestic violence 

 Make clear that the System Operator (SO) cannot delegate functions to an entity 

other than an employee of the Department of Health (DH) or the Chief Executive 

of Medicare (CEM). 

 Require law enforcement and other government agencies to produce an order from 

a judicial officer to access information in a MyHR system. 

 Make clear that the system cannot be privatised or commercialised. 
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For another example, in the United States of America (USA), Health Information 

Technology for Economic and Clinical Health (HITECH) Act is established to convert the 

nation’s health care records to digital formats such as EHR to improve the rapid 

transmission of medical information and making health care systems more efficient [210]. 

1.1.4 Cloud for Electronic Health Records 
 
Cloud model provides computing and storage tasks from standalone systems into the 

Cloud. This concept requires resources such as hardware and software over the Internet. 

Cloud computing is a modern development in the digital world that has the prospective to 

consider Information Technology (IT) by organising cyberinfrastructures. The basic idea 

in Cloud computing is to move computing tasks from individual systems into the Cloud, 

which provides hardware and software resources over the Internet [212].  

 

From an EHR usage point of view, the Cloud services promise even more easily 

accessibility for the system, that is one of the major features of the system. However, on 

the other hand, the sensitive health information stored in the Cloud left even more potential 

for data attacks. The data hackers target an EHR system rather than EMR because of the 

benefits and amount of data as EHR systems are massive and include nation-wide health 

information. With the initiation of Cloud computing, there are also more flexible services 

that can be offered to patients as the Cloud environment interact and adopt several third-

parties software systems effectively. Another reason for EHRs deploy the Cloud concept 

was the speedier services and the accessibility that is another requirement of any EHR 

systems worth considering at the right time availability of the system. The government 

agencies that are responsible to deliver the EHR system also receive several benefits over 

the Cloud model including information technology’s agility and consistency and achieve 

device and location independence. The Cloud services utilisations in the EHR systems also 

make for easy access for research and reports.     

 

Cloud computing has transformed many industries, and health care is one of them.  Storing 

medical data in the Cloud is becoming increasingly popular nowadays as the Cloud services 

promise users a high capacity to access its data through a range of electronic and mobile 

devices whereas reducing the costs and complications associated with upholding a physical 

storage system like onsite server-client infrastructure. Such Cloud computing facilities can 

be employed for eHealth platforms to provide information flow between multiple entities 
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such as hospitals, General Practitioners (GP) clinics, pharmacy, labs, and insurance 

companies [209]. Usage of mobile devices and new technology for communication such as 

wireless networks, 3G, 4G and 5G applications in health care increases the accessibility 

and allows access to relevant health information at the point of care. Similarly, standardised 

software makes possible the integration and interaction of highly heterogeneous software 

applications, reducing the time required to exchange medical records through the health 

care system [6]. Storing health information in the Cloud uses online rather than storing it 

locally on a storage device like hard drives. The Internet is used to connect and access the 

Cloud stored data. In some cases, the location of the server is a vital consideration in 

choosing a Cloud service. The Australian Privacy Principles [7] recommends for servers 

that include patients’ health information will be located within Australia. Australian 

privacy law also requires that a health care provider organisation must take reasonable 

responsibility to ensure that the overseas beneficiary does not breach the Australian Privacy 

Principles before personal sensitive information including health data is disclosed overseas. 

Even though health care provider organisations have introduced the Cloud-based EHRs to 

reduce costs, the privacy and security of patients’ health information become even more 

vulnerable because of less control a health care provider has on that sort of system.  

 

While EHRs aid efficient communication of medical data and thus ease organisational 

disbursements with the help of Cloud computing [311, 312], the Cloud computing promise 

additional facilities over client-server model such as broad network access and resource 

pooling that provision of big data sets from EHRs. 

1.1.5 Personally Controlled Electronic Health Record / My Health Record 

 

Electronic Health (eHealth) means, the use of a digital form of the health records that uses 

modern technology to deliver health services. The World Health Organisation (WHO) 

defined the eHealth the combined use of electronic communication and information 

technology in the health sector [308]. eHealth is becoming very dominant in the health care 

sector.  For this reason, most of the developed world has developed or is developing a 

nation-wide EHR system for the country. Even though cost-efficiency is one of the 

promoting benefits for the governments, there are several other benefits in using the system. 

Like other developed countries, the Australian government had also introduced an EHR 

system in 2012 known as Personally Controlled Electronic Health Record (PCEHR). The 
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PCEHR is one of the best examples of global eHealth system implementation [309]. The 

PCEHR is the digitally stored health care information about an individual's lifetime to 

support continuity of care, education and research, and ensuring confidentiality always 

[310]. 

 

The Australian Government has invested many millions of dollars to develop and 

implement the PCEHR system to advance health outcomes and reduce costs for health in 

the country [11]. The government also introduced the opt-in registration process for 

consumers (i.e.; patients) and health care providers. Opt-in means, there is an option to 

register. In other words, the health care provider organisation or consumer can register for 

the PCEHR system if they need it. However, on the other hand, the implementation of the 

PCEHR system has faced many challenges that eventually impeded its wider adoption in 

Australia and the acceptance by individuals (i.e. patients or consumers) and health care 

providers of the PCEHR system is inadequate [12, 13].  The main reason for the low 

acceptance of the system is the concerns over privacy, security, and confidentiality of the 

system. Addressing and resolving these concerns is very critical in the development and 

implementation of the PCEHR system.  

  

After a patient’s health information, which is known as SHS or Event Summary (ES) is 

uploaded to the PCEHR system, it is not yet quite clear who else can access that sensitive 

information other than the patient’s usual health care provider. Besides, there are also 

instances where administration staff may access patients’ clinical information in their daily 

role of the business (e.g. targeting chronic disease high-risk patients or sending a reminder 

for a pap smear test) [13]. The PCEHR is supported by a robust legislative framework that 

includes governance arrangements, privacy, and security framework and a regulatory 

regime. In addition to governmental PCEHR act, regulations and rules, standardisation, 

policies and procedures and associated strategies for the appropriate use of the system are 

still needed to ensure the security and privacy for every individual health care organisation. 

These documents should mention the users and their responsibilities in using the PCEHR 

system.  

 

Subsequently, consumers want more information on their sensitive health information 

about how it is protected and remains confidential after storing it to the PCEHR. Consumers 
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have, therefore, argued that the best way to protect privacy is for consumers to have 

ultimate control over who has access to their records [14]. 

 

There were many privacy and security concerns identified with the implementation of the 

PCEHR including the accuracy of the data under patient control. The consumer’s concerns 

are not only just about privacy and security of the system whereas it remains a priority for 

all users but also, they need to understand how the privacy and security mechanism works 

to protect the system. As a result of these concerns, the department of health called for a 

review of the PCEHR by setting up a small skilled professional panel including health and 

IT experts in 2013. 

  

Even though the outcome of the review will be increasing the uptake of the PCEHR system, 

the review process also concentrated on several other concerns that the system faced over 

the last 15 months. The other concerns including whether the expectation of the users are 

satisfied, whether the development of the system is appropriately carried out, to understand 

the level of use by health care providers in clinical settings, any existing challenges in using 

the clinical settings, utility problems by health care providers, usability difficulty by 

consumers, activities more to fulfil the need of high-level usage for health care providers 

and consumers, potential incentive payments to use the system for health care providers 

and their organisations, issues in expanding the system for private sectors, and future 

directions of the PCEHR systems.   

        

During the review process, the panel has consulted about 200 health care provider 

organisations and other organisation that are involved with the PCEHR development and 

implementation process. The panel also invited the individuals and organisations that had 

formerly made an official submission to the department that the PCEHR system needs to 

upgraded and provided responses on the development of the PCEHR.  The review panel 

has received 86 responses and conducted many interviews across the Country [325].  

After the review consultation process of six months, the panel has gathered all the ideas, 

suggestions and comments drawn and provided 38 recommendations to improve the system 

and increase the uptake by the health care providers and consumers. The recommendations 

[325] include  renaming the Personally Controlled Electronic Health Record (PCEHR) to 

My Health Record (MyHR), restructuring the approach to governance, dissolve National 

Electronic Health Transition Authority (NEHTA) and replace with the Australian 
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Commission for Electronic Health (ACeH) reporting directly to the Standing Council on 

Health (SCoH), establishing a Clinical and Technical Advisory Committee (CTAC) to 

ACeH, establishing a Jurisdictional Advisory Committee to ACeH, establishing a 

Consumer Advisory Committee to ACeH, transitioning to an opt-out model for all 

Australians on their MyHR to be effective and establishing a Privacy and Security 

Committee (PSC) to ACeH.  The Government has then carefully considered the 

recommendations that the panel submitted and accepted some of the recommendations 

including renaming the PCEHR to My Health Record (MyHR) and opt-in model to 

consider the opt-out model and calling firstly for an opt-out trial.  More details about the 

PCEHR will also be discussed in Section 1.2.2.     

1.1.6 Access Control in Electronic Health Record 
 
Access control is a permission to access something, it might be a system. While an EHR 

containing highly sensitive individuals’ health information in the Cloud, strict permission 

to enter into the system or access the system is crucial.   It is, therefore, access control for 

the EHR is unavoidable. Access control is not only permitting the access to the system, but 

it also needs to provide a level of access for users to prevent unauthorised access and 

preserve the privacy and security of the system.  The levels/ degree of the access control 

mechanism may be based on the users’ purpose or role. For instance, in a health care 

provider organisation environment, a GP can access all clinical information including 

allergy or adverse reaction, current medication, past medical history, immunisation and 

progress notes with full read and write accesses while a reception staff can have limited 

access to a patient’s demographic details including the patient’s name, address, contact 

number, date of birth, Medicare number, gender, and ethnicity. Hence, a reception staff 

should not access someone’s clinical sensitive information in a health care provider 

organisation. For this to happen, while all users in a health care provider organisation access 

the EHR system, access control must ensure the levels of access that are known as user 

privileges. Because the EHR system includes highly sensitive health information, these 

user privileges become more critical in a health care environment.      

 

Furthermore, access control of the EHR system will be the key component of any security 

model that is developed for EHRs while the privacy and security issues are increasingly 

alarming and confining the advancement of the system. It is, therefore, while the access 

control provides sufficient security to preserve the privacy of the system, the access control 
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mechanism in place also needs to ensure accessibility for health care providers to access 

the right information at the right time in order to deliver better health care.      

 

Assigning those access control mechanisms and user privileges for a health care 

organisation is a challenging task. In health care settings, while EHR systems provide a 

convenient way for doctors and other health care providers to interact with and contribute 

to patients’ health data [185, 186] and EHRs are designed to enable effective [187] and safe 

[188] health care practices, health care organisations are considered as inherently complex 

and dynamic environments [189, 190, 17, 18]. This makes it difficult for administrators to 

define access control policies [191, 19]. EHR user privileges are, therefore, often defined 

at a coarse level to minimise workflow inefficiencies and maximise flexibility in the 

management of a patient [191].  

 

Subsequently, there will be mechanisms that provide the sufficient flexibilities for users to 

handle these circumstances in a health care provider environment. However, the use of 

these exception mechanisms leads to additional density for the EHR systems. In addition, 

as a result, from a privacy and security point of view, the system is primed for misuse and 

unauthorised access.  

 

Hence, it is clearly understood that the access control, is the baseline for information 

security [182] that gives permission to access and use the system.  However, in health care 

settings, assigning user privileges cannot be organised at a user level anymore and it needs 

to be handled with a crossbreed method. This means, a series of structured and formal 

policies, models and roles must be defined [183]. With traditional access control models, 

there is usually an assumption that access permissions are known in advance, but in real 

environment unanticipated situations there may be the need to be flexible because it is 

impossible to predict all cases [184]. Taking the importance of a patient’s health to the 

account, the access permissions or user privileges can be superseded, especially while a 

patient’s health is at risk. 

 

Nevertheless, over the last few years, there were more developments in access control 

research towards more dynamic, workflow-based and user-centered models [232]. 

However, the state of the art in existing health care systems appears to be the traditional 

Role-Based Access Control (RBAC) model, where roles correspond to job functions and 
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administration is centralised [233, 234, 235, 236]. However, there are drawbacks in using 

these models as they are not well-suited for the management of a health care provider 

environment. For instance, a health care provider needs to get a second opinion from 

another health care provider within the organisation. Hence, RBAC can provide a better 

foundation of access control mechanisms, however, with an additional capability to manage 

the situation like unplanned incidents and collaboration. There were also a number of 

developments that have been discussed on the model of role allocation that permits the 

users to give their role to another. Different types of access control methods will be 

discussed in Section 2.5. 

 

In addition to access management (or access control) that determines which users or user 

groups have access to certain data, it also protects data from unauthorised access [167]. For 

the reason that a number of users have to get access, a mutual access control management 

mechanism can be created to represent the user groups’ considering their routine activities 

to which specific user belongs, for example, admin/ reception staff, GPs and nurses are 

some of the user groups in the health care provider organisation environment. Every group 

can be assigned specific user rights. Further to this group based user rights, there will be 

an individual user right can also be assigned. Usually, the author of any record has the 

maximum level of rights including deletion to the specific record they created. Data and 

identity management in eHealth systems can be built to be patient-centred or health care-

centric [168]. Based on the assigned responsibility, the models are varied. In a patient-

centred model, the patient takes responsibility to assign these access rights while the health 

care provider organisation is responsible for allocating user rights and to keep the data up-

to-date in a health care-centric model. For example, in Microsoft HealthVault (MHV) the 

user is responsible for data sharing [177].  

 

The levels of access are also varied. For example, a shared health record can only be viewed 

(read-only) or viewed and edited. This is based on the assigned access level. The author of 

the health record has full access that includes read, write, edit and deletion. A custodian 

also can have the same type of access level. However, an interesting point is that a custodian 

can revoke anyone’s access to the record, including other custodians, and including the 

custodian who granted them custodial access in the first place [177]. In this method, giving 

full access to a custodian is not the right option, especially considering a privacy 
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perspective. In access control or management, an access control policy would be achieved 

for health care organisations to ensure every user of the system follows the same rules.      

1.1.6.1 Access Control Policies for EHR use  
 

In order to protect the sensitive health information of patients from unauthorised access 

and misuse and preserve the privacy and confidentiality around the information, the health 

care provider organisations need to have an access control policy. This policy must define 

who has what access control within the health care provider organisation. The access 

control policy can be either internal or global. If the policy is internal, the policy must 

comply with the requirements, for example, Medicare or RACGP security policy and 

procedures. These access control policies must reflect all staff’s access rights and 

permission levels or privileges. These access control policies should be flexible allowing 

for the dynamic environment of the health care sector as several users connect to the system 

from various circumstances. The access control policy also needs to describe the time 

period that every group of users or individuals access to certain resources.  For instance, a 

patient health record can be accessed by a GP when the patient is assigned (i.e. usual doctor) 

to that GP and once the patient is assigned to another GP, then the previous GP can no 

longer access the patient record. In a health care organisation, even though the 

organisations trust their staff, non-authorised staff access to health sensitive information 

puts the whole organisation at risk. Hence, the Cloud provisioned eHealth systems should 

provide access to data only when necessary and protect users from unintentional errors 

[211]. 

Additionally, the access policy of a health care provider organisation should not interrupt 

the organisation’s day-to-day activities of its staff. For example, the access control policy 

must define who has what access method whether read, write, delete, or print with duration, 

which user has access to what data, what type of accesses are assigned, with what tasks are 

given, in what situations and for how long (time period). 

 

1.1.6.2 Digital Certificates for EHR use  
 

The Public Key Infrastructure (PKI) is used to establish a secure entryway of 

communication to improve trust among objects. To enable this function, a superior 

cryptographic algorithm known as the Secure Hash Algorithm (SHA) is used in PKIs. In 
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health care services, PKI certificates create a gateway to communicate between different 

health care provider organisations securely. Human Services PKI certificate, in Australia, 

gives professionals secure access to online services including MyHR access and Medicare 

online claiming.  

Some Medicare PKI certificates are designed for health care provider organisations 

and some for the individual health care providers. Every PKI certificate is assigned 

to perform different functions. For example, with the introduction of the PCEHR/MyHR 

in Australia, additional PKI certificates are also required to be used. The health care 

provider organisation that registered with MyHR receives an organisation-based PKI 

certificates known as National Authentication Service for Health (NASH). In addition to 

an organisation NASH PKI certificate, there is a health care provider individual 

certificate also available. This individual certificate assists the registered health care 

providers to access MyHR via an online portal from outside the actual registered 

organisation they work for. For example, a health care provider who works for an 

emergency department on-call where the hospital software system is not compatible 

with MyHR, can access MyHR via the individual certificate. The Australian 

Government recommended the SHA-1 and the SHA-2 technology standards in the use of 

digital certificates for MyHR.                

 

Hence, the NASH PKI certificate not only performs an important function to authenticate 

health care organisations and health care individual who uses the MyHR system but also it 

protects the sensitive health information that interchange through the data encryption 

process while a user access to the MyHR. Should a message be intercepted by a party not 

involved in the exchange (i.e. not the sender or receiver), for example, then that party will 

not be able to read the message's contents [345]. Additionally, both health care provider 

organisation level and individual level PKI certificates support authentication, integrity, 

validation and confidentiality services of the MyHR. These activities are conceivable by 

allowing the users to recognise who has uploaded a health record, guarantee the information 

that originally uploaded is not modified in the communication channels, and confirm the 

information forwarded to the right person who is supposed to receive it.  

In addition to the NASH certificates, the location certificate or site certificate assists a 

health care provider organisation in accessing Health Professional Online Services (HPOS) 
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gateway. This certificate also allows the organisation to communicate with Medicare 

securely, for example, Medicare online claiming for health care provider organisation. As 

a summary, table 2 below shows the type of PKI certificates and their functions to operate 

the MyHR in Australia.              

Table 2: PKI certificate functions 

Certificate type  Major functions and examples  

NASH health care provider 

organisation level certificate  

 Allow access to the MyHR through a MyHR 

compatible software (e.g.; Medical Director, Best 

Practice, Genie, Communicare, eCare, Fred, 

GPComplete, HealthMax). 

 Provide additional services including 

authentication, data integrity, validation and 

preserving confidentiality (e.g. by guaranteeing 

the original information uploaded was not 

modified during the exchange of the information). 

 Assist in sending messages, mainly clinical 

referrals, between different groups of health care 

providers securely. This service is known as 

secure message delivery (SMD). For example, a 

GP sends a referral to a medical specialist.  

Argus, HealthLink, Medical Objects and 

ReferralNet are some of the SMD well-known 

software system used in Australia.     

NASH health care provider 

individual level certificate  

 Use to access the MyHR web-based portal when 

a health care provider needs to access to the 

system where a MyHR compatible software 

system is not present. For example, a GP required 

accessing MyHR information when he or she is 

working in a hospital emergency department 

where the MyHR compatible clinical software 

system is not available.  

The GP simply insert the PKI certificate and visit 

the national MyHR portal in the MyHR website at 

https://portal.ehealth.gov.au/        

Location-based or Medicare site 

certificate  

 Assist in claiming Medicare online payments for 

the practice. For example, when a health care 
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provider organisation submits a request after the 

provider sees a patient, the Medicare pays back 

the benefit amount to the organisation. 

Eventually, the whole or a percentage of the 

payment goes back to the actual health care 

provider who consulted the patient.  

 Validate HI number for the MyHR (e.g.; before 

uploading a MyHR for a patient, the site 

certificate validates that the information goes to 

the right patient.         

Department of Human Services 

health care provider individual 

certificate  

 Permit access for HPOS. The HPOS assist health 

care provider organisation to perform Medicare-

associated functions online. For example, 

applying for a Practice Incentive Payment (PIP), 

access to immunisation details for a patient, 

patient verification process, MyHR registration, 

requesting NASH PKI certificate.  

 Allow a health care provider to access Health 

Care Identifier (HI) service. For instance, to get 

HI number to the organisation.   

 

1.2 Motivation  
 

While the introduction to an EHR system (which is currently known as MyHR) in Australia 

is the major force in driving the motivation in the need for the research, there are several 

other motivating factors that support why this research is presently essential to improve the 

health outcomes through a better acceptance of the MyHR system in Australia.          

1.2.1 Electronic system usage growth in health care  
 

Electronic system usage growth in the last 25 years has been very significant, in particular, 

the health care industry. Increasing the use of computer systems, existing faster Internet 

services, efficient storage and retrieval data using the Cloud, reliability of network systems, 

and effectiveness of distributed systems contribute to easy access to health information 

when and where it needed. With the support of these modern technology developments, the 

EHR systems have been developed. Even though the complete benefits of those systems 
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have not been realised yet, there have been several progressions that are existing in the 

system. Electronic usage in health care impacts the effectiveness and excellence of health 

care services. All the involved parties in the health care delivery including the patients, 

health care provider, and health care provider organisation are benefitted by the use of 

eHealth.  Even though all groups of health care providers receive the eHealth benefits, the 

primary care service settings are in particular. For this reason, the Australian Government 

firstly targets the GP practices’ MyHR to ensure the success of the system as the majority 

of the health information is stored in general practice systems in Australia.                          

Realising the benefits globally, the EHR systems are increasingly being developed and used 

in many countries. In the U.S.A., electronically sharing medical information from one 

facility to another has become more frequent and many medical organisations have 

implemented EHRs and Health Information Exchange (HIE) networks [138] and the 

veterans’ service has begun to use HIE standards. The Canadian government has developed 

a nationwide EHR system known as Canadian Health Infoway (CHI) to deliver better 

health care services. New Zealand, England, Denmark, Singapore, and Hong Kong are 

some of many countries that developed a national EHR system to improve the health 

outcome and reduce the cost of health care delivery.   

From a patient’s point of view, using an EHR system, a patient can take control of his or 

her health information. The patients actively participate and manage their health concept, 

known as a patient-centred model [145, 146]. An EHR system is usually a patient-centred 

model that permits patients to include their health information including personal health 

notes, allergies and adverse reaction, immunisation and other health-related activities like 

exercise. The patient added health information can either be visible or invisible for treating 

health care providers. These control mechanisms are, in most cases, set by the patients [147, 

148, 149].                  

Further, the perspective of easy accessibility and availability when and where it needs an 

EHR, usage of mobile devices become prevalent considering the effectiveness and 

efficiency of the system. The use of mobile devices by health care professionals, therefore, 

has transformed many aspects of clinical practice [150, 151].  With the advancement of 

technology in health care services, mobile devices have become more popular and familiar 

in health care settings in supporting day-to-day activities. This rapid progression in the 

sector leads to develop many medical software applications known as an app in the 

industry.   Numerous apps are now available to assist health care providers with many 
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important tasks, such as information and time management, health record maintenance and 

access, communications and consulting, reference and information gathering, patient 

management and monitoring, clinical decision-making, and medical education and training 

[152, 153, 154, 155, 156, 157]. Mobile devices and apps provide many benefits for health 

care providers, perhaps most significantly the increased access to point-of-care tools, which 

has been shown to support better clinical decision-making and improved patient outcomes 

[158, 159].  One major motivation driving the widespread adoption of mobile devices by 

health care providers has been the need for better communication and information resources 

at the point of care [160, 161, 162, 163].  The need for increased availability, easy 

accessibility, and development of numerous quality medical software applications 

positively impact on the sudden amalgamation of various mobile devices use in health care 

settings.   

In health care settings, there are enormous medical software applications (or apps) that 

have been developed and are in use. Some of them are linked to specific medical equipment 

that the health care providers use. For example, many medical software application systems 

have been developed to access the MyHR including HealthEngine, Healthi, HealthNow, 

Tyde and My Child’s eHealth Record. Using these apps, once it is configured by providing 

verifications details, the Australian MyHR system can be accessed whenever and wherever. 

There are apps not only to access the MyHR, but a wide range apps are used in several 

areas to accomplish a wide range of activates including the clinical decision-making 

process, patient monitoring, time management, and medical education and training 

services. Table 3 below shows where and what mobile devices are being used in health 

care.   

Table 3: Mobile device and apps usage by health care providers [161] 

 Information Management 

 

Time Management 

 Write notes 

 Dictate notes 

 Record audio 

 Take photographs 

 Organize information and images 

 Use e-book reader 

 Schedule appointments 

 Schedule meetings 

 Record call schedule 
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 Access cloud service 

Health Record Maintenance and Access  

 

Communications and Consulting 

 Access EHRs and EMRs 

 Access images and scans 

 Electronic prescribing 

 Coding and billing 

 Voice calling 

 Video calling 

 Texting 

 E-mail 

 Multimedia messaging 

 Video conferencing 

 Social networking 

Reference and Information Gathering 

 

Clinical Decision-Making  

 Medical textbooks 

 Medical journals 

 Medical literature 

 Literature search portals 

 Drug reference guides 

 Medical news 

 Clinical decision support systems 

 Clinical treatment guidelines 

 Disease diagnosis aids 

 Differential diagnosis aids 

 Medical calculators 

 Laboratory test ordering 

 Laboratory test interpretation 

 Medical exams 

Patient Monitoring 

 

Medical Education and Training 

 Monitor patient health 

 Monitor patient location 

 Monitor patient rehabilitation 

 Collect clinical data 

 Monitor heart function 

 Continuing medical education 

 Knowledge assessment tests 

 Board exam preparation 

 Case studies 

 E-learning and teaching 

 Surgical simulation 

 Skill assessment tests 

1.2.2 PCEHR / MyHR introduction  
 
The introduction of this initiative motivates more research in this area.  The MyHR system 

is developed to improve the health care outcome to reduce the cost in the long term 

perspective in Australia. While the system has backed up with clear benefits, the 
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implementation process of the initiative faces many challenges. Increasing concerns of 

privacy, security, and confidentiality of sharing the sensitive health data over the Internet 

and storing it in the Cloud is on top of them. With the continued advancement of EHR 

systems and the introduction of MyHR in Australia, there is increasing concerns of privacy 

and security of sharing health data over the network and storing sensitive data in the Clouds 

[353 - Author’s previous publication].  

 

When introducing a new system to the public, people should have a better understanding 

of the system. The first impression is the best, clearer understanding will assist people in 

their decision making positively. A lack of understanding of a public system cannot be 

popular in the community who eventually need to use it. Also, public systems should be 

developed based on evidence by conducting proper researches. The research will show the 

actual requirements or expectations by the public to compare what the actual system is 

going to provide. There should not be any gaps between what the system provides and the 

public expectations or the need for the system. The research studies will assist in 

eliminating or reducing this gap. Eventually, the success of any public systems including 

MyHR depends on this gap. Eliminating or reducing these gaps influences the success of 

the system in the future. That is why, these challenges of the MyHR ultimately impede the 

wider acceptance of the system.  

 

Furthermore, the public should know (once the patients’ sensitive health information is 

stored in the Cloud with the MyHRs), who else can access it other than the patient’s usual 

health care provider.  For example, people are concerned that the government agencies 

including police, Australian Taxation Office (ATO) and Centrelink can access their health 

record if they required or any insurance companies can access their employer health records 

freely to make changes to their insurance premium and other aspects of it. The lack of 

information or unavailability of the actuality of it encourages misunderstanding in the 

community. In furthering these misunderstandings, the negative media also took a major 

part. For example, anonymous messages displayed including social media like Facebook 

stating that the sensitive health information that uploaded to the MyHR is freely available 

on the Internet. However, the reality is different from what the people hear and read. 

According to the new laws, any government agencies including police, ATO and 

Centrelink cannot access patients’ health records unless they get patients’ consent or court 

order. Insurance companies also cannot request the patients to provide any health sensitive 
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information concerning their employment or insurance. Also, until a MyHR compatible 

clinical software system where a patient’s first name, last name, Medicare number, date of 

birth and gender recorded and then verified against the Medicare server details for the 

patient to establish a secure connection through the Site and NASH PKI certificates, the 

patient’s MyHR cannot be reached and retrieved from the MyHR server.  

             

Nevertheless, the situation is not always positive in every aspect of the MyHR and its 

implementation. There are real concerns in some features of the MyHR. In the MyHR 

current settings, within a health care provider organisation level, a patient’s shared health 

summary and event summary that was uploaded by the usual health care provider to the 

MyHR can be accessed by all the health care providers in that organisation. In some other 

circumstances, these health records are accessible to the reception and administration staff 

of an organisation. This is possible because of their job role linked to the clinical 

information. For example, in a solo practice environment, the reception staff members need 

to perform multiple tasks including practice management, receiving calls for appointments 

and sending reminder letters for a pap test or to perform a health check. This issue should 

be managed with access control policies within the clinical system of a health care provider 

organisation. However, because of the nature of the health care organisations and its 

complexity and dynamic environments [26, 27], the system administrators are finding 

difficulties in assigning these consistent access control policies. The MyHR user privileges 

are, therefore, often defined at a coarse level to minimise workflow inefficiencies and 

maximise flexibility in the management of a patient [28]. These practices, eventually, result 

in the MyHR being left more vulnerable to any possible misuse from unauthorised access 

and intentional leakage of the sensitive health information by insiders within the health care 

organisation.  

  

Additionally, the system administrators and technical staff of the system who maintain the 

MyHR system and deal with patients’ sensitive information databases can leak that 

information and put the organisation in risk. This risk of leaking sensitive information 

impacts negatively for the whole organisation and its business reputation. Usually, the staff 

members who deal with high-sensitive information do have a privacy and confidentiality 

agreement with the organisation. However, having these agreements does not completely 

prevent these leakages occurring, but they reduce the risk based on the employee’s 

professional integrity. This scenario indicates the level of risk of disclosure that the health 
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information in the MyHR systems faces. The research, therefore, must investigate and 

address these possibilities of internal abuse to prevent from unauthorised access and 

preserve privacy and security of the MyHR system. Understanding and addressing these 

concerns that are associated with the use of MyHR eventually increase the uptake and 

usability of the system.    

 

There are some other concerns for the consumers (patients) over the current settings of the 

MyHR. Some of those concerns are;  

(i) The My Health Record system contains an online summary of a patient’s key 

health information; not a complete record of their clinical history [346]. The 

health care providers cannot depend on it when making strong clinical 

decisions for their patients.  

(ii) Once the patient’s sensitive health information is uploaded to the central 

location by the usual health care provider and other health care providers or 

organisation, maybe in the Cloud, in a shared environment, the information 

will be available for more than the usual health care provider. Until the 

patients take control and put necessary restrictions in the system, a wide range 

of parties who are involved with the patient health care delivery can access 

the MyHR because of the nature of the settings - the default setting is open for 

all providers. This means patient MyHR health information is available for all 

health care providers and their organisations who are involved in the health 

care of the patient including a pharmacist, allied health professional, nurse or 

medical specialist to access until the patient takes control to change the 

options. Also, the MyHR audit log system that developed within the system 

to identify who access the record or the email and text message notification 

that the system sends out shows only the organisation where someone accesses 

from, not the actual person who accessed the record. Considering a large 

practice environment with several staff working, this identification will 

become harder and the responsibility is miserable.   

(iii) The MyHR system permits many external health software application apps to 

access patients’ health information. The new laws that have been amended for 

the use of MyHR outline that these applications can access the patient’s 

sensitive health information or the record with the patients’ consent.   

However, unfortunately, and predictably, health apps are already securing 
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“consent” through obscure, standard form contracts, therefore patients might 

not be aware the app owner could sell their sensitive medical information to 

others [347]. 

(iv) In various countries, de-identified datasets from the EHR systems are being 

used for research purposes. The Australian government also, may eventually, 

be using the information in researches. De-identified data cannot be included 

in any identical data including patients’ names, addresses, contact details, etc. 

This shows the only number and specific conditions against the population. 

However, the de-identified datasets can be re-identified using the current new 

technologies. For example [347], in 2016, the government released a data set 

that included information on many patients spanning 30 years. It was meant 

to be de-identified. IT researchers at Melbourne University quickly 

demonstrated it could be re-identified and linked to the individuals concerned. 

Such re-identification risk will only grow, as data sets proliferate, and tools 

get smarter.  

In addition to these existing concerns over the system, the recent MyHR Opt-Out 

arrangement has created some more issues.  While the global best practice or Australian 

federal privacy regulations recommend the necessity of consent for the use of patients’ 

sensitive health information, the Australian MyHR opt-out scheme has disregarded all of 

these globally accepted best practices. There is an argument that part of the population was 

not aware of the introduction of the opt-out scheme. The people firstly should know about 

the MyHR and the opt-out announcement to seek more information about the system to 

decide whether they go for opt-out or just simply leave it for opt-in. The reality was the 

majority of the population does not bother or make an effort to follow the instruction to 

opt-out from the MyHR system, particularly the aged population. The MyHR system and 

its opt-out initiatives, therefore, will have national advertisement to bring to the attention 

of the population in the first place. This approach would have assisted people with an 

informed choice about the system, making decisions on the opt-out method by explaining 

the benefits of the system. The additional information that the government provides to the 

public must include both the benefits and the drawbacks, especially privacy and security 

concerns. This impartial attitude assists ordinary people in their decisions making and gives 

a clear understanding of the system. This understanding may work either positively or 

negatively because while the system shows its benefits, it clarifies the substantial risks in 

keeping their sensitive health information within MyHR. Subsequently, the public who 
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have concerns including privacy and security of their health information will need to take 

additional steps to remove themselves from the MyHR system [347, 348] in the opt-out 

scheme.  

The following table 4 shows the background and milestones of the development and 

implementation of the MyHR. 

Table 4: Major development stages of the MyHR 

Major development stages of the MyHR 
 

Year 

Introduction of the PCEHR in Australia  2012 
 

Review announcement  2013 
 

PCEHR consultation process took place 2013 
 

Recommendations released and publically 
available for people 

2014 
 

Legislation changes for the PCEHR adoption 2015 
 

Renamed the system from the PCEHR to My 
Health Record (MyHR)  

2016 

Opt-Out trials in Nepean Blue Mountains and 
North Queensland    

2016  
(4 April to 27 May) 
 

National Opt-Out 2018 / 2019  
(16 July 2018 to 31 
January 2019) 

1.2.3 Data integrity in My Health Record 
 
One of the other major concerns in addition to the privacy and security of the system is the 

data integrity of the system. With the introduction and continued implementation of the 

MyHR, the importance of data integrity has become indispensable. When it is sharing 

health information that assists health care providers in delivering better health care and to 

support the right decisions at the point of care, the information that shared through the 

MyHR must be up-to-date and accurate.  The MyHR is a summary of a patient health 

information drawn from the clinical systems (that is known as EMR) that the health care 

provider uses in their organisation. Garbage in, garbage out – the information provided into 

an EMR must be supplied for any EHR system and the MyHR has no exception to this.  

Hence, the quality, correctness and contemporary of the data in the practice local electronic 

systems are crucial.  The data integrity concerns, including loss of data, erroneousness and 

invalid information of the MyHR, could impact the patient care and the care-coordination 
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negatively. Eventually, in worse scenarios, these issues may put the patients’ life in risk. If 

the MyHR data is worthless, then the outcome of any reports and researches that have 

drawn based on the system is also useless. The term data integrity covers a wide range of 

aspects. It encompasses information governance, patient identification, authorship 

validation, amendments, and record corrections as well as auditing the record [20]. It, 

therefore, not only outlines the data contained within the MyHR itself but also includes the 

security measures or controls in place. Poor security controls may also influence data 

integrity in MyHR systems destructively. In other words, the higher security mechanisms 

and control put in place for the MyHR system will ensure data integrity within the system. 

The absence of the safeguards for health records could reflect an inaccurate picture of the 

patient’s health information and this will be less trustworthy for health care providers.  

      

1.2.4 Other MyHR related concerns 
 

Change management has also played a big role in the uptake of the MyHR system. While 

a consumer can use several ways to register including paper-based, over the phone, online 

form and in person at any Medicare or Centrelink outlets, a health care provider option was 

only paper-based when this system is introduced. For a health care provider, this 

registration process has involved many paper forms. In a health care environment, time is 

always money. The health care providers and their staff do not want to spend a lot of time 

in paper-works. Additionally, the registration, involved is a legal agreement between the 

principal of a health care provider organisation and the government (i.e. department of 

health). In most cases, the principal of the health care provider organisation is a general 

practitioner who works in that organisation. Hence, until the organisation understands the 

real benefits of the system, they do not want to spend time completing paperwork and 

following up for the completion of the registration process. This was the first challenge for 

the adoption of the system. 

 

The consumers, on the other hand, do not have sufficient information about the new system. 

Even after 12 months of the introduction, the majority of the population were not aware 

that there is such a system existing. Furthermore, even though a proportion of the 

population had heard about the system, they do not know what the system is for and what 

the benefits are. Also, a larger number of the population had heard about the system did not 
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know that the system was free and no cost involved for the registration.  Not too many 

people want to take time to register or bother about it.  

            

For health care provider organisations, even registration and setting up the system for the 

organisation have faced numerous challenges. An addition to the registration process, 

setting up the PCEHR system for the organisation is another challenge. Once the 

organisation applied for site and National Authentication Services for Health (NASH) 

Public Key Infrastructure (PKI) certificates, in setting them up for the practices they may 

have faced too many technical issues. In addition to these organisation certificates, a health 

care provider individual should have the authority to use the system. This also involves 

more paperwork and technical settings. On top of everything, the health care provider needs 

to know how to use the system or how to upload a Shared Health Summary (SHS). An 

organisation is also asked to develop a policy and procedure for the registration and use of 

the PCEHR system. Overall, the introduction of the PCEHR system has given additional 

encumbrance and liability to the organisations. With the opt-in introduction, the majority 

of the organisations or consumers were not prepared to register for the new system.  

 

The consequence of such decisions is that EMR and EHR systems are left vulnerable to 

misuse and potential abuse from insiders (authenticated employees of the institution), 

which ultimately can compromise patient confidentiality. Furthermore, IT technical staff 

or the system operators who maintain the IT systems and the databases also may access 

patients’ clinical information. This leads to a risk of intentional or unintentional leakage, 

despite privacy and confidentiality agreements. However, these agreements do not 

eliminate leaks occurring; they mitigate the risk, based on the person’s professional 

integrity. This demonstrates that information stored in EMR and EHR databases or the 

Cloud servers face a significant risk of exposure. This potential for internal abuse must be 

addressed. It is also important to acknowledge and investigate these challenges and 

shortcomings associated with the current electronic health information system and 

determine possible solutions to ensure its wide adoption and success of the PCEHR system 

in Australia. 

 

In addition to protecting the information that is stored within the MyHR system from 

outside attacks and hackers, it should be inaccessible for any person that does not have the 

right privilege to access the whole or a part of the information. To make this worse, in some 
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cases, the patients provide authority for their health care providers as their delegates to 

access the information (e.g.; emergency level access). These circumstances can also create 

conflicts between legislation and the real need for health treatment. At present, it is 

understood that the importance of accessing the right information at the right time (that 

means faster accessibility) is the key to deliver better health care.   A real need for the 

information or access to the MyHR system must satisfy both the legal and the legitimate 

requirements of it. There is no appropriate control mechanism to verify that status of the 

access to the MyHR whether it is authorised or unauthorised.  It, therefore, should be an 

identification technique to verify the access has adequate privilege rights to do so. For 

example, someone who simply gets the credentials can have complete authority to perform 

all functions.    

 

The threats that are identified and targeted the use of MyHR can be divided into two major 

groups such as outside attacks (i.e. the attackers have no access rights) and inside threats 

(i.e. who misuses his/her full or part of access rights). The information stored in the MyHR 

system must be protected from both these groups using impending techniques including 

strong authentication methods, complete access policies, and high-secure storage options. 

Even though backing up health records into scattered storage devices including the Cloud 

type’s storage can increase the availability and accessibility of the information, this 

approach may create some additional security concerns. The insider threats can easily be 

determined, for instance, an audit log file can monitor the accesses but it is difficult to 

resolve because of the nature of the health care service settings. Preventing internal users 

who have no full access rights or privileges accessing the sensitive health information is 

not an easy task. Furthermore, MyHR is one of the patient-centred models. It means the 

patients themselves must assign access rights and privileges within the system. This is 

additional responsibility for patients who are not always conscious of the potential risks 

associated with permitting access to a third party.   

 

Intensifying social media and social networks create new threats to privacy. The 

possibilities of data mining and profiling contribute to these new security threats. Using 

these techniques, unidentified data can be traced and matched to a physical person. While 

personal health information becomes a part of a social platform, privacy risks are also 

growing, like the ones that arise from social networks. Most of the social network users are 

not aware of the impact of sharing health data on social network platforms. The patients 
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still need to understand how their health data is managed in a situation like emergencies 

and the patients can actively participate and be involved in their medical treatment. The use 

of the social network also indicates how the MyHR can be used. The same threats that are 

targeted in a social network and its environment can be imagined in the MyHR system. The 

fact that the personal sensitive information can disclose from any unidentified data using 

data mining techniques demonstrates that any third-party providers who are attached to the 

system can be permitted to access the information in the MyHRs. The data can be gathered 

from several sources and be combined to create a profile for the user. Then the data can be 

shared among strangers’ users and this may occur intentionally or unintentionally. The risks 

and the circumstances are almost similar in both the social network platforms and the 

MyHR system. These threats can be minimised with anonymisation of data that uses 

pseudonymisation techniques and by educating users to recognise risks [179]. 

 

The risks of unintentional leakage of Personal Health Information (PHI) have increased in 

the recent past. Unintentional leak of the PHI encourages any unlawful activities including 

medical identity theft. This allows an imposter to obtain care or medications under someone 

else’s identity [237] as someone’s PHI is an important source of identity theft [238], and 

has been used by even terrorist organisations to target law enforcement personnel and 

intimidate witnesses [239]. In the past, PHI privacy and security breaches had transpired in 

several domains. One of the best examples is, PHI has leaked from a Canadian Provincial 

Government Agency (CPGA) [240] and health care providers, through documents sent by 

employees and medical students [241]. There are several other instances where those 

leakages happened on shared environments: a chiropractor exposed his patient files on a 

peer-to-peer network, including notes on treatments and medications taken [242], a 

criminally obtained password for 117,000 medical records through a file-sharing network 

[243].  

 

The change is another challenge. The health care providers need to upload updated 

information about a patient’s health that relates to the specific visit at the end of a 

consultation. This update may include allergy and/ or adverse reactions, medication, 

medical history, and immunisation. If they fail to provide an update at the end of the visit, 

the information available for other health care providers is not current. Although, this issue 

consequents data integrity concerns, the key reason to fail to update the information to the 
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MyHR is the change. The MyHR is comparatively a new initiative and practice for health 

care providers and thus it will take some time to become in the normal practice.          

1.2.5 Data privacy and security  
 

The health care providers depend on the shared health information that is uploaded from 

various organisation including Medicare, general practices, pharmacies, pathology and 

radiology labs, and hospitals. The following table (table 5) shows the type of organisation 

or entity that contributes to the type of document or information to build the MyHR.  

Table 5: Type of documents and contribute entity to build the MyHR 

Type of document Contributed by 

Shared Health Summaries (SHS), Event 

Summaries (ES) and prescribed medications  

General practices  

Specialist letter and referrals  General practices /Medical 

Specialist practices  

Discharge summaries  Hospitals  

Supplied medications for prescription and 

prescription view  

Pharmacies via Medicare 

Medicines view, Medicare services including Medicare 

Benefits Schedule (MBS) and Department of Veterans’ 

Affairs (DVA) details, Australian Organ Donor Register 

(AODR), Pharmaceutical Benefits Scheme (PBS) and 

Repatriation Pharmaceutical Benefits Scheme (RPBS) 

information and Australian Immunisation Register (AIR) 

and any cancelled vaccinations.   

Medicare  

Reports from pathology and radiology (test and scan 

results)   

Pathology and radiology companies 

via general practice  

Contact details, emergency contact details, current 

medications, allergy and any adverse reactions details, 

Veterans’ Australian Defence Force (VADF) status, 

Patient or consumer  
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indigenous status and Advance Care Plan or custodian’s 

contact details   

 

The health care delivery using the MyHR, therefore, relies on a wide range of information 

drawn from several organisations and entities. That is why health care is known as one of 

the complex and dynamic sectors. The need for many types of information and having them 

in the MyHR to deliver better health care not only creates complexity in the use of the 

system but it also increases the concerns of privacy, confidentiality, and security of the 

information. The involvement of the sensitive information from numerous organisations 

and their systems and people even upsurge these concerns. This is another reason why the 

patients do not want to share their personal health-related information that is stored in the 

MyHR. While the need for important health information is vital at the point of care, limited 

information availability or fail to share relevant information for the care will compromise 

the better health care treatment. In other words, the effective usage of personal health 

information systems is hard to achieve without addressing the patients’ privacy and 

confidentiality concerns [256].  Whereas better-shared information from the relevant 

details of a patient’s health is essential to the patient’s future medical, the privacy, security, 

and confidentiality concerns limit the achievement of it. Therefore, there should be a 

balance between accessibility and privacy and confidentiality requirements. In the sense of 

this, even though, the MyHR system enables the easy sharing and distribution of patient 

information whenever and wherever needed, the system must address the privacy, security 

and confidentiality concerns associated with the use of the system as globally, privacy has 

always been one of the main concerns in any eHealth systems [313, 314]. For the reason of 

privacy is the right of individuals to keep information about them from being disclosed to 

others [315] and the information that is shared as a result of a clinical relationship is 

considered confidential and must be protected [316].  

 

The patients, generally, do not want to share any sensitive information with others 

unnecessarily except to their health care providers. The sensitive information may include 

mental health details, sexual health information or even drug use. This is why patients 

expect a strong privacy protection mechanism in the MyHR system. To make the patient’s 

concerns worse, in a digital environment, the exposure of sensitive information cannot 

easily be recovered and the negative impact of it will be high for a long time in the 
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community. Once they shared this sensitive information with their health care providers 

either (i) they do not want to upload the details into the MyHR or (ii) they do worry about 

the privacy, security, and confidentiality of the system. Selecting either (i) or (ii) 

approaches, ultimately impacts their future medical treatment negatively.  Not giving 

patients control over their private data might result in patients withholding or trying to 

delete sensitive medical information from their EHRs to preserve their privacy [317]. This 

may be a reason that the MyHR provides the patients’ control in the availability of a record 

to a specific health care provider or group.  

 

Additionally, a system administrator or operator can intentionally or unintentionally leak 

out patients’ sensitive health information for any reason including revenge, profit, or other 

ill purposes. In the conventional privacy-preserving techniques, system administrators and 

operators are assumed to be trust-worth. However, this may not always, be the case. 

Therefore, when preserving privacy for the nation-wide health system, there should be 

mechanisms in place to monitor those above assumptions, situations or variations. The 

MyHR system must be dealt with user authentication, access control, user privileges rights, 

and user authorisation effectively to manage a high volume of patients’ sensitive 

information. Consequently, there will be a need for a multi-layered security model to 

protect the privacy of MyHRs.  

 

Besides, the complexity of an EHR system including the MyHR creates some other 

technical issues including unavailability and denial of service. Even though, having all 

relevant health information to the medical treatment in the MyHR, the system is unavailable 

at the point of care is useless. Also, due to this complexity of EHR systems, there will be 

more possibility for a health care provider to make innocent mistakes that can cause 

disclosure of a patient’s sensitive health information. For example, adding someone’s 

medication to someone else’s record while opening more than one patients’ records using 

a health care provider’s clinical system.  

 

1.3 Purpose and Significance of the Study 
 
The transformation from the paper-based medical records to the digital version of the 

record (either electronic medical records or electronic health records) was significant for 

the health care sector. 25 years ago, patient records were on 8 x 5-inch cards and receipts 
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were done using the Kalamazoo system, suture material was acceptable to reuse if soaked 

in antiseptic solution, and the only transfer of information was by telephone or mail [1]. 

The environment has now rapidly changed. In health care provider settings, 98% of general 

practitioners now have a computer on their desk and 70% to 94% use computers to the level 

of regularly documenting progress notes/clinical records [2]. The clinical systems are being 

used to document all health-related information including allergy, past medical history, 

current medications, immunisations details and progress notes became widespread and it is 

still on progressing. An EHR provides the summary of health events that usually strained 

from numerous EMR systems or health care providers clinical system.  Also, an online 

EHR system empowers not only in managing and contributing own health-related 

information in a consolidated approach for a patient it also prominently assists the storage, 

access, and sharing of patients’ health data for health care providers. Furthermore, storing 

medical records digitally on the Cloud offers great promise for increasing the efficiency of 

the health care system. As a result, a national EHR was introduced to Australia in 2012 and 

the Government has invested multi-million dollars to build key components of the 

PCEHR/MyHR to improve health outcomes and reduce costs in Australia [15].   

However, the initiative of the PCEHR/MyHR system faces many challenges which 

eventually impede its broader acceptance of the system. The privacy, security, and 

confidentiality of patients’ sensitive health information are one of the major ones. Once 

patients’ health information is uploaded to the MyHR, the patient is not aware of who else 

can access their sensitive information other than the patient’s usual health care providers. 

In a large health care provider organisation where several health care providers working, 

all health care providers can access a patient’s clinical information in addition to the usual 

provider of the patient. This access must be given for only the usual provider unless the 

usual provider gave access to another provider with the patient’s consent.  

1.4 Statement of the problem 
 

One of the major functionalities of the MyHR system is to ensure the availability and 

accessibility of important health information of a patient at any time and from anywhere. 

In reality, the information can also be easily stored and accessed by a range of technologies 

including mobile devices. The technology facilitates the exchange of sensitive health 

information among health care providers and other involved parties. The Internet is used to 

upload and download health information. In the process of uploading, storing and 
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downloading, patients’ sensitive health information must always remain protected, 

particularly considering legal and ethical consequences including privacy and security of 

the impact of the data. To protect sensitive information, proper security services must be 

in place.  This security services and the mechanisms are essential (i) to allow access to 

authorised users and (ii) to protect the sensitive health data. 

  

The unauthorised access and release of sensitive information are considered a breach of 

privacy and confidentiality and this could lead to the issue of public concern such as 

discrimination, embarrassment or economic harm [16]. The legal and ethical technological 

dimensions of protecting patients’ privacy and confidentiality is a major concern that has 

not been effectively addressed in the past. An appropriate security multi-layered model to 

prevent a wide range of security threats is also essential.  

 

This thesis has the purposes to research privacy and security concerns associated with 

storing patients’ health sensitive data in the MyHR system and to suggest a suitable security 

method to protect the data.  

1.5 Research question 
 
The patients’ privacy and confidentiality can only be achieved by incorporating appropriate 

security services and mechanisms in place to protect the data against being accessed by 

unauthorised users. Besides, a proper EHR system not only should guarantee the protection 

of patients’ privacy and confidentiality but also assure the reliability and integrity of the 

information gathered by health care professionals [349]. Therefore, addressing the security 

of stored data, access control, user privileges is essential. This research aims to address 

database attacks, potential solutions for those attacks, data integrity and the importance of 

security in the MyHR. This research also discusses concerns with the current settings of 

the MyHR system. To achieve the objective of this research in the domain, the following 

research questions must be answered: 

 How could the storage and access of an EHR or the MyHR be supported by 

incorporating security services in a shared care environment? 

 What are privacy and security concerns associated with using the MyHR or an 

EHR system in general? How could these concerns be addressed and resolved?   
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1.6 Research approach 

 
This research will analyse different approaches used to protect information stored in 

MyHRs and determine and discuss the strengths and weaknesses of those approaches. The 

research methodology will focus on the following stages.  

(i) Investigation of the different attacks that have targeted health data in the past  

(ii) Analysis of the appropriate solution for each data attack  

(iii) Research of the existing access control methods  

(iv) Development of the new method to protect the information in the MyHR   

(v) Implementation of the new system that satisfies the need of the security 

controls.   

1.7 Research Scope 
 
The aim of this research is to provide a high-security model to protect highly sensitive 

health data in EHR systems in a shared care environment. Even though throughout the 

thesis, both primary and secondary use of the health information will be discussed, the main 

focus of the research is primary use and therefore the solution proposed will be the primary 

use of information.  

 

A prototype version will be implemented to evaluate the software program specifications 

having been presented and discussed in this thesis. The implementation would be used to 

test the proposed solution in a simulated environment based literature review. Therefore, 

the scope of this research is to provide a detailed software program specification for secure 

health information stored at a conceptual level rather than to provide completely functional 

software with that purpose.  

 

1.8 Organisation of the thesis 

 
This thesis is organised in chapters and there are seven chapters included. Chapter one 

provides an overview of the research with emphasis on the background of the components 

involved, motivation, purpose and significance, approach and scope of the research.  

 

Chapter two offers background knowledge for the research topic through related work and 

discussions of literature review in the pertinent topics. The literature review discussion and 
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analysis cover the current health care system, the importance of privacy and security of 

health data, other ethical and legal issues in storing and accessing health information and 

various challenges involved in securing health data. Key access control types, access 

control of the PCEHR or MyHR and previous health care database attacks are also 

discussed in chapter two.  

 

The research design and methodology are discussed in chapter three. This chapter describes 

the research design, methodology, stages of the research. The health database security and 

internal abuse in database security are also discussed in chapter three. The conceptual 

approach and analysis including assessment and solutions for the previous health database 

attacks, current EHR architecture analysis, and data integrity analysis, are described in 

chapter four.           

  

In chapter five, the proposed security model is analysed and illustrated with three levels of 

the security framework. The implementation of the proposed model is discussed in chapter 

six. The implementation covers the software life cycle, system design, system 

implementation, system testing, and evaluation. Finally, the thesis completes the 

conclusion in chapter seven. However, this chapter is split into two major parts such as 

actual conclusion and future suggestions.         
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Chapter 2 

 

Chapter 2: Literature Review 
 

As it has been discussed in sections 1.1, 1.2 and 1.3 the background of the EHR systems, 

the importance of having them in the modern health care delivery, raising concerns of the 

development mainly around privacy and security and security mechanisms to protect the 

patient’s health sensitive information in the EHR systems. In this chapter, all the relevant 

components within the scope will be discussed in detail as well as concepts of the EHR 

analysed.       

2.1 Health care systems 
 

A system can be understood is an abstract representation of objects or processes, a model 

or a natural artefact in the real world [29, 30]. Hence, the health care system should be an 

interpretation of an intellectual picture that outlines the major functionalities of all 

associated technological, logistical and administrative infrastructure of the system. The 

goal of the health care system is to improve the health outcome of the population in the 

most efficient way using the available resources to satisfy the needs effectively. Therefore 

the health care system can differ significantly considering several factors that influence in 

each country including culture, history and development level. For instance, the Australian 

health care system encompasses a combination of public and private health care providers’ 

services. The funding for these services comes from all levels of government (including 

federal, state and local), health insurers, non-government organisations and even from 

individuals. The Australian Government generally contributes the funding through two 

national health subsidy schemes: (i) Medicare Benefits Scheme (MBS) and (ii) 

Pharmaceutical Benefits Scheme (PBS). In the meantime, there are other additional 

services and supports such as: social welfare services, regional and remote health care 

programs like lifespan and headspace for mental health, additional funding programs for 

chronic and complex conditions are also available.   
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The actual definition of the health care system explicates that a health care system is a 

collection of many resources including health labour force, infrastructure, and technology 

used in the system with a serviceable structure that is in place to deliver health care services 

to the public in a country. The analysis of the complex structure of the health care system 

is not part of the aim of this research; however, a broad understanding of the health care 

system is useful for the central topic of this research. The health care of a patient is the 

fundamental basis of the health care system. A proper health care system must capture, 

store, manage and transmit health information relating to the health of an individual and 

the activities of health care organisations the health sector.   

2.1.1 Health Information System 
 
Health Information System (HIS) has been utilised for collecting, processing, storing and 

transforming the required information for planning and decision making at different levels 

of the health sector to provide quality services [32]. A HIS is an intersection of health care’s 

business process, and information systems to deliver better health care services [31]. 

Computer-based information systems have been commonly used in health care since the 

1960s. However, in the 1990s, the purpose of research and commercial applications moved 

to a patient-centred data processing approach as well as through the local and regional 

integration of the health information system [33]. 

 

Nowadays, the central point of interest is the development of EHR to exchange important 

health information including medical history among health care providers to provide better 

health care. Haux in [33] explains, HISs are applications that collect, store, process and 

provide data, information, and knowledge for the provision of multiple services in the 

health care domain. Information is a critical element for the decision-making process in 

health care settings. In this sense, data quality and accessibility have become major factors 

for the delivery of health care. The right health information of a patient needs to be accessed 

at the right time in the right place for a reliable health care delivery. A good HIS system 

can be beneficial for health care consumers (patients), health care providers and people 

who manage the system (practice staff).      

2.1.2 Health Record 
 
In general, a health record is a collection of relevant facts of an individual's personal health 

information, including allergies, immunisation, past medical history, current medication, 
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and progress notes. The information is recorded by a health care provider to use that 

information for continuity of care. The health record can be either paper-based or 

electronic. The paper-based records include handwriting and computer and ICT 

technologies are used in electronic-based records. The electronic records may be either an 

electronic health record or electronic medical record.  

     

2.1.2.1 Traditional paper-based patient health record 

In the early days, paper-based patient records are used, which means information about a 

patient health treatment produced, stored and accessed in paper format within a health care 

institution. Every health care provider organisation maintains paper-based records in their 

convenient way. Generally, every patient has a paper-based file that was kept in a cabinet 

in alphabetic order. When a patient books an appointment, the file can be accessed by the 

health care providers. This historical paper-based record is generally referred to as a 

patient’s health record. The paper-based patient record is still the main source for 

information management in daily care delivery for several reasons. In utilisation of the 

paper-based patient record, both as a reminder to health care providers to report events, 

such as the course of an illness and as a tool for communication among clinicians [34, 35]. 

However, the paper-based record involves mainly of free texts in an unorganised or less-

organised way. Hence, paper-based records are not effective and efficient enough in 

supporting the clinical decisions making the process. Other drawbacks of traditional paper-

based health record are; 

(i) Difficult or inefficient to trace or search back a patient’s historical 

information or retrieve relevant details. 

(ii) Potential writing mistakes or difficult to understand. 

(iii) Easy to misplace  

(iv) The paper/writing change over time and this may result in loss of complete 

historical information. 

(v) No back-up.  

(vi) Susceptible to the natural disaster including flood and fire.   

The evolution of health information systems and the development of communication and 

information technologies have made possible the collection, storage, retrieval and 

transference of electronic health information.   
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2.1.2.2 Electronic Medical Record 
 

Electronic Medical Record (EMR) systems are the computer-based application that allows 

the collection, storage, and retrieval electronically during a patient’s consultation and other 

times.  EMR over an EHR utilises within a health care provider organisation. EMR has 

been discussed in detail in Section 1.1.2. 

2.1.2.3 Electronic Health Record 
 
In this Section, EHR is analysed in the literature review perspective in addition to Section 

1.1.3.  EHR is, similar to EMR, a digital version of patient health information that is 

maintained over time and may include all or most of the key administrative clinical data 

that is relevant to the patient’s care such as demographics, medical history, current 

medication, any allergies or adverse reactions and immunizations under various health care 

providers. The EHR may also include pathology and radiology results that may be useful 

for the patient’s future treatment.  

The EHR systems empower access to health information and have the prospective to 

simplify the health care provider's workflow.  In addition to the supports directly providing 

in the actual health care delivery and its associated activities including decisions making 

the process, an EHR system also assists some other activities including quality management 

and patient outcome reports that contribute to the patient health outcome indirectly.  

Taking the active participation into account, the EHRs also improve the communication 

between patients and health care providers and this helps to develop a strong relationship 

between them. In the continuity of care perspective, this strengthens a relationship 

significantly. The actual information with quicker access when and where it is needed 

allows health care providers to make the right decisions at the right time – this is the primary 

function of any EHR system that requires it to be performed. The EHR can also improve 

patient care by: 

 Reducing the medical errors over handwritten or paper-based sources and increase 

the precision and transparency of the information.  
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 Providing access to relevant information to make better decisions for both health 

care providers and patients. 

 Improving information availability feature assists in reducing duplication of tests 

and scans and reducing unnecessary delays in providing treatment.    

Several designs [169, 170, 171] of EHR systems have been proposed that especially focus 

on maintaining the safety of the EHR. Other real implementations of EHR systems are for 

example Microsoft HealthVault [172], Dossia [173] or GNU Health [174]. Even though 

these web-based EHR services are more efficient in storing health information and increase 

the accessibility, these depend on the patient’s credentials, e.g. username and password. It 

cannot access information in real-world situations where patients may forget such 

credentials or may simply be unable to provide such information in a given circumstance 

[303]. For this reason, Google Health is one of the discontinued solutions [175]. According 

to an official 2011 blog post [176], the reason for discontinuation was the lack of use and 

impact on the health industry. Therefore, in 2013 the Google Health patient data was 

systematically destroyed and unrecoverable [175].  

 

As Health Information Technology (HIT) and health care workforce grow rapidly in 

diversity, health care has been identified as one of the complex sectors. This is a concern 

because evidence suggests that complex HIT can interrupt care delivery [192, 193], 

contribute to medical errors [194], and expose patient data to breaches [195]. Additionally, 

the consequences of such incidents leads to undesirable media attention, loss of patients’ 

trust and sanctions imposed by state and federal agencies. It is therefore critical that 

information systems in the health care setting are implemented and deployed in a manner 

that upholds the privacy of the patients to whom the information corresponds [193]. A 

substantial amount of attention has been allotted to avert hacking from adversaries external 

to the health care organisations [196, 197, 198, 199, 200]. However, the insider threat did 

not receive adequate attention from the research community, despite its acknowledgment 

as a real and growing problem [201]. This is a significant concern because evidence 

suggests the greatest risk to information systems stems from authorised users [202, 203, 

204] because the unauthorised access to health information could lead to privacy 

compromise, deterioration of trust, and eventually harm [205, 206]. For this reason, health 

care providers have also voiced major concerns over the privacy, security, and 

confidentiality of current EHR systems [207]. It has also been suggested that the safety of 
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EHR systems could be improved by incorporating more stringent security procedures, such 

as access limitations and detailed audit trails [208].  

 
Huston [257] discusses the general security concerns on implementing e-medical records 

and technological and administrative tools available for safeguarding the e-medical 

records. Stein [258] in his model discusses the different scenarios of EHR and highlights 

threats and promises. In this model, while dependability, responsibility, and privacy are 

considered as threats, stability, tractability, accessibility, and superiority are considered as 

promises. One of the major privacy concerns arises while the information is exchanged in 

the EHR system from one health care provider to another. Taskforce on medical informatics 

[255] discusses some issues related to the exchange of medical records among providers. 

Chadwick and Mundy [256] analysed the security requirements for the electronic exchange 

of sensitive documents including prescriptions to preserve the privacy, confidentiality, 

integrity, and availability of the system. This model also discussed the four diverse 

exchange concepts such as Transcript Consortium, SchlumbergerSema Consortium, 

Pharmacy 2U Consortium and the University of Salford Model published in the U.K. 

 

Another approach for storing and sharing medical information is via a flash drive. The 

Health Key is a U.S.B. flash drive sold by MedicAlert [304]. This provides storage for 

medical records to keep and retrieve them when needed. However, the feature of prompting 

automatically the user with its contents when inserted the device (i.e. U.S.B. flash drive) 

option raises a high risk to patients’ privacy and confidentiality.  This will increasingly 

result in identity theft as well. The difficulty in keeping information up-to-date for this 

method is also one of the drawbacks. The Band is another proposed method presented by 

Hinkamp in which patent suggests a health system built around the smart band, which stores 

patients’ health data [305]. In this model, network servers retrieve the health information 

when it needed and useful while a patient presents at the emergency department with the 

possibility of real-time accessibility. However, this method relays on the assumption of the 

patient will be carrying one when present such health services. In practicality, this is 

unfeasible to consider the nature of health needs.    

        

There was another approach introduced and known as a carried-on token approach that 

used rendezvous-based access control [257]. This method rejects accessing patients’ 

information in the EHR through the Internet.  The health information is accessed through 
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a Global System for Mobile communication (GSM) servers placed at any location where 

the information is required, for instance, in the emergency department. In terms of privacy 

and security, this approach is safer than the Cloud-based systems.  In this method, health 

care providers gain access through a token that the patients provide at the point of care. 

Even though this approach is efficient and safer as GSM servers are decentralised and the 

information stored is independent of others, the need of carrying the token by the patients 

for the health care provider to gain access and the unavailability of GSM access points are 

weaknesses of this method.  

 

Some other approaches require the use of smartphones’ Internet capability for accessing 

web services [303]. Kulkarnim and Agrawal propose a health care system for developing 

countries based on using smartphones as tokens [306]. This is a token-based method that 

uses the smartphone enablers to provide medical guidance whenever the information 

required with the help of external hardware senses. The services that this approach provides 

are limited, for example, this approach is not designed to cover the emergency accesses. 

Another approach that presented by Gardner et al. [307] is known as secret sharing.  In 

this method, the patients keep their health records within their mobile phones. To preserve 

the privacy of using mobile phones, this tactic has several user privilege levels to access 

health data.  For instance, in addition to the combination of username and password, 

biometrics is also used in gaining access.    

2.1.2.4 My Health Record (MyHR) 
 
The Personally Controlled Electronic Health Record (PCEHR) or My Health Record 

(MyHR) is a shared electronic health summary that has been developed by the Australian 

Government with implementation overseen by the National Electronic Health Transaction 

Authority (NEHTA) in 2012.  As discussed in Section 1.1.5, the initiatives face many 

challenges. Both health care providers and consumers (patients) do have legal and ethical 

concerns including privacy and confidentiality with the system.  In addition to health care 

providers facing some accessibility-related concerns, the consumers also find difficulties 

in accessing their health information from MyHR. In some cases, consumers must pay to 

access their health information. The current MyHR system must resolve this issue and give 

free access for patients to access their health information for the reason of overwhelmingly 

the consumers want to have access to their records [80]. However, the implementation of 

the MyHR system needs to overcome some real concerns with the system. The option of 
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given permission for consumers/patients to remove the document uploaded by a health care 

provider is a concern for health care providers particularly.   The health providers contend 

that the consumer should not be permitted to remove the uploaded documents. The reality 

is, once the document is uploaded for a patient whether it is Shared Health Summary (SHS) 

or Event Summary (ES), the patient can view (read-only mode) the details and the patients 

cannot modify any details in it because when a health care provider creates records it is 

turned into Clinical Document Architecture (CDA) type which is a non-changeable format 

like Portable Document Format (PDF) [78].  

 

With the current arrangement of the MyHR system, the patients cannot modify the 

information that uploaded into their records; however, they could delete the whole record 

completely [81] as shown below in figure 1. The health care providers do not prefer the 

option their patients can remove the relevant health information that they uploaded. Once 

a health care provider decided that a piece of clinical information is essential and uploaded 

as it is important for future treatment, then why the patients should have an option to delete 

the whole SHS or ES from their record?. For this reason, the health care providers argue 

that the integrity of the MyHR is questioned and they cannot rely on a patient’s MyHR.  

 

 
Figure 1: Option for a patient [78] 

However, on the other hand, the Department of Health (DOH) argues [80], it is the patient’s 

record and the patients should have control over the documents or information about 

prescribed medications or other treatment from the record [78 – Author’s previous 

publication].  
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As shown below in figure 2, the patients have access and control to restrict a specific health 

care provider organisation from accessing one or more than one record/s from the MyHR. 

This raises another concern for health care providers. 

 

 
 

Figure 2: Patient option to give restricted access [78] 

 
According to DOH [82], this permission offers the patients control over their records who 

can access it. However, health care providers fear that valuable health information will not 

be available for effective treatment at the point of care, particularly in an emergency or a 

life-threatening situation. The ability of hiding features by patients of their record, 

therefore, gives an incomplete picture of the health information and this leads to data 

integrity issues of the system. Eventually, this situation may create an unreliable position 

for health care providers and then compromise health care delivery. Furthermore, there is 

no assurance that all health providers who are involved in a patient’s care will supply all 

relevant health information or that the information supplied will be complete.  

 

Australian Medical Association (AMA) [83, 84] outlines that a MyHR is only a summary 

of a patients’ important health information that supports the clinical decisions and medical 

treatment process. According to this statement by the AMA, therefore, a health care 

provider cannot completely depend on the MyHR and the usefulness of the system would 

be limited. The SHS or ES can be beneficial if the complete clinical information is available 

at the point of care. It is, therefore, important to acknowledge and investigate these 

concerns and shortcomings associated with the current MyHR system and conclude 

potential resolutions to ensure its wide acceptance and the success of the system. 
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2.1.2.5 Purpose of the PCEHR/ MyHR 
 

The purpose of the MyHR is to provide a secure electronic summary of people’s medical 

history [36] that includes health information such as past medical history, current 

medications, allergies and adverse drug reactions, and immunisations details. The MyHR 

is stored in a network of connected systems with the ability to improve the sharing of 

information amongst health care providers to improve patient outcomes no matter where in 

Australia a patient presents for treatment [37].  

 

2.1.2.6 Architectural approach of the PCEHR / MyHR 

 

In general, an integrated networking EHR system facilitates the exchange of medical 

records across the health care system. However, to make that possible, the implementation 

of a unified, clear and standardised architectural model is required. Various approaches 

have been proposed to ensure a secure, efficient and standardised EHR system. In general, 

the Object-Oriented Methodology (OOM) and Document-Oriented Methodology (DOM) 

are the two major approaches that have been used in the development of standardised EHR 

architecture [40].   

     

The high-level system architecture describes the structure, linked mechanisms, their 

connectivity and settings, values and major features design and evaluation of the MyHR.   

The architecture of the MyHR also shows how all interconnected components of the system 

will work together to achieve its objective, for example, how the system covers a wide 

range of stakeholders to deliver better health care as a whole. The MyHR system has been 

architected using the Agency's National eHealth Interoperability Framework (NEIF). The 

NEIF is based on a combination of the Australian Government Architecture and HL7’s 

Service Aware Interoperability Framework (SAIF) [38]. The NEIF is used by the MyHR 

system to help deliver consistent and cohesive eHealth specifications, and in this manner 

provides a common specification language for teams involved in working in eHealth, 

supporting the identification of secure and interoperable services and assisting in analysing 

eHealth solutions to ensure that they will deliver the intended outcome [39]. 

  

The Document-Oriented methodology is focused on developing a common and 

standardised architecture for different types of health care documents that can be associated 
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with the patient. A patient medical record contains different types of documents (medical 

reports, test results, images, prescriptions, diagnosis, etc.) which are associated type of 

service provided. The Document-Oriented Methodology is utilised by the HL7 Clinical 

Document Architecture (CDA) and by the Japanese Man-Machine Language (MML) [85, 

86, 87, 39].    

 

2.1.2.7 PCEHR/ My Health Record in Hospital  

 

The health care provider organisations, in general, use EHR systems for storing and 

retrieving (or uploading and downloading) the patient’s information when it is needed. 

These organisations provide relatively easy access to EHR for authorised users on-site. 

However, in a hospital environment, this situation is different. The patients in the hospital 

have no direct access to MyHR.  While New South Wales (NSW) hospitals have access to 

the MyHRs through their EMR systems, other states hospitals (the majority of the hospitals 

in the country) have no access to the system. These hospitals have no immediate access to 

the health information stored in the MyHRs. 

  

Even though the benefits of MyHR for health care providers in the hospital are the same as 

in any other health care provider organisations, access to MyHR for hospitals is very 

complicated than other health care organisations. There are many reasons behind it for this 

complexity. Software compatibility is a major concern as they use various software 

applications and making them compatible with the MyHR will be a difficult process. To 

increase this difficulty, furthermore, hospitals are state funding organisations and the 

systems they follow contrast. Access to patient information must be done discreetly and 

must comply with some corporate policies such as the rules stipulated in the HIPAA Act 

[300]. Granting full access for health care providers to access the patients’ MyHR health 

sensitive information will give any health professional full access to a patients’ EHR may 

pose a potential law violation and create privacy and security risks. A study analysing 

whether or not different health professionals will comply with the information assurance 

policy of their respective health clinic reveals that as many as fifteen compliance factors 

are involved in such a decision [301, 302]. Providing limited access for a certain period for 

the providers in the hospital would be a solution in preventing the privacy and security 

concerns within the hospital settings.   
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2.2 Security and Privacy of EHR systems  
 

With the support of modern digital technologies including the Internet and the Cloud 

services, an EHR system will be the key enabler in the health care sector by;   

(i)    Enhancing the quality of patient health care,  

(ii)   Increasing patient active participation in their care,  

(iii)  Reducing medical errors including human errors and handwriting,  

(iv)  Improving practice efficiencies and  

(v)  Saving time and cost.  

 

The complexity of such EHR systems, however, increases many privacy and security 

concerns. The security and privacy concerns with EHR systems are, eventually, associated 

with a broader range of ethical and legal issues. The modern EHR systems encompass 

extremely sensitive and personal information regarding not only health history but also the 

delivery habits, sexual orientation, sexual activities, employment status, income, eligibility 

for public assistance and family history of a patient [41].  Hence, protecting EHR systems 

are not only for technological requirements but also for ethical and legal requirements. 

Preserving patients’ health information in EHRs is crucial because any unauthorised access 

and release of the personal information contained within an EHR could cause harm to the 

private life of the patient [42, 43]. Furthermore, even though preserving the sensitive health 

information of patients is a basic need of the EHR system development, the implementation 

of such security and privacy measures also becomes a challenging task over time. The 

secure access and storage of electronic health information is required to not only protect 

the exchange of data but also needs to ensure that the information is disclosed only to those 

who need access. Consequently, both security services and mechanisms are essential for 

allowing access to authorised users as well as for protecting sensitive medical information 

during the exchange of data [44]. On the other hand, high-security measures may lead to 

system unavailability and inefficiency issues. Therefore, defining the correct balance 

between security requirements and the availability of information is a critical goal in a 

complex environment such as health care [45].  

 

Compared to other sectors, the concerns over privacy and security are very high in health 

care as they do contain highly sensitive information, for example, the EHR. Therefore, the 

privacy and security options of the EHR systems must be considered carefully. The rapid 
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growth of middleware technologies encourages health care provider organisations to use 

various software applications and systems to make their job easier. Even though such 

systems are increasingly used in a wide range of activities including patient management, 

decision making support tools and billing, the information stored within the systems are 

stated as highly confidential and required additional access control mechanisms. Because 

of the nature of the system including the information stored over the Internet and the Cloud, 

there is a significant level of threats from hackers and malicious software. It is, therefore, 

access control levels and user privileges should ensure secure access to the EHR system in 

a health care environment. These access rights and user privileges must comply with the 

access control policy that satisfies the national standards.  

 

2.2.1 Australians’ Privacy Concerns 

 

The decisions of when, where, from whom and what type of medical treatment is delivered, 

the privacy and confidentiality of the health record influences significantly. Nowadays, the 

privacy of sensitive information (i.e.; health data) becomes a serious concern with the 

shared and distributed systems including social network platforms and EHRs over the 

Internet. The introduction and rapid advancement of social network platforms may be one 

of the reasons why this concern becomes a major issue. The concern, eventually, affects 

the flow of health information for health care providers to access and use to deliver better 

health care. 

  

While the privacy concern is a common issue globally, the degree of concern is varying 

from country to country. The concern depends on the level of priority that the public put in 

it. For example, the level of priority the public put in for privacy concerns in Australia is 

different to this level in Indonesia; even this concern would be very low in Ethiopia. There 

will be many reasons set this level of concern for a country. Available services, level of 

economy, education, and awareness, advancement of health care, communication 

development, lifestyle, and culture are some of them. It is, therefore, important to conduct 

proper research to identify the potential issues including the privacy concern with the EHR 

system nation-wide for a country. Similarly, in Australia also, appropriate researches would 

have performed before the introduction of the MyHR system. Even though there has been 

no research on this topic done before nation-wide, New London Consulting (NLC) has 

surveyed in Australia. This survey results and the analysis will help the importance of 
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privacy and confidentiality in Australian communities as the privacy and confidentiality 

concerns do impact MyHR implementation in Australia. Some of the important results from 

this survey [18] are analysed in the following table 5.  

 

Table 5: Australian Privacy Concern – the survey result summary 

Survey results [18] Analysis 

49.1 percent of Australian patients 

indicated they have withheld or would 

withhold their health information from 

their health care providers if the health care 

provider had a poor record of protecting 

patient privacy. 

It is obvious that the patients trust the 

health care providers; however, if they 

come to know that their health care 

provider organisation does not take 

adequate steps to protect their sensitive 

health information, they will leave from 

the organisation. This action will affect 

the organisation business and reputation 

negatively. This simply shows that about 

half of the population in Australia do 

have serious concern over the privacy of 

their health information.  

38.2 percent stated they have or would 

postpone seeking care for a sensitive 

medical condition due to privacy concerns. 

Postponing medical treatment will put 

the patients’ health in risk. The privacy 

concerns, eventually, affect the delivery 

of health care.    

97.1 percent of Australian patients think 

health care providers have a legal and 

ethical responsibility to protect patients’ 

medical records and private information 

from being breached. 

Almost all population trust their health 

care providers and the organisation and 

also protecting the sensitive information 

is their obligation.  

59.1 percent of Australian patients 

stated that new and stronger laws are 

The majority of the population in 

Australia believes that the current 

privacy laws are not adequate to protect 

their sensitive health information. They 
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needed to guarantee the privacy of 

patient information. 

also realise the need for new laws to 

prevent the current threats that they face 

presently.  

43.5 percent indicated they would seek 

care outside of their community due to 

privacy concerns. 

This simply shows the level of concern 

the Australian people have and just below 

half of the population are happy to travel 

significant distances for preserving 

privacy. In other words, they don’t mind 

the cost involved in it – they give priority 

for privacy than the cost up to a limit.     

4.9 percent of Australian patient 

respondents indicated they had been 

alerted or discovered on their own that 

their medical records had been 

compromised. 

A significant number of patients have had 

experience in the privacy breaches or 

directly affected by this breach. This 

number simply shows the occurrence and 

possibilities of the breach. In some cases, 

the patients may not aware that they have 

had affected. Therefore, this percentage 

might be higher than 4.9.     

 

The health treatment for patients in modern health care settings is utterly information-based 

and any resistance in the free flow of the health information between health care providers 

and patients ultimately compromises the patients’ care. In conclusion, the Australian 

population believes protecting their sensitive health information is the responsibility of the 

health care providers and hospitals. The trust in their health care providers will last until a 

substantial breach happens with a provider or in the organisation. Once they hear a major 

negative reaction for privacy violations or any breaches story from their health care 

providers or the organisation, they move to another health care provider or an organisation 

who responses positively or where they believe that a proper control put in place to protect 

the privacy of the health information.        

The research and analysis survey conducted New London Consulting involves legal and 

ethical responsibilities and with the following findings:  
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 There will be more positive activities to take to protect sensitive health information 

by the management of the health care provider organisations and hospitals.     

 The health care providers should monitor on regular basis who else accesses the 

patients to identify unauthorised access to their patients’ sensitive information.  

 The Australian government also needs to take necessary actions to protect the 

privacy of health information including making availability of the information in 

which health care provider organisations and hospitals have had privacy breaches 

of patients’ health information. 

 Any privacy breaches will damage the reputation of those organisations or 

hospitals.     

 The reputation of the organisations or hospitals impacts on the decisions where the 

patients seek for their health services.   

 The poor management of sensitive information will be the main reason for privacy 

breaches. 

 The patients seek health services from another provider organisation or hospital if 

they discover there had been privacy breaches with their current organisation where 

they go for health services. 

 The current privacy laws are inadequate to protect the present risk of privacy 

breaches or they are not properly enforced.   

 The additional required enforcement of privacy laws and the introduction of best 

practices can provide a better outcome in protecting privacy. 

The majority of the population who were affected by the privacy breaches have suffered 

and faced negative consequences of the breach. The consequences include the health 

sensitive privacy is a public issue and the victim will be a subject matter in the society. The 

consequence of the breaches also leads to some other serious concerns within the system. 

For example, the breach can lead to adding incorrect information to the health record, 

identity theft, use sensitive information to any lawsuit that is against the victim. These types 

of activities will affect patients seriously.        

 

This survey also revealed the benefits of such EHR systems including better accessibility 

amongst health care providers, keeping the information current and the patients’ 

involvement and contributions in their care. The majority of Australian patients also think 

the health care providers should effectively work in preserving the privacy and ensuring 
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confidentiality by taking necessary actions including quick response in providing details 

for patients who else has accessed the health information other than their usual health care 

provider, resolve any privacy breaches effectively in a timely manner, making more 

awareness of the breaches and patients privacy concerns, ongoing monitor who else access 

the health information, and improving communications with patients in this regard. 

        

This survey also has revealed the tasks that their health care providers can take to increase 

their level of trust on privacy are;  

 Setting up monitoring services to prevent privacy breaches around the MyHR 

system. 

 Providing education and training to all staff on how to protect the information and 

follow the privacy laws. 

 Encrypting the health information before storing it.  

 Investigation any suspicious data breaches immediately and effectively.         

 Improving communications between the providers/organisations and patients on 

the privacy breaches. 

 

Even though further academic and industry research is required to recognise the real impact 

in a community including emotionally, financially, professionally influences to the patients 

who have experienced the privacy breaches, the above survey findings reveal the 

importance of the privacy, security, and confidentiality of health information and in the 

EHR systems including the MyHR. From these findings, it is easily understood why 

Australians’ MyHR system uptake was very low and the need for a high-security system 

for the MyHR to preserve the privacy of the information in it.   

2.2.2 Cloud Computing Security Concerns in Australia   
 
While the Information Security Forum (ISF) indicates that the risks of using the Cloud 

services for personal data can easily be managed, the reality of the risks and its effect are 

significant and cannot be always rectified. ISF is an international, independent information 

security body that considered as the world’s leading authority on cybersecurity and 

information risk management. The privacy concerns over sensitive personal information 

such as health become even more serious and complicated with the Cloud-based systems. 

Organisational pressure to take advantage of the Cloud-based systems should be matched 

by equal eagerness to understand and manage this higher-level of risk. The decision to use 



59 
 

the Cloud-based systems should be convoyed by an information risk assessment that has 

been conducted precisely to deal with the complications of the Cloud systems, the data that 

will be stored in the Cloud, associated privacy regulations and of course the needs of the 

business. It should also be reinforced by business processes that ensure the required 

protection of the system. If not, the identified pressure to implement the Cloud services 

will increase the risks. The risks, eventually, fail to comply with any privacy legislation, 

particularly when operating across multinational borders. 

 
The security arrangements offered by the Cloud services, and the risks that need to be 

managed, should be assessed individually before a decision to accept or reject a particular 

Cloud type and service combination is made. An organisation should use the combination 

of the Cloud type and service as a basis for considering the information risk; therefore, it 

can be appropriately managed. Cloud-based systems are common in a modern part of the 

business landscape because they can be cheaper, quicker and easier to deploy than internal 

IT systems. For services and businesses including health care, the promise of reduced costs 

from scalable IT services provided on demand is extremely attractive. This is one of the 

main reasons for the rapid uptake of Cloud-based systems. The attraction is especially acute 

during a prolonged economic downturn as organisations look for opportunities to outsource 

non-core aspects of their business. 

 

The ISF’s latest report [350] on data privacy in the Cloud discusses an outline of privacy 

as a notion and clarifies Personally Identifiable Information (PII), together with the 

demands usually placed on organisations by privacy guidelines. The report also provides 

further details on the development of the ISF Privacy Framework to address Cloud-based 

privacy issues, allowing organisations to implement the privacy safeguards and best 

practice strategies to an organisation and defines the activities required to attain privacy 

compliance when using the Cloud-based systems. The data privacy concern increases when 

using the Cloud services because of the risks in the Cloud services are very complicated. 

The lack of understanding and knowledge of the risks associated with it, the uncertainty of 

the actual information sites, options for easy fusion, indistinct state of future accessibility 

and storage of the information and unknown privacy policy and procedures of the services 

also make the Cloud-based systems more complex. 
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In terms of privacy and confidentiality concerns and its mechanisms, the easier accessibility 

of the information is one of the major obstructions to the development of the Cloud and its 

wide acceptance by health care services in Australia. The information stored in the Cloud 

means, the settings and controls of the services rely on the Cloud vendors and their privacy 

policies. For instance, if the information is stored offshore sites and those sites are located 

in some countries where the privacy laws are weaker than Australia, then the risks of this 

privacy concern should be considered very seriously. In other words, there are concerns for 

Australian health care organisations and services bearing in mind when they decide the 

Cloud options. Storing of any sensitive health information in the Cloud, constantly 

consequents in an expose of the sensitive information offshore and this elevation great 

concerns for the patients as to whether or not they have sufficient relevant information or 

consents available.  

 

Even though the Cloud services increase the fear of privacy concerns, in reality, the level 

of privacy concerns over the Cloud services are not always high. For example, the IaaS 

type of Cloud services does not generally transfer the stored information to a third party or 

the vendor. For this reason, the privacy concern over this specific Cloud model will be 

lower. Therefore, the type of Cloud service options is also needed to considered and 

understood in the decision-making process of it. There are several kinds of Cloud-based 

facilities and options available to a health care organisation and every individual plan of 

the Cloud type and service provides a diverse variety of advantages and privacy risks to the 

organisation. The combination of each certain Cloud service forms a Cloud-based model 

and every different model has its benefits and risks. Three types of major Cloud service 

models are available.  

1. Infrastructure as a Service (IaaS) model offers its users to access the computing 

resources including servers, storage, and networking options. However, the 

organisations have to use their platforms and software applications within the 

infrastructure provided by the service provider. In this model, the organisations 

pay IaaS on demand rather than purchasing hardware infrastructure. This model 

also assists in saving the front-cost of purchasing hardware requirements and 

allowing the virtualisation of administrative responsibility. The privacy and 

security, technical complications and the increased vulnerability are major issues 

that have to be addressed. While it is remotely managed, assigned the management 

of the information to service provider vendors and the consumer organisation 
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controls of the operating system and software applications, the risk and concerns 

that connected to this model are high. Amazon Elastic Compute Cloud (EC2), 

GoGrid and Rackspace Cloud are some examples of well-known world-wide IaaS 

models. 

2. Platform as a Service (PaaS) provides its users with a complete physical computer 

hardware and software environment. Using the infrastructure services, the users 

are also offered other facilities including managing, developing and supplying 

various applications and tools including in health care. The package of prebuilt 

components also assists the customers to customise and assess their applications. 

Ability to encrypt sensitive information including patients’ health record is the 

major advantage of this model. Allowing health care organisations and government 

agencies to develop the required features of the Cloud without distressing about 

basic infrastructure of computer hardware and network connectivity, providing 

necessary security and backups, and facilitating the option for remote teamwork 

environment are some other key features of PaaS model. Even though this model 

is secure, the system performance makes slower accessibility than the other 

models, because of the data encryption process that involved with it. Examples for 

PaaS are google app engine, force.com, and the Microsoft Windows Azure 

platform. 

3. Software as a Service (SaaS) Cloud computing delivers users with access to 

software applications. The user organisations do not purchase and install software 

applications to their local devices and they can be accessed remotely from the 

service providers’ through the web. With some service providers, there is a specific 

Application Programming Interface (API) to access SaaS. This subscription model 

offers software applications to store and analyse the data. The user organisations 

do not worry about managing, installing, and upgrading software systems as these 

are the responsibilities of the service providers. The other benefit in this concept is 

that the required resources can be increased or decreased considering the need of 

the user organisations. The efficiency of faster accessibility is a strong benefit as 

the users can access the system from anywhere in the world using any internet-

connected devices including mobile phones. As SaaS uses a password to access the 

system, there is a strong need for password management policy and procedures for 

the user organsiations. Otherwise, this model will be more vulnerable to 

unauthorised access. For example, SaaS vendor services include Customer 
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Relationship Management (CRM), Google Gmail, Microsoft Office 365, Microsoft 

Exchange Online, and Microsoft SharePoint Online.  

The Cloud models are also categorised based on Cloud deployment. For example, public 

cloud, private cloud, a managed private, community cloud and hybrid cloud. While the 

public Cloud shares the infrastructure with several organisations through the Internet, 

private Cloud services hold the dedicated infrastructure and services within the 

organisation or offsite.   

   

In Australia, both Federal and State Governments enforce privacy laws to preserve privacy. 

The Federal and State laws concerning the health sensitive information and health record 

that dealt with health provider organisations and the businesses will require a confirmation 

from the Cloud services vendor to satisfy some further assurances on privacy and security, 

considering the importance of privacy concerns. In general, the Cloud services concepts 

are fundamentally accepted by the Australian’s privacy laws or with the process of 

protection of information and security. This does not mean, the Cloud services raise privacy 

concerns in health care services. The Australia Privacy Principles (APPs) under the 

Australian privacy act that standardise the gathering, storing, usage and expose of 

personally sensitive information. If the service is hosted overseas, then the Australian 

patients are concerned about the potential access to their data by the overseas government 

agencies. With the managed services or SaaS model where the Cloud service vendors have 

a strong active responsibility in managing, storing, and processing the sensitive information 

like health data originally gathered from or held by the patients, then the service providers 

have more accountability under the privacy law in place in Australia. Similar to other IT 

services, the use of Cloud services also increases a range of privacy, confidentiality, 

security, regulatory and other technical concerns that need to be wisely addressed and 

managed. Though, from a privacy point of view, the ethical and legal issues that arise about 

the Cloud services are the same as the concerns that ascend in the settings of outsourcing 

or offshoring the ICT service models.  It is, therefore, crucial that the legal consultants of 

the health care provider organisations completely understands the environment of both the 

Cloud and privacy to adopt the necessary legal protection measures in the agreement 

between the user organisations and the service providers.       

 

Hence, Cloud computing promises many potential benefits including effective and faster 

accessibility, cost efficiency and better business outcomes for Australian businesses and 
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government agencies including in health care services and depositaries such as MyHR. In 

the meantime, given the fact that the information is stored over the Internet, information 

privacy and security risks are also increased. The promise of better accessibility of the 

Cloud services, on one hand, makes the EHR more efficient in its operation. However, on 

the other hand, this ability increases the privacy, confidentiality, and security of the system. 

The risks with the Cloud services vary subject to the sensitivity of the information that is 

kept or managed and the type of the Cloud service provided. Developing a risk assessment 

and disaster management plan would be beneficial for the health care provider 

organisations in making an informed decision respectively to verify whether the Cloud 

services meet the business objectives with a satisfactory level of risk and to monitor the 

ongoing risk and recover from any disaster that may occur while using the Cloud services. 

For a health care provider organisation, the Cloud service option must also be addressed 

and guaranteed the availability of data, protection of sensitive health data from 

unauthorised access and management of security controls.     

 
For Australian businesses, the Defence Signals Directorate (DSD) [89] has developed a list 

of questions that need to be walked through by the management and system administrators 

while the business is making decisions on the Cloud services including best practice to 

identify and manage associated information privacy and security risks. Especially, the risk 

assessment needs to seriously consider all related possible risks when offering sensitive 

health information and its control to a third-party.  These risks will upsurge if the Cloud 

vendor controls offshore or overseas. The DSD highly recommends Australian agencies 

and businesses to elect either a locally owned vendor or an overseas-owned vendor that is 

located in Australia and stores and manages the sensitive information only within 

Australian borders. The overseas-owned vendors working in Australia may be subject to 

overseas laws such as an overseas government’s legal access to the sensitive information 

detained by the Cloud service vendor. The Cloud computing concept as a distribution 

model for IT services is defined by the National Institute of Standards and Technology 

(NIST) as a model for enabling ubiquitous, convenient, on‐demand network access to a 

shared pool of configurable computing resources (e.g. networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction [90].   
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2.2.2.1 Cloud computing Risk Management  
 
The user organisations are, eventually, accountable for the privacy, security, and integrity 

of their data, even though the data is stored, managed and maintained by a Cloud service 

provider. For this reason, the user organisations need to ensure that the information 

provided to the service provider is secure. The user organisations should confirm that the 

Cloud provider has sufficient and effective security mechanisms put in place to protect the 

privacy, security, and integrity of the data.  The user organisations also need to collect as 

many details as possible about the security mechanisms that the Cloud service provider put 

in place to create an effective useful agreement between the user organisation and the 

service provider. The agreement should also include the details of the provider’s hiring 

process, the level of security required and the right to request an audit report when it is 

needed. In the case of the user organisation that decides to use the Cloud provider who is 

located overseas must consider demanding the service provider to create a guaranteed 

commitment to comply with the local privacy and security requirements. In a Cloud 

environment, it is essential to encrypt the data before stored in the Cloud considering the 

nature of the settings as the shared data is together with the data from other users. The user 

organisation should, therefore, confirm the data stored in the providers’ servers are 

encrypted and used proper user access and monitor controls. In particular, these controls 

are vital in privileged users’ accounts.  

 

To practice the best preparation for the Cloud services, a risk management process is 

imperative.  The risk management process must balance the benefits of Cloud computing 

with the privacy and security risks related when the user organisations provide complete 

control to a Cloud service provider. The risk assessment also should contemplate the 

service options given by the service provider to satisfy their reputation, privacy and security 

controls in place, plan for business continuity, data exchange process, and data store and 

process procedures. The agreement between the user organisation and service provider 

needs to address the security risks mitigation process, user access accounts, and user rights; 

the security controls details to protect the sensitive data. The business continuity plan 

discusses that the necessary actions and steps need to be taken by the user organisation to 

protect the data to continue the business or service, after an event of disaster occurred. The 

user organisations need to evaluate the options of the service providers’ business continuity 
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capacity to make sure they can meet the requirements described in the service level 

agreement.  

 

There are several components that must be discussed in preparation for a better risk 

assessment protocol. These components may include:  

 The efficiency of the security mechanisms 

 The technical architecture of the security mechanisms  

 Details of preserving data integrity process  

 Details of the data encryption process  

 Business stability  

 Intellectual property 

 Auditing controls                

The risk management process also needs to identify the associated risks with Cloud usage 

and implement potential control mechanisms to manage or mitigate the risks. To achieve a 

proper risk management process, therefore, better communication and transparency 

between the user organisations and the services providers is required. The user 

organisations must know precisely what features are covered in that service. For example, 

the framework that they develop also should be effectively integrated with ISO/IEC 27001 

compliance. The user organisation may request a copy of the statement of applicability, 

external auditors report and the conclusion of a recent internal audit report to evaluate the 

process. An addition to a regular review of the assessment, external independent security 

companies can also be invited to perform a regular external vulnerability risk assessment.      

 

The Cloud concept promises the user organisations a cost-effective, flexible option and 

opportunity to continue their business. However, deciding a Cloud computing solution 

without proper investigation and knowledge of the technicality of the service can create 

serious privacy and security concerns. Utilising the Cloud service with the required level 

of existing protection mechanisms provide more benefits to the business or service 

including in health care. In the identification process of such privacy, security and integrity 

protection mechanisms, (i) developing a methodical approach to address policy and 

procedure in the selection of service and its providers, and (ii) seeking legal advice during 

the development of the agreement and its requirements are essential. The knowledge and 

better understandings of the risks associated with the Cloud services for the user 
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organisations help to achieve the objective of the business by managing and mitigating the 

risks in the dynamic and growing environment that is likely to become a more widespread 

model in the future.    

 

2.3 Ethical and legal issues in storing patients’ data in the Cloud or 

EHR systems 

While the EHR systems promise several benefits for patients and health care providers, 

there are unsolved ethical and legal concerns that affect the widespread acceptance and use 

of the system in Australia. Therefore, the ethical and legal issues related to the usage of the 

EHR systems need to be seriously considered and addressed to ensure the adoption and use 

of the system. This need becomes even more extreme with the introduction of the MyHR 

in Australia.        

2.3.1 Ethical issues 
 
A key feature of any EHR system is the competence of easy portability and accessibility. 

However, the improved portability and accessibility of the EHR systems raise several 

ethical questions.  The ownership of protected sensitive health information [46, 47] is one 

of them. The accountability of preventing sensitive health data and informing patients of 

the possibility of privacy breaches need to be accomplished by the health care providers. 

The patients are also concerned with the increased threat of unauthorised protected health 

information disclosures that may occur in the EHR system. These concerns by the patients 

may be valid because there are several incidents that the EHR vendors have sold de-

identified data to third-parties. For example, Cerner and Allscripts (formerly Eclipsys) have 

sold their de-identified copies of the patient databases to pharmaceutical companies, 

medical device-makers, and health services researchers [48]. The de-identified data can 

frequently be re-identified using freely available exterior data sources [49]. For this reason 

and other related concerns, many patient privacy support groups and some media groups 

are not prepared to trust the current EHR systems. Possibly, the key ethical problem is 

whether the for-profit secondary uses of data are appropriate and justifiable, and if so, what 

privacy safeguards should be employed [50].  

In some cases, these security and privacy breaches raise multifaceted ethical and legal 

issues on the suitability of present methods to address those issues. For example, the MyHR 

system uses audit logs as evidence to identify the organisation that intentionally accessed 
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the patients’ health records without the patient’s concern or permission. Keeping this in 

mind, obviously, the implementation of the MyHR in Australia also is raising some other 

additional ethical issues, such as; 

(i) Who will manage the data aggregation 

(ii) Who will verify, validate and analyse the data  

(iii) Who will have access to the data 

(iv) To what limit the health care providers can depend on the data that stored in 

MyHRs. 

Many ethical dilemmas surrounding the security and privacy of electronic information are 

unresolved [51]. With the increased availability and accessibility of the EHRs, the health 

care providers must be careful to maintain the rights of adolescents in light of their parents’ 

proxy access to their data [52, 53]. While adolescents are permitted to protect their sensitive 

health information from their parents if they need and consent to get medical treatments for 

some sensitive medical conditions in which a need for parental contribution may impede 

the care, consent to other therapies still requires parental involvement [51]. Taking this 

ethical issue into consideration, the Australian government has changed the law for MyHR 

to access Australians aged 14 to 17 years old which means from the age of 14, you can 

choose to take control of your record and decide who sees your information. When an 

adolescent turns 14, they must naturally permit for their parents to access their sensitive 

health information, however, now the parents can register their children for a MyHR and 

possibly can also access and control it until they reach age 18. In reality, for an adolescent, 

other than having an unconnected personal MyHR, it is not certain how the separate health 

record will limit for their parents in accessing the sensitive health information from them. 

It also needs to be clarified that the age limit for the health care providers to transfer their 

controls of the MyHR to an adolescent, especially when they reach parenthood.  

 

While the number of health care provider organisations that participating in the MyHR 

systems is growing, the ethical concerns associated with the requirements to preserve the 

patients’ privacy and data integrity is also increasing. The concerns postures significant 

barriers to the adoption and use of the MyHR system. This concern has, eventually, resulted 

in a minimum acceptance and satisfactory level of the system. A nation-wide debate 

involving all stakeholder groups needs to be considered to address all potential ethical and 

legal concerns of the MyHR usage. 
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2.3.2 Legal issues 
 
The implementation of the MyHR in Australia, ultimately, offers rapid computer access for 

the health care providers to more than a single medical record from a health care provider 

organisation. Even though the initiative addresses the longstanding concern related to 

missing or losing of clinical information with the paper-based system [54], there is no 

statute or precedent to address the extent to which clinicians are responsible for reviewing 

information in an integrated EHR that contains data from many sources [55]. In some cases, 

the health care providers presently realise that it is difficult to review the complete health 

information held in a record within a reasonable timeframe. Additionally, an EHR system 

including MyHR introduces many additional liabilities for health care providers [56, 60, 

61]. The EHRs can store virtually unlimited amounts of perfectly legible and instantly 

accessible records that include nearly every aspect of care regardless of where or when it 

took place, all of which are discoverable [57, 58]. The health care providers who miss 

critical information that directly affects medical treatment and the decisions while 

reviewing the EHR or MyHR could be liable for negligence because the fact in question 

was likely just a few clicks away [59]. The health information stored for a patient in a 

clinical system of a health care provider organisation must be reviewed and uploaded into 

an EHR or the MyHR system. The health information that needs to be reviewed may 

include allergies, adverse reactions, current medications, past history, and immunisations 

details. The information must be reviewed for the state of its accuracy and conversant.  This 

requirement will ensure the providers’ legal responsibility and accountability towards the 

MyHR initiative. There may be audit controls where it can be identified whether the health 

care providers have reviewed the health information or not before uploading an SHS or an 

EV to a patient. Furthermore, the problems regarding usability, quality, and reliability of 

currently available EHRs bring about complex legal ramifications [62, 63, 64]. To enhance 

the current MyHR’s capabilities and efficiency, and usage, the health care providers must 

freely report the privacy, security and safety concerns without fear of accusation.  The 

complete the prospective solutions that may propose for MyHR must cover a wide range 

of aspects of the system including the major functionalities, usability, efficiency, clinical 

decision support, accessibility, and potential system outages [65, 66, 67].  

 

In a shared care setting, the delivery of health care services becomes a multitasking activity 

in which the collaboration of several users is required not only for delivering health care 

but also for keeping the health records secure by preserving the privacy and confidentiality 
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of the sensitive health information [44].  Besides, access to health data repositories for 

either primary or secondary purposes has become an essential functionality of modern 

health information systems. The security and privacy issues have reached the public 

concern, especially considering the variety of users that store and access medical data could 

provide and the personal, legal and ethical effects that the unauthorised release of 

information could have [68].  

2.4 Challenges in implementing the MyHR in Australia  
 
The MyHR system is a relatively new initiative in Australia and there have been no many 

kinds of research done in this domain before. To ensure the effective implementation stage 

of the system, the challenges need to be identified. A proper investigation is required to 

find the challenges including practical issues to make the system success.    For this reason, 

this component is a key to the research and requires more attention.  

In health care delivery, the availability of the information is critical in the provision of 

integrated health care services. However, the availability of information should be 

distributed under a secure environment wherein the privacy of information is guaranteed. 

To preserve the privacy and confidentiality of sensitive information, access to patient’s data 

should be carried out under the principles of relevance and need-to-know [69]. As already 

been discussed in section 2.2, with the increased security and privacy measures, it directly 

affects the efficiency, availability, and accessibility of the EHR systems. Therefore, the 

right balance between the security controls and the process of maintaining efficiency or 

availability or accessibility is the key to the MyHR implementation.  The availability of the 

information means a certain level of accessibility of the information upon request from a 

user. A security breach poses a risk to protect the privacy, security, and integrity of the 

EHR system and to offer consistent health information in the provision of health care. The 

privacy, security, and integrity of the information are not only guaranteed by incorporating 

additional security mechanisms within the system or for securing a communication 

channel, but also by ensuring that an authorised user only can have access, add or alter 

stored data [70]. Preserving the privacy, security and confidentiality of the distributed 

sensitive health data in a shared environment becomes a challenge in any EHR 

advancement. The risks identified to preserve the privacy, security, and confidentiality of 

the system can be divided into two groups. The first one is, the threats identified form 

outside of the organisation that breaks the network settings and steal the information over 
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the Internet and the second one is the people inside the organisation intentionally or 

unintentionally access the health information. Even though the first one appears more 

precarious, in reality, the cause of the second one is more frequent and difficult to manage 

with. According to one Forrester study, 80% of data security and privacy breaches involve 

insiders, employees or those with internal access to an organisation, putting information at 

risk [5]. In a shared environment, controlling who is getting what user rights to access 

which information becomes a difficult and time-consuming task within an organisation. 

Furthermore, the trust between the employees makes softer and more flexibility in the 

workplace also contributes in failing to recognise the potential threats.  Accountability of 

information also becomes less accurate when non-authorised users can access and 

manipulate data although they do not have the privileges to execute such activities [71]. It 

is, therefore, the solution that proposes the need to address global security needs that cover 

all or most of the scenarios in a shared networking environment.  

 

Several solutions have been proposed to address security and access control concerns 

associated with the EHR systems [219, 220, 221]. In providing adequate security for the 

system, most of the proposed approaches discuss access control for the system. However, 

in the access control approaches, most of the methods use Role-Based Access Control 

(RBAC) to address the issues in setting up an organisational security control requirements 

and allocating access to different health care providers in the health care organisation. To 

allocate the right access to the right user, the system administrator who assigns the access 

controls needs a better knowledge of the internal clinical information flow, the structure of 

the organisation and the employees’ structural relationships. Hence, the proposed solutions 

could not resolve the access control issues within the health care organisation settings as 

none of these methods considered the organisational structure and the complexity of a 

dynamic environment where the EHR system is used. Similarly, several Purpose-Based 

Access Control (PBAC) models have also been proposed recently to secure sensitive data 

in health care [222, 223]. In this approach, access is granted when the purpose of the entry 

to access a piece of particular information is met and satisfied with the given criteria.  

However, as health care is such a multifaceted domain incorporating numerous 

stakeholders with diverse-range of responsibilities and purposes, a PBAC solution alone 

cannot satisfy all the stakeholders’ privacy protection needs.  
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The EHR systems including MyHR include a large amount of sensitive data from thousands 

of health care provider organisations nation-wide and therefore the system is open to 

misuses and threats more likely than an in-house clinical system of a health care 

organisation. It is also pointed out that large amounts of sensitive health care information 

held in data centres are vulnerable to lose, leakage, or theft [280]. For this reason, in recent 

times, personal sensitive health information of hundreds of thousands of patients has been 

stolen because of the security gaps in hospitals, insurance companies, and some 

government agencies [281]. The health data is vulnerable to abuse by those looking to get 

profit from it. For example, some medical companies are interested in buying information 

about doctors’ prescribing habits to improve their businesses [282].  The World Privacy 

Forum (WPF) also advises that the sensitive health electronic information, especially when 

stored by a third party, is susceptible to blind subpoena or change in user agreements. 

Especially, businesses such as hospitals and law firms, which are required by law to respect 

users' privacy, may be at risk of a lawsuit simply for using a Cloud computing service, even 

if the information is not leaked [283]. Additionally, in contrast, some businesses disagree 

with the options in setting up proper security controls to the patient’s sensitive health 

information to protect them because of their business interest and the profit are conflicting 

the idea. Moreover, in a shared networked environment, concerns on privacy, security, and 

confidentiality are extreme. Mobile accessibility makes this concern even worse. The 

wireless networks also can be used to boost the accessibility of the EHR system. This 

allows a user to access the network from outside a health care organisation. However, the 

users can request access from more than one location where a diverse level of access control 

and/or security controls in place. The user privilege and admin domain control are varied 

from one location to another. For example, a nurse cannot change a medication while a 

doctor does it. Therefore,    Mavridis and al. [298] argue that it is important in a distributed 

medical information system to be able to determine the location in which the access request 

is made.  

In the implementation of an EHR, all the concerns and challenges are not related to just 

about the privacy and security of the system. There is a wide range of challenges to face 

and overcome to make the use of the system. For example, the MyHR implementation 

process in Australia faces a broad range of other issues than privacy and security. First of 

all, the patients and health care providers and their organisations must register with the 

department of health to join the system. With the recent opt-out concept, the patients do 

not need to register themselves; however, the registration process remains for health care 
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providers and their organisations. The registration process involves too much paperwork 

and follow-ups and they are also time-demanding.  

  

The other issue is compatibility. For a health care provider to access the MyHR system, 

either they should have a compatible clinical software system that complies with the MyHR 

or via web-based portal using their individual NASH PKI certificate that they received after 

they registered with the department. Using the individual NASH certificate, the providers 

can only view the details that uploaded for their patients and they cannot upload a copy of 

the present consultation details or update the current clinical conditions and medications. 

This inability pushes the health care providers to mainly rely on their organisations’ clinical 

system. However, the incompatibility of the organisations’ clinical system restricts the 

usage of the system.  Although the majority of the general practice clinical software 

programs are compatible with the MyHR system, the majority of the other health care 

provider groups such as allied health, medical specialists, and hospital software systems 

are still not compatible. For this reason, overall, most of the organisations are not in a 

position to use the system even if they have registered with the system and received all the 

credentials and digital certificates. The software vendors are not yet completely convinced 

of the adoption of the system. The practical difficulties, unclear requirements and 

specifications, additional development cost, and training and education needs are some of 

the obvious concerns that the software vendors face in making their software systems 

compatible with the MyHRs.  

 

The PKI certificates necessity creates some additional problems with the MyHR system 

continuation and maintenance. Two PKI certificates must be deployed to access the MyHR 

through an organisation clinical system – the NASH and the Site. While these certificates 

create some technical issues where the provider organisations require further supports from 

IT providers, Medicare technical teams, software vendors or Primary Health Network 

(PHN) personnel, they expire on a regular-basis and need attention in updating them to 

continue to work with the MyHR system. The NASH certificate expires every two years 

and the Site one expires every four years. In most cases, the health care provider 

organisation are not aware when one of this certificate expires, how to get a new one and 

from where they get it. For example, every certificate comes from different departments to 

perform a different function. Every certificate has an identification passcode the same as a 

password. The organisations used to receive them by post on different days, for example, 
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for security purposes, the NASH certificate arrives one day on a CD and its passcode comes 

another day. The department has now changed the way they issue the certificates. For 

NASH certificate, the health care provider organisation should request online through 

Provider Digital Access (PRODA) portal. Once the request was successful, in a few 

minutes, the NASH certificate can be downloaded and the passcode is sent by SMS to the 

practice manager who registered with the system as responsible. Furthermore, creating a 

PRODA account does not appear as an easy task. A significant amount of provider 

organisations do have issues in creating and using PRODA online services. On the other 

hand, for the Site certificate, the Medicare updates every four years via online to the billing 

system that does the Medicare online claiming for the health care provider organisations 

automatically. Medicare currently no longer sends the Site PKI certificate by post. 

However, this automatic update method does not apply for a clinical system of the 

organisation to work with the MyHR system. To update the clinical system, the updated 

certificate from the billing system needs to be exported from the server of the billing system 

using the PKI manager export options. To perform this task, the organisation requires 

another password that would have been used a long while ago with the server settings 

named store password. This task is more technical for the ordinary health care provider 

organisation’s staff and thus, they may need technical assistance from the IT providers, 

software vendors or PHN technical support team.  

 

Generally, the health care provider organisations do have high-level security in place for 

their IT infrastructure and this is one of the accreditation requirements by the RACGP. One 

of the key high-level security controls is suitable anti-virus protection for the computers 

and servers. In some cases, this basic protection control disables and blocks the connections 

and communications between the organisations’ servers and the MyHR server. A poor and 

slow Internet connection also, eventually, impacts the MyHR access or unavailability of 

the system. Even though the Government has expected that the National Broad Band 

(NBN) high-speed Internet scheme will solve the issues with the MyHR faster access, the 

NBN deployment faces its issues and the plan has, still, not yet met its target and the 

objective.  

 

The training and education on the MyHR initiative are also lacking. In some cases, although 

the provider organisations have registered and the MyHR is connected to their local clinical 

systems, the individual providers do not know how to use the MyHR including uploading 
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SHS and ES health summaries to the MyHR and viewing the uploaded documents using 

their clinical systems. Also, the inadequate training or education on the system 

consequences a lack of understanding or knowledge about the system and this eventually 

leads to a misconception of the whole idea of the system. For instance, many health care 

providers assume that patients have the ability to amend the medication or medical 

conditions that they already uploaded. These kinds of assumptions, ultimately, impact the 

implementation of the system negatively. Another example is that the health care providers 

have a misunderstanding that the process of creating and uploading an SHS or an ES to the 

MyHR is a great deal of time. In reality, the time that a health care provider spends on his 

or her usual patient is not long. The health care providers do not conscious until they 

practice it. However, having mentioned that, the information the providers share through 

MyHR should be precise and up-to-date to receive the whole purpose of the system. The 

inaccuracy and outdated health information would not only be worthless at the point of care 

but also put the patient health care outcome at risk. Hence, the health care providers must 

review the health information of a patient before uploading them to ensure the information 

that they share is useful and meaningful for future care. In this perspective, the providers 

using an international standard medical terminology is paramount. However, they often use 

plain text for medication and/ or medical conditions to record the patients’ health 

information. This circumstance leads to incorrect spellings and ultimately results in an 

unidentified medication and/ or medical condition. Therefore, it is important to use 

predefined medical terminology and coding that accept international standards from a 

dropdown list rather than a plain text option.  

                                  

Moreover, every clinical system uses different procedures to access the MyHR whether it 

is an upload or a view. This inconsistency of the clinical software application also makes 

the use of the system difficult. For example, when a health care provider practices in two 

different organisations where the clinical systems are varied cannot follow the same method 

to upload or view the record. Therefore, there should be the reliability of the process of 

using any clinical systems. 

  

2.5 Access Control 

 

In addition to Section 1.1.6 that discusses the background and importance of access control 

in the EHR systems, this section analyses the related work.  
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The researchers have developed different access control methods to access a resource in 

computing systems [213] including in health care settings. Most of these methods discuss 

a list of authorisations to an entity in an access control settings that describes the user rights 

of every substance with relevance to each entity. These methods are not appropriate for 

larger health care organisations where several substances and entities involved. Khayat and 

Abdallah [262] proposed a proper model for flat role-based access control that overcomes 

some of the identified problems in access control as it utilises the flat approach. This model 

focuses only on the users’ roles and it does not contemplate the problem-oriented method 

in health care settings, for example, creating a group of patients based on the medical 

condition such as mental health or diabetes. Choudhri et al. [263] presented a model that 

uses mobile technology in health care access settings. This is a dynamic reliance model 

where a usual health care provider of a patient can give access to another provider in the 

same user domain control. Access to the new provider can be either full or limited. In most 

cases, the patients are not aware of the delegations.  This raises further privacy concerns 

and questions. Also, Evered and Bogeholz [259] completed a case study that proposed the 

access control requirements for a health information system. The study used a fixed access 

control list and it discovered that a technique is insufficient to provide the required 

protection while the policy restrictions are in place.         

 

The privacy, confidentiality and security concerns in health care settings, ultimately, refer 

to access control. The term access control is simply defined as the ability to permit or deny 

the use of something by someone [5]. The main purpose of an access control mechanism is 

to preserve data privacy through authorising a permitted user to access a required dataset 

[6]. There are different types of access control mechanisms existing for this purpose. The 

main access control principles are (i) Discretionary Access Control, (ii) Mandatory Access 

Control, (iii) Role-Based Access Control, (iv) Purpose-Based Access Control (PBAC) and 

(v) Attribute-Based Access Control (ABAC) [7].  

2.5.1 Discretionary Access Control  
 
Discretionary Access Control (DAC) is an access control constraint established by the 

owner or system administrator to restrict access to an object. This model considered as a 

weakened approach for a shared environment based on its level of security options. Also, 

once a user is set to access an object by the owner, then the user can pass the user’s rights 
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to another user without the owner’s involvement [8]. This risk circumstances read access 

transitive and the policies are open for Trojan Horse Attack [9].  

2.5.2 Mandatory Access Control  
 
In Mandatory Access Control (MAC), a central authority controls what information is to 

be accessible by whom [10]. However, security labelling in MAC is not flexible and is not 

convenient for task execution [214]. The central authority control of the MAC is built by 

privacy and security policies of a set of security and privacy policies inhibited consistent 

with activates such as user grouping, structure, and verification. Compared to the DAC 

model, MAC setting can provide more security controls including preventing trojan horse 

attacks. Therefore, the integrity of the data objects can be protected by using the Read Up 

and Write Down Rules. However, with the MAC model, the individual owner of an object 

has no right to control the access. This inflexible option in a dynamic environment like 

health care does not suit the nature of the settings and the requirements of the patients’ 

EHRs [11].  

2.5.3 Role-Based Access Control 
 
In Role-Based Access Control (RBAC), the access rights are linked with roles, and users 

are assigned to appropriate roles [9, 215]. This model has been considered in health systems 

[216] as the role hierarchy permits the senior role to inherit from junior roles. Reid et al. 

[260] examined the RBAC model as a suitable method for access control in health care 

settings. In this proposal, the access control is considered as a patient-centred role known 

as a care team and a group access policy applied for a sub-group object in a health care 

organisation. However, it is discovered that the variety of access policy provided by the 

RBAC is not sufficient to protect the sensitive health information in the sector. 

Subsequently, Motta and Furuie [261] extended the RBAC reference model by introducing 

contextual authorisation. The authorisation element not only applies the authorisation 

whether the access granted or denied, but also it should consider other related factors 

including user relationships, time and location of access, and patient circumstances. The 

RBAC policy practices the need-to-know attitude to allocate permissions for users’ roles. 

Given the fact that the health care providers require timely access to the health information 

to enable better patient care, the RBAC modules permit some health care providers to get 

additional access rights than others. This supplementary mechanism is more convenient 

and needed in health care settings. That is why the RBAC models have attracted significant 
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research interest in the last decade [224, 225, 294, 295], and have been widely used to 

protect privacy in health care systems [226, 227, 228]. 

  

However, using this supplementary mechanism to misuse or overuse may create a negative 

response for the model. For example, recently, an extensive study of audit logs from a 

hospital EHR system in Norway [229] found that those exceptional mechanisms have been 

significantly overused. Moreover, Cederquist et al. proposed the a-posteriori access control 

framework, called audit-based compliance control [230], and illustrated its application in 

the EHR setting [231]. In this method, there is no constraint applied to the health care 

providers during the consultation process, however, later the health care providers need to 

provide justification and relevancy to why and under what circumstances they accessed a 

specific piece of information according to the associated policy.  Even though this method 

offers excessive flexibility for health care providers during the consultation and health care 

delivery, it fails to prevent the users those that cannot be held responsible to access the 

health records. Consequently, this proves a need for an innovative access control model 

that offers a better balance between preserving privacy (and security) and the flexibility in 

the use of EHR systems.  

 

The RBAC model also needs simpler administration requirements as the system 

administrator requires only revoking and assigning the new suitable members in an 

organisation according to their job function. Also, the RBAC is known to be policy-neutral 

[296, 297] and supports security policy objectives as least privilege and static and dynamic 

separation of duty constraints [295]. Moreover, the RBAC shows that it can be set up to 

implement mandatory and discretionary access control policies and recent models [296 

[297], extend the RBAC model by defining progressive restrictions on each role that is 

associated with every user. However, the RBAC does not incorporate with other access 

parameters or related data that are significant in permitting access to the users [12]. 

Additionally, in presenting a passive access control model, the RBAC has failed to capture 

the dynamic accountabilities of users in provision of their workflows that require active 

motivation of access rights to perform some specific tasks, for example, in a solo health 

care provider organisation setting, a reception staff may require permission to access a 

follow up on some medical conditions like screening.   
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2.5.4 Purpose Based Access Control 

 
Purpose Based Access Control (PBAC) is based on the concept of involving data entities 

with purposes [13]. Many researchers have identified that better privacy preservation can 

be promised by allocating entities with purposes [14]. In most cases, RBAC and PBAC 

become similar to purposes depend on the requirements of their roles. However, Al-

Fedaghi [15] describes that the PBAC leads to a great deal of complexity at the access 

control level. Especially in a health care environment that identified as one of the dynamic 

and complex settings, considering all users’ needs with purposes and assigning user rights 

and privileges according to that needs becomes a difficult task. For this reason, using just 

the PBAC model to cover all users’ circumstances is challenging and shows more 

complexity in the administration pace of the model.          

2.5.5 Attribute-Based Access Control  
 
Attribute-Based Access Control (ABAC) is also known as policy-based access control. 

This model describes an access control prototype that access privileges are allowed for 

users over the use of policies that linked to attributes. The policies can be used any type of 

attributes such as user, resource, environment, and entity. The ABAC offers an improved 

access control mechanism that includes dynamic, context-aware and risk intelligence 

capabilities. Therefore, this model supports to achieve a competent monitoring facility, 

active Cloud amenities, reduced time-to-market with new clinical software applications, 

and a top-down attitude for controlling through clear policy implementation. In the ABAC 

concept, attributes are used as building blocks along with structured language that describes 

various access control rules and defines user access requests. The attributes include labels 

or properties that are used to define all the objects that must be reflected in the authorisation 

process. Each attribute consists of a key-value pair such as Role=Manager [326]. 

Therefore, the ABAC can offer an improved and appropriate access control method that 

permits several various inputs into the permission of the access control. Several potential 

combinations of the variables are used to represent a larger and more conclusive set of 

potential rules, policies, or constraints for the access. Tyson Macaulay, in RiOT control 

[327], points out that ABAC empowers systems administrators to apply access control 

policy without a thorough previous understanding of the particular subject. The access 

control policies that can be used in ABAC are only restricted to the computational 
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programming language and the fertility of the available attributes. For this reason, ABAC 

cannot be applied in every aspects and circumstance of a health care provider organisation.  

 

2.6 Access Control of the MyHR system  

 
Similar to other EHR systems, access control mechanisms offer the essential security 

services of identification, authentication, authorisation, and accountability to enter into the 

MyHR system. An access control mechanism provides different levels of security options.  

While the identification and authentication services determine who can log into a system 

including MyHRs, the authorisation controls different privileges or user rights for the 

system (typically categorised into three levels: full access, limited access, and basic access) 

in accordance with an employee’s role in a health care organisation and the accountability 

identifies the subject a user accessed during his or her access duration. For example, 

accountability offers the audit-log details for the MyHR system. 

 

The staff members that have the duties in their role only should access the MyHR system 

in a health care provider setting. When a provider organisation registers for the system, two 

responsible roles are created such as Responsible Officer (RO) and Organisation 

Maintenance Officer (OMO). While the RO is responsible for higher-level of legal 

obligations, the OMO has some operational accountability towards maintaining the system. 

However, both the RO and OMO can assign the users who can access the MyHRs and will 

be responsible for other related activities including staff leaving and joining the 

organisation, any security issues that compromise user accounts, and any changes of duties 

that require on cancel access to the MyHR system. In the meantime, the OMO administers 

the operational activities such as ensuring digital certificates are up-to-date, preserving 

privacy and security, and essential security controls and access controls are in place.   

 

The authorised health care providers who are involved in a patient’s care can only access 

the patient’s MyHR. However, within a health care organisation, with the current access 

control, any health care provider can access a patient’s MyHR. The current access control 

mechanisms in place with the clinical system and MyHR are unable to prevent the health 

information from other than the usual health care provider within an organisation. 

Accessing a patient’s health record by a health care provider who is not involved in the 

patient’s care does not always detect as a data breach or unauthorised access, because there 
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are instances where a usual health care provider of a patient seeks a second opinion from 

his or her colleague within an organisation. Also, a health care provider who is under a 

senior provider’s supervision often discusses medical conditions with the senior provider. 

In these circumstances, sharing the information with other health care providers becomes 

necessary. However, on the other hand, there are situations where the patients may not want 

to share their sensitive information with other health care providers than the usual provider. 

Obtaining consent from the patient can resolve this precarious circumstance. To make this 

circumstance even worse, non-clinical staff including admin or receptionist can access 

clinically related information including the MyHR to target patients to improve the 

business of the organisation. For example, the practice needs to follow up for health 

assessment checks due and send reminders to the mainstream patients or identified chronic 

disease high-risk patients to recall for further test [131 - Author’s previous publication]. 

These access over-rights circumstances, eventually, lead to abuse of sensitive health 

information and contribute to the increased concern of privacy and confidentiality [13]. 

Furthermore, the system operator of the MyHR who administrates the system may 

intentionally leak patients’ clinical information. The current settings of the access control 

mechanisms do not prevent this kind of breach [354 - Author’s previous publication]. 

 

The audit trail facility of the MyHR captures all-access histories of the record. The access 

history information that a patient can view includes the name of the health care provider 

organisation that accessed the health record, the role of the person who accessed and the 

nature of the access. However, the actual name of the provider or person who accessed the 

record is not available. In a larger health care organisation with numerous providers 

working, it is difficult to find out which provider has accessed. Also, many argue that once 

the damaged happened after accessing the sensitive information, the damage will be either 

a privacy breach or data theft, it is too late to aware to prevent sensitive health information. 

Figure 3 shows the access history of the MyHR that the patients can view.   
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Figure 3: The MyHR access history audit trail 

A patient or consumer can link and access the MyHR through their myGov account where 

other online government services are connected such as the Medicare, Centrelink and 

Australian Taxation Office (ATO). Although it is convenient for patients as it reduces one 

more password to remember, in contrast, having all government online services in one 

place increases the risk of someone stealing the credentials. Moreover, the MyHR has some 

access control mechanisms where the patients can go to their record and enable the settings 

to manage the privacy and confidentiality of the record. The settings include; 

(i) Creating code and providing to those health care providers need access to their 

records. In other words, without the code of any health care provider, even the 

usual provider cannot access the patient health record. The option of managing 

access for health care provider organisation by a patient is exposed in figure 

4.  

 

Figure 4: The MyHR access control restrictions by health care provider organisations 
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(ii) Assigning an authorised representative, for example, children or elders who 

cannot access online can involve on behalf of the patient.   

(iii) Setting an automatic notification option. This will keep the patient informed 

via SMS or email who access records when.  

(iv) Enabling the settings to access the documents such as SHSs, personal health 

summaries and advance care plan. The options provide patients to restrict hide 

or remove the specific documents from the system. In the case of hiding, the 

document needs to be reinstated to view it, however, once it is removed by the 

patient, the document cannot access completely in any circumstances 

including emergency access. Figure 5 displays the MyHR settings for restrict, 

hide or remove documents from the record.       

 

Figure 5: The MyHR access control restrictions by documents 

Even though these controls provide more security options in preserving the privacy of the 

health information over the MyHR system, the default setting has no controls until the 

patient logon the system and creates theses controls. The majority of the population, who 

have got a MyHR, especially through the opt-out method, are not aware that there is such 

control mechanism existing for them. 

    

Under an emergency like a serious risk to patient health or life, a registered health care 

provider can access the patient’s MyHR by providing the patient’s details such as surname, 

Medicare number, date of birth and gender to gain the access. The access can be made 

either through the health care provider organisation’s compatible clinical system or via the 

web-based MyHR portal. The emergency access supersedes the current access control 

settings and can last for a maximum of five days. In reality, the necessity of emergency 

access is proved, however, defining the verification phase of the emergency access to 
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whether the access is needed or not is tough. The patient also nominates a family member, 

friend or carer as his or her representative to act by the patient’s will and preferences. This 

access may be full, restricted or basic levels to access all documents. Although many of 

these access levels cannot cancel the MyHR, they lead to misuse of the health information 

as another person cannot represent all aspects of the patient.                         

 

2.7 Health care database attack analysis 
 
In addition to access control mechanisms, it is also important to identify the spectrum of 

attacks or misuse that has been conducted by attackers in the past. A wide range of attacks 

has been documented. Therefore, it is essential to know the different potential cyber-attacks 

and security breaches that happened in health care based databases, to design an appropriate 

health data security system. To achieve this goal, the literature review has been performed 

to discuss the EHR related security breaches and various major data attacks. Amichai 

Schulman and Imperva [16] describe that the enterprise database infrastructures, which 

often contain the crown jewels of an organisation, are subject to a wide range of attacks. 

Hence, the health care sector and sensitive health information are more vulnerable to the 

cyber-attacks. For example, one of the major health database attacks was that hackers have 

stolen more than 1.5 million Singaporeans’ health records in 2018. 

     

 
2.7.1 EHR related security breaches 
 
Issues of confidentiality and abuse of data cause many health care providers to oppose the 

coordination of medical databases despite their potential benefits [72]. The followings are 

some of the incidents of security breaches about EHRs:  

 Researchers from the University of Minnesota mistakenly revealed the names of 

deceased kidney donors to the recipients in a survey [73, 74, 75]. 

 A hacker had access to sensitive health data from an unidentified medical centre in 

New York and another in Holland [76, 77].  

 A hacker infiltrated the University of Washington’s Medical Centre computer 

system and stole at least 5000 cardiology and rehabilitation patients’ records [328]. 
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 A Florida state public health worker brought home a computer disk with the names 

of 4000 HIV positive patients and shared the contents with two Florida newspapers 

[78, 79 - Author’s previous publication] 

2.7.2 Categories of health data attacks 
 
A review of previous attacks has revealed the following main methods utilised to obtain 

sensitive health information [78 - Author’s previous publication].  

1. An excessive privilege granted to staff 

2. Privilege abuse 

3. Unauthorised privilege elevation 

4. Platform vulnerabilities 

5. SQL injection 

6. Weak audit 

7. Weak authentication 

8. Exposure of back-up data 

A better understanding of the past health data cyberattack and the methods will assist in 

designing an appropriate security model in the health sector. The main database 

cyberattacks that have been observed in the past are discussed in table 6 [79 - Author’s 

previous publication].  

Table 6: Potential database attacks in the health care environment 

 Categories of attack Description Example 

1 Excessive privileges Application users are granted 

exceed privileges than the 

requirements of their job functions  

An employee whose job requires 

the name and address of other 

employees takes privileges to 

view the salary information as 

well.   

2 Privilege abuse  Application users may abuse 

legitimate data access privileges 

for unauthorised purposes 

A user with privileges to view 

employee details may abuse that 

privileges to retrieve all 

employee records.  

3 Unauthorised 

privilege elevation  

Attackers may take advantage of 

vulnerabilities in DBMS software 

to convert low-level access 

Sometimes, an attacker may take 

advantage of database buffer 
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privileges to high-level access 

privileges  

overflow vulnerability to grant 

administrative privileges.  

4 Platform 

vulnerabilities  

Sometimes the attackers take 

advantage of the vulnerabilities in 

underlying operating systems may 

lead to unauthorised data access or 

corruption  

“The blaster worm took 

advantage of a Windows 2000 

vulnerability to take down target 

servers”[05] 

5 SQL injection  Users may take advantage of 

vulnerabilities in front-end web 

applications and stored procedures 

to send unauthorised database 

queries.   

Users may take advantage of 

vulnerabilities in front-end web 

applications and stored 

procedures to send unauthorised 

database queries.   

6 Weak audit  Weak audit policy and technology 

represent risks in terms of 

compliance, deterrence, detection, 

forensics, and recovery [05]. 

The Database Management 

System (DBMS) software provides 

weak audit solutions.  

DBMS products very rarely log 

the detail about what application 

was used, the source IP address 

and what queries was fail  

7 Weak authentication  Sometimes weak authentication 

allows attackers to assume the 

identity of legitimate database 

users.  

Most of the time, the users use 

their name, personal 

identification, meaningful 

words, a plain text as a 

password.  

8 Exposure of back-up 

data  

Sometimes attacks have involved 

the theft of database backup tapes 

and hard disks  

Attackers feel free in attacking 

backup from easy destination 

rather than attack the databases 

directly itself  

 

2.8 Towards potential solutions  

Taking every aspect into account, based on the above discussion and analysis and moving 

towards an appropriate solution to overcome (i) insiders’ unauthorised access, (ii) 

availability of de-identified data sets for other purposes like research and (iii) ensuring high 
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level of security for the sensitive health data that is stored in the Cloud, a three tier security 

model is proposed.  

(i)   Tier one – an improved access control mechanism 

(ii)  Tier two – an intermediate state of database access or insensitive data view 

(iii) Tier three – cryptography or data encryption and decryption technique    

 
2.8.1 Improved Access Control  

In the traditional health care settings, the users’ levels and authorisations are allocated 

according to the accountabilities provided within the organisation. This arrangement assists 

the users to perform certain given tasks by their position description. Also, the health care 

settings cover several different participants involved in various positions. The patients are 

central to the health care delivery and in the environment they have direct interactions with 

many of these participants or stakeholders such as a usual doctor, nurses, specialist doctor, 

admin staff, and receptionists. Every stakeholder has his or her job role and tasks that need 

to interact with the patient to perform the specific task. The specific piece of the task may 

involve a different type of information and use a different software application. For 

example, while a receptionist books a time for a consultation using an appointment software 

application, a nurse enters progress notes for the visit using the clinical application that the 

usual doctor can access. Regarding access control, the location of the user is also one of 

the considerable factors. The job role can be completed from many predefined locations 

and the role’s accountability can also be varied depending on the location. For instance, 

while a health care provider accesses a patient’s MyHR in his or her provider organisation 

through a compatible clinical application, the provider also can access the record via a 

wireless connection from a hospital emergency department. In this case, the access 

locations are varied. Therefore, the potential location of the access also needs to be 

considered when proposing a suitable security method to preserve the privacy and security 

of sensitive health information. 

   

With the increased use of mobile devices and the evidence of the benefits in health care 

settings, the identification of location becomes essential to ensure the privacy and security 

of the health information. When a health care provider accesses the MyHR system from a 

location using a mobile device, the system should be able to identify the location of the 

mobile terminal where the access was requested. This location of the request must also be 

influenced by the authorisation decision making. This is most essential in health care 
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settings because unauthorised access to health information may have severe consequences. 

In a wired structure, on the other hand, this task can be effortlessly achieved based on the 

physical/ logical addresses of the hardware equipment connected. It means that access to a 

specific sensitive service is based on the physical/ logical address of a workstation. 

However, this will not be possible with a wireless network because of the distance of the 

signal reception area of the wireless service points. Furthermore, obtaining the physical 

address of the access becomes impractical while a mobile device is moving. Therefore, the 

health care provider organisation’s privacy policy and procedure must clarify and discuss 

the facts associated with wireless use [299].  

 

The security policy for an organisation must also describe the various roles of the 

organisation and the authorisation process with the specific separate locations in addition 

to the levels of user rights. The framework also has to contain the notion of hierarchies that 

are natural means for structuring roles to reflect the organisation's lines of authority and 

responsibility [295]. Hence, each level of the user privileges must reflect the role of a 

specific staff member’s responsibility in a health care organisation. 

 

2.8.2 Pseudonymisation 

In health care settings, as discussed previously, a wide range of users use the system for 

various purposes. In some cases, non-clinical staff members of the organisation require 

clinically related information and there are other instances where researches or research 

institutes may need access to the health information in the EHRs. The information given as 

it is with identification links will lead to high-risk of misuses and/ or privacy breaches. 

Therefore, the sensitive data should be de-identified before hand-over to the staff that has 

no right to access or to third-parties outside the organisation. In other words, while the 

sensitive health data is being de-identified and protected, the other parts of the relevant 

information and de-identified datasets must be provided without the risk of privacy. To 

achieve this objective, pseudonymisation technique is used to protect the system while it is 

shared with the users who require the data to satisfy their job functions. Pseudonymisation 

is a data management and de-identification process that replaces the personally identifiable 

(sensitive) information fields within a data record by one or more synthetic identifiers or 

pseudonyms. In this process, a single pseudonym for each replaced field or collection of 

replaced fields creates the data record less identifiable while remaining appropriate for data 

analysis, research, and data processing purposes. The pseudonymity is an approach that 



88 
 

offers a method of visible privacy and entails legal, organisational or technical procedures; 

consequently, the relationship between fields can only be achieved under described and 

precise conditions. A pseudonymous record or transaction is one that cannot – in the 

ordinary course of events – be associated with a particular individual [249, 251]. Even 

though the existing approaches for pseudonymisation have some drawbacks that pose a 

threat to the privacy and confidentiality of stored patients’ data [248, 250, 252], others have 

not yet been entirely realised in the field of patient-related privacy issues [2, 5, 6, 7].  

 

 

Figure 6: Pseudonymisation process 

Figure 6 above illustrates the pseudonymisation process with four stages. The primary use 

data source is complete data that includes all data fields as it is. In the second stage, the 

data transition happens and the output will be the pseudnymised data which is de-identified 

in the third stage. In the fourth stage, again the data will be re-identified for the primary 

use with full access. Therefore, in the process, non-clinical staff and researchers can access 

the third stage which is pseudonymised data.  

  

2.8.3 Cryptography technique   

Several new cryptographic schemes have been proposed to secure and preserve the privacy 

of EHRs [275, 276, 277, 278]. The Patient Controlled Encryption (PCE) [9] design 

proposes a hierarchical-based encryption scheme for protecting EHRs that does not rely on 

a trusted online server to intermediate access control decisions. Although the scheme 

permits patients to get access to their health records and empower remote searches on the 

encrypted records, the classification of the model is inefficiency in practical. For example, 

a separate decryption key is necessary to share the information in a health record with 

different levels of sensitivity categories that the system classified. This inefficiency 
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displays a natural constraint for the classification encryption model that prevents flexible 

access arrangements.  

 

Although an Attribute-Based Encryption (ABE) method preserves an encrypted access 

control that similar to the PCE model, it supports for further meaningful access level 

settings. Ibraimi et al. [276] proposed a multi-authority CP-ABE (Cipher Text Attribute-

Based Encryption) protocol for securing EHRs through diverse domains such as health care 

providers, close friends, and immediate family members. Ibraimi et al. [277] also proposed 

a simplified CP-ABE system for EHRs to resolve the cancelation of user attributes before 

an expiration date. However, this model depends on a facilitator that preserves an attribute 

cancelation list. The mediator only offers tokens for decryption that related to a ciphertext 

when the user's attributes have not been cancelled. Narayan et al. [278] suggested an EHR 

system that uses an optional transmission CP-ABE model that shared with Public Key 

Encryption with Keyword Search (PEKS) methods to protect and permit a reserved search 

of health records. This model offers the method of straight cancelation of user access 

without re-encrypting the data by using the broadcast encryption process. The keyword 

searchability enables users to execute keyword matching without prior knowledge of the 

equivalent plaintext. The weakness of the ABE techniques is that they are mostly 

considered for online EHR systems only. Additionally, these previous works [275, 276, 

277, 278] do not consider implementation challenges with their proposed schemes. Also, 

they do not discuss concerns include ciphertext overhead on the records, cryptographic 

efficiency, and policy administration that may occur while implementing such systems.  

 

However, all in all, the cryptographic method is considered one of the suitable techniques 

to maintain the privacy, confidentiality and the security of the health information systems 

in a shared environment. To exchange the data safely in the Cloud concept, cryptographic 

solutions are appropriate by using the public key arrangement [318]. However, before 

storing sensitive information such as a health record in the Cloud, the information must be 

encrypted. In practice, this is not an easy task as, in most cases, the system administrators 

have to perform this task and the user has to rely on them to complete it. This dependency 

circumstances also increase the risk of privacy and misuse.   Providentially, these 

circumstances are now removed with several new cryptographic techniques and the full 

right of the information is given to its user or owner of the origin.  
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However, these circumstances are varied with an EHR system as the owner of the 

information is a patient. To manage this prospective risk of such privacy concerns, many 

EHRs systems now allow the patients to encrypt their health records before storing it in the 

Cloud [319, 320, 321]. Van der Haak et al. [322] proposed another model that uses digital 

signatures and public-key validation to meet the legal prerequisites for cross-institutional 

transfer of EHRs. In another concept, Ateniese, Curtmola, de Medeiros & Davis [323] used 

the pseudonyms technique to maintain patients’ privacy. Layouni, Verslype, Sandikkaya, 

De Decker & Vangheluwe [324] developed monitoring equipment that exchanges messages 

between a patient from home and a health care provider from the organisation.  

 

Even though the proposed methods provide more security and maintain the privacy for 

sensitive health information, the information must be downloaded from the Cloud to alter 

or update an element of the record. This inefficient constraint destructs the whole purpose 

of the EHR systems using the Cloud concept. Consequently, using these proposed methods 

in the deployment of the MyHR is unusable. However, cryptographic solutions with 

encryption and decryption based techniques are exceptionally essential in ensuring the 

privacy and security of sensitive health data.                     



91 
 

 

Chapter 3 

 

Chapter 3: Research Design and Methodology 
 

 

In this chapter, the methodological approach and research stages are introduced and 

described in detail.  The research is undertaken considering an analytic generalisation of 

the literature review study. A porotype implementation followed by a test and simulation 

is conducted to analyse and evaluate the proposed solution.   

3.1 Research Design 
 
The exploratory research has been based on the analytic generalisation of the literature 

review study. In addition to the analysis of the literature review study, the research is 

focused on modelling of a software specification and the controlled simulation and test of 

a security model. The security mechanism is designed to secure patients’ sensitive health 

information in the Cloud including EHRs.  

3.2 Research Methodology 
 
This research is based on the analysis of the literature review study and the development 

of software components as a method of study. The development of a prototype software 

interface will facilitate the analysis of security measures for data stored in the EHRs in a 

shared care environment.  Therefore, the assumptions obtained would be based on an 

analytical generalisation of the data collected in the literature review through the different 

stages of this research.    

The prototype development is a useful method to study effective design, delivery, use and 

impact of information technology [91] and system development approach is considered an 

applied research method which is used to test the validity and limitations of a proposed 

theory [92]. In this view, the system development method allows both the implementation 

of the application used to illustrate theory and the refinement of the proposed theory based 

on the data obtained from observations made during its implementation and testing [92, 
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93]. Therefore, system development could be a central component of a multi-

methodological research cycle [94]. To conduct software analysis, a prototype version of 

the proposed architecture would be implemented. The prototype will be configured as a set 

of integrated libraries and components based on a conceptual approach for secure storage 

of EHRs as described in Chapter 6. 

3.3 Research Stages 
 
The research has been undertaken into three stages and two supporting areas of methods. 

The literature review has the purpose of analysing state of art regarding the security 

mechanisms and approaches used to protect the access of EHRs with a special interest in 

the protection of patients’ confidentiality.  The conceptual approach discusses the need for 

the new model to protect the EHR systems that grow rapidly with the advancement of the 

Cloud computing concept.  

The literature review and the conceptual approach go through the following major research 

areas that preserve health data privacy and security in the EHRs.  

(1) Access Control 

(2) An intermediate State of Database / Psuedonymisation 

(3) Cryptography / data encryption and decryption technique  

3.3.1 Access Control 
 
Shon Harris defines that access control is the ability to permit or deny the use of something 

by someone at the Certified Information Systems Security Professional (CISSP) exam 

guide [95]. In the computer information security domain, access control offers fundamental 

substance protection of the system that covers a wide range of aspects include biometric 

scans, digital certificates, and even mechanical systems in addition to the processes of 

authentication, authorisation, and audit. Also, the term access control not only means using 

a user ID and password for an operating system or platform but also it is applicable for 

several different individual software applications. Additionally, the electronic access 

control becomes more common indoor entry phones, many with visual verification by small 

video cameras, or swipe cards or tags that are read by computer-operated detectors, are all 

readily available [96]. 

Taking the importance of access control into account, the method cannot be evaded for a 

system like EHR including the MyHR. However, based on the literature review on this 
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domain in Section 2.5, an improved version of this technique is essential in preserving the 

privacy and providing security of the sensitive information systems like the MyHR.    

3.3.2 An Intermediate State of Database (ISD)/ Pseudonymisation 
 
Employees of an organisation access databases for different purposes. In most cases, they 

access for analysing trends, identifying accounts, processing documents, etc. These 

purposes can be achieved with the de-sensitive information available in the databases. If it 

is possible to access the part of the databases where de-sensitive information available to 

employees of an organisation then the sensitive information can be protected and prevented 

from internal abuse. In this respect and based on the literature review, a pseudonymisation 

technique is identified as suitable. The Sapior Company developed this concept to protect 

patients’ records for NHS. The Sapior Company [97] addressed that adopting a pseudonym 

can preserve privacy. Sensitive data can be protected at the same time as allowing users 

access to less critical elements using a technique called pseudonymisation.  

The key benefit of the pseudonymisation method is that while it is preserving the privacy 

of the sensitive information by hiding the sensitive information from the view, the 

technique is still offering data relationships for searches without capturing all the values of 

the data outside the exact context of the interaction and the original data cannot be amended 

from an unauthorised access.  

3.3.3 Cryptography / data encryption technique  
 
Rutgers University (RU) evaluation security processes describe [98] that the term briefly 

as data encryption is a means of scrambling the data so that it can only be read by the 

person(s) holding the 'key' - a password of some sort. Without the 'key', the cipher cannot 

be broken and the data remains secure. Using the key, the cipher is decrypted and the data 

is returned to its original value or state.  

Variety of algorithm exists to perform the data encryption/cryptography. The research 

undertaken involves assessing some useful algorithms and the cryptanalysis to gain a good 

understanding of the area. This understanding will be helpful to achieve the aim of this 

project (i.e.; developing a strong algorithm). Overview of existing algorithms and the 

proposed algorithm are discussed in detail in Chapter 5: Description of the proposed 

system.  
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It is clear that the research undertaken will be helpful to achieve the objectives of the 

project. All the findings from the literature review are applied to make this proposed 

method successful. The specific methods that are going to be developed in the project will 

be discussed in detail in Chapter 4: Conceptual Approach and Analysis.  

3.4 Health Database security 
 
A database system is the most valuable asset for any organisation as they hold important 

data of the business or service. However, the health database becomes even more precious 

property for the health care organisations because of the sensitivity of the data it holds [99]. 

The health databases store not only health-related sensitive information that can affect the 

patients for lifel such as allergies, major diagnoses, major medical history, medications, 

and immunisations but they also include personal data of a patient such as patient name, 

address, phone numbers and date of birth. Therefore, preserving privacy and placing proper 

security controls for the health databases is paramount. The options to implement these 

security settings are varied. Every solution uses a different method to achieve this objective. 

However, understanding the process and the need in the real world scenario in health care 

settings would be the key to any kind of these solutions. For instance, a security white paper 

written by Blake Wiedman [100] discusses that the database security can be broken down 

into the key points of interest such as server security, database connections, Table Access 

Control (TAC) and Restricting Database Access (RDA). Furthermore, it is also revealed 

that the businesses and services highly depend on the security mechanisms of the data held 

in databases because any breaches of the security can be seriously damaging the business. 

That means, in today’s world, the importance of database security of the information is 

understood.  The privacy and security is, therefore, an extremely relevant subject for system 

developers and users of database systems.  

3.5 Internal abuse in database security 
 
The designers and developers consider outside attacks and threats at most. But the damages 

or attacks to databases are mostly, by internal attacks. Even though people believe that most 

of the data breaches and attacks are by outsiders, the researchers Mike Chapple and Joaquin 

A. Trinanes in [102, 103] revealed that it is a large percentage of the security breaking 

incidents are made by insiders, people employed within the same organisation.  Joaquin A. 

Trinanes [104] also proposed that if the prior database security suggestions are followed, 

impairment instigated by insider’s actions can be restricted and monitored. Also, the 
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appropriate security policies generally reduce the risks by discussing potential threats and 

suitable solutions for the threats. A wide range of factors including the connectivity, 

physical security, accessibility, and other associated matters should also be taken into 

account while implementing and setting up database servers.  Additionally, according to 

Thom Van Horn [105] description and based on the Forrester research study [106], an 

information security system must address insiders’ threats to provide complete protection 

for the databases. The Forrester study also revealed that over 70% of database attacks 

occurred as a consequence of insider activity. For example, database administrators know 

about the structure and related activities to leak sensitive information intentionally or 

unintentionally to unauthorised access within or outside the organisation. Therefore, a high-

security method that proposes should consider and address the threats that cause by 

insiders.    
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Chapter 4 

 

Chapter 4: Conceptual Approach and Analysis 
 

 

The conceptual approach leads the way for the methods to perform specific functions to 

accomplish the objective of the project, i.e. the proposed high-security system.  Once the 

relevant research and literature reviews are performed in the identified domains within the 

scope, numerous questions must be answered to propose a strong security system protocol 

as a well-suited solution.  

Based on the literature review in Section 2, the following conclusion can be made:  

(i) Access control for EHRs is the basic fundamental security mechanism that 

provides privacy and security to the system. However, access control alone 

cannot offer sufficient security control for EHRs that the system requires 

because once someone enters into the system the data can be accessed or 

modified easily and there will be no further control to restrict the access. 

Therefore, the necessity for a combination of more than one mechanism or 

method is comprehended. However, an improved or advanced version of 

access control (with using new techniques in access control) will offer more 

privacy and security for the system.  

(ii) Similarly, the data encryption, on the other hand, alone will not provide the 

complete protection for EHR systems as encrypted data is still available for 

data breaches. Once access control is implemented to provide the basic privacy 

and security requirements to the EHR system, encryption can enhance 

additional protection for the health databases. The data encryption techniques 

do not provide a different level of access privileges and cannot be used to 

resolve access controls related issues required in health care settings.     

 

Moreover, on the other hand, encrypting everything completely does not make the data 

more secure. Schneier Bruce, the security guru [114] proved that a common misconception 

is to assume that if encrypting some data strengthens security, then encrypting everything 

makes all data secure. Encrypting the whole database means that all data within the 
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database must be decrypted to be viewed, modified or removed. Schneier [114] also 

revealed that the encryption is a performance-intensive operation thus encrypting all data 

will significantly affect performance. In other words, the encryption technique makes either 

all data unavailable or all data available (all or nothing concept). While, on one hand, access 

to all data creates security issues, on the other hand, the unavailability of all data fails the 

whole purpose of an EHR system. Also, the accessibility is harmfully affected when an 

encryption key is changed and the database is unreachable while the data is decrypted. To 

develop an appropriate security model that offers a high-level of security for health 

information in the EHR systems, therefore, it is obvious that both access control and data 

encryption must be incorporated in those proposed systems.  

However, the necessity of another layer with the presence of an intermediate state of the 

database is recognised in addition to access control and data encryption to preserve the 

privacy of the EHRs. This layer offers a shorter version of the view a user requires for their 

role. While these de-identified and non-intelligent datasets would be beneficial for 

activities such as document process, targeting due and high-risk patients and further follow-

ups, they also reduce the risk of privacy.             

The proposed model should be implemented by (i) considering the above facts, (ii) based 

on the literature reviews findings, and (iii) keeping in mind that the databases and their 

contents are vulnerable to a host of internal and external threats, it is possible to reduce the 

attack vectors to near zero [115].  The following solution is proposed as the security model 

to preserve the privacy, to combat health database attacks and to achieve the objective and 

purpose of the model. 

A three tiers architecture security model of the system: 

(1) First Level – an improved strong access control mechanism  

(2) Second Level – an intermediate state of database with de-sensitive data 

(3) Third Level – cryptography (data encryption and decryption with a new strong 

 algorithm)       

  

In addition to the discussion and analysis in the literature review, the following components 

must also be analysed to develop the security model to provide a high-security mechanism 

for the EHRs: 

 Previous health data attacks 



98 
 

 Assessment of the proposed model 

 Current EHR architecture analysis  

 Data integrity analysis  

 Every level of the proposed architecture 

 Existing access control 

 Intermediate State of Database  

 Cryptography   

4.1 Previous Health Data Attack Analysis 

4.1.1 Potential solutions for the categories of attacks 

The health database attacks are analysed and documented in the literature review. 

Additionally, in this section, it is also necessary to discover the potential solutions for those 

different attacks documented. The following table 7 expands the potential solution for the 

attacks listed previously. This work is also published in one of the author’s research papers 

[354 - Author’s previous publication].   

Table 7: Possible solutions for attacks in database environment 

 Possible Attack  Possible Solutions  Description  

1 Excessive privileges  Access Control 

Mechanism (ACM) and 

use view of the database  

A proper access control mechanism restricts 

privileges to minimum data access for their 

job designation of an organisation.  

2 Privileges Abuse  Access Control Policy 

(ACP) and use view of the 

database.   

The Access Control Policy that not only to 

what data is accessible but also how data is 

accessed. Also, the policy must identify 

users who are abusing access privileges  

3 Unauthorised 

privilege elevation 

Access Control 

Mechanism, use view of 

database and Intrusion 

Prevention System (IPS) 

Proper Control Mechanisms can detect a 

user who suddenly uses an unusual SQL 

operation. The IPS can identify a specific 

documented threat within the operation.  

4 Platform 

vulnerabilities 

Access control and IPS 

tools  

It is a good way that uses IPS tools to 

identify and block possible attacks through 

database platform vulnerabilities.   
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5 SQL injections  Access Control 

Mechanism and view of 

the database. 

A proper access control detects 

unauthorised queries injected via a web 

application or stored procedures. 

6 Weak audit  Network-based audit 

appliances  

The network-based review applications 

should have no influences on database 

performance and they function individually 

for users.  

7 Weak authentication  Strong password and 

validate against the User 

ID  

The password includes the combinations of 

letters, numbers, symbols, etc. User ID 

defined for every user.     

8 Exposure of back-up 

data  

Cryptography / 

Encryption  

All back up should be encrypted before 

saving as a backup.  

 

4.1.2 Assessment of the strengths of the solutions 
 
As the next step, it is also necessary to weigh the strength of solutions against potential 

data attacks and this is assessed in table 8. 

Table 8: Assessing the strengths of different solutions in providing database security 

 Possible Attack Access Control 
Mechanism 

Views or 
Intermediate state of 

Database 

Cryptography / 
Encryption 

1 Excessive privileges  √   

2 Privileges Abuse  √   

3 Unauthorised privilege 

elevation 
√   

4 Platform vulnerabilities √  √ 

5 SQL injections  √ √  

6 Weak audit   √  

7 Weak authentication  √ √  

8 Exposure of back-up 

data  
 √ √ 
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A layered concept with different controls techniques provides a wide range of security 

controls to a system like EHR. For example, considering a combined model with access 

control and cryptography, once a threat passed the access control layer, it cannot access 

intelligent meaningful data it requires as all have encrypted.  Therefore, the layered solution 

with cryptography/ encryption can provide high-level security for sensitive data in the 

EHRs.   

Overall, the previous data attacks can be categorised into eight major groups and this is 

discussed in the literature review. Further analysis and potential solutions for each of the 

attack groups are also described in table 7. Table 8 assesses the strengths for each data 

attack category in leading the way to provide high security for the databases.  

4.2 Current EHR architecture analysis 

A significant research study indicates that the EHR systems will be the information source 

for the health of populations in most of the health care environment [329] and will have a 

considerable effect on their health [330]. For this same reason, currently at least 23 

countries all around the world are planning, designing and implementing EHRs [331]. 

However, establishing such systems at the national level faces several problems. Expansion 

and content variability of record data, difficulty in providing a specified and standard 

structure multiplicity, lack of common medical terminology and issues associated with 

privacy and security are some of them [332-335]. Discussing and providing answers to 

such problems is very important [336] and taking this consideration into account in the 

designing (architecture) of the EHR is also essential [337]. Establishing a framework for 

the successful implementation of electronic management in the health sector requires the 

architecture of the EHR [338]. The study of definitions presented on architecture in various 

fields like software and information system indicates that architecture is the science of 

study and identifying components of a phenomenon, their interrelations and also the 

relationship among the set of components with the environment [339, 340].  

The architecture of the EHR is one of the crucial types of architecture that applied for 

schedule and technologies in the system [341, 342].  Maldonado et al. [343] described that 

different international bodies have worked on the definition of the architecture of the EHRs 

and the result of these attempts has been the establishment of such architecture standards 

as Clinical Document Architecture (CDA), Health Level 7 (HL7), openEHR and ISO EN 

13606. Also, the HL7 type establishment of the CDA standard defines the structure and 
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semantics of the clinical documents [343].  The American Society for Testing and Materials 

(ASTM) has proposed the E1384 standard for planning the EHR especially the lifelong 

health record [344].  

 

4.3 Data integrity analysis  

 
Any security models that are developed to provide security in the health care setting must 

ensure health data integrity as the ultimate objective of the system. Therefore, this section 

analyses the data integrity of the EHR systems including the MyHR. The following data 

integrity framework developed by the author is also discussed in a research paper.      

While much has been written about EHR related risks impacting information integrity and 

the subsequent actual potential impacts on quality of care and safety over at least the past 

decade, little has been done to systematically measure and analyse these risks, identify the 

root causes, and universally implement strategies (such as system design modifications and 

adoption of usability principles) to reduce the risks. However, attention to the potential 

unintended consequences of electronic documentation is growing [116, 27]. In addition to 

the risks to the quality and safety of patient care, apprehension about EHR related errors 

may be a barrier to EHR adoption and use [117]. 

There are also no clear standards for defining, measuring, or analysing EHR-related errors 

[118]. The need for identifying and analysing the EHR related risks is paramount. There 

will be several risks that adversely affect the EHR environment. A software flaw in an EHR 

system contains hundreds or thousands of medical records, such as a glitch that causes an 

inaccurate recording of patients’ allergies or medications, which could adversely affect a 

large number of patients [119, 30]. These EHR system design flaws also can result from 

improper system use and poor system usability [120]. EHR system software vendors 

include copy/paste and templates functionalities in capturing documentation and these 

inappropriate methods lead to EHR related errors [121, 31]. 

Inadequate user training, human errors, disruption of system use or use of the system in 

ways not intended by the system developer can also result errors of the EHR system. Use 

of decision support systems may lead to errors of omission, whereby individuals miss 

important data because the system does not prompt them to notice the information, or errors 

of commission, whereby individuals do what the system tells or allows them to do, even 

when it contradicts their training and other available information [122]. 
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The integrity of the entire EHR is reliant on the integrity of each of the following three 

phases shown in figure 7. The process of ensuring integrity to each phase would be 

different. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 7: Integrity phases of an EHR system 

 

4.3.1 Integrity phase 1: Ensuring data integrity in Electronic Medical Record 
(EMR) systems 
 
Garbage-in, garbage-out. The data recorded into medical records that health care providers 

record must be meaningful and understandable for other health care providers when sharing 

health information. Otherwise, it will not be useful for other health care providers who 

access those records when it is necessary. The data integrity must be ensured by providing 

the right information, at the right time for the right patient to deliver better health outcomes.   

Ensuring data integrity in this phase must be carried out by clinical software systems. The 

data integrity must maintain the use of medical terminology or international medical coding 

system rather than free text usage in clinically related health information including medical 

condition and medical history. The coding system must be an option to choose from a pre-

developed item list to prevent spelling mistakes.  The pre-developed coding system must 

be linked to international medical approved standards dictionaries and updated regularly, 

or even daily. The clinical systems that health care providers use in Australia have included 
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this facility. However, this is deployed as an option and given alternatives to add free texts 

to clinically related information.    

For example figure 8 shown below, is how one of the major primary care provider clinical 

systems in Australia captures medical history items. There is always an option for clinicians 

to choose free text. The free text could lead to human errors or spelling mistakes and the 

impact might be very serious.    

 

Figure 8: Medical history data capture form 

A medical record in an EMR includes various medical-related information of a patient. 

This information is recorded based on different types of data including patient’s 

contributions, clinical check-up findings, pathology and radiology results, and other 

measurements. The accuracy of the health data of a patient depends on various inputs. The 

contribution of a patient is always based on the situation. The health care providers can 

only record what a patient communicates at the time of the consultation. In other words, a 

patient can intentionally hide a part of, or complete information from health care providers, 

they can even provide incorrect data. This integrity concern cannot be resolved unless the 

patient comes forward and provides the right information.  

4.3.2 Integrity phase 2: Ensuring data integrity with linking right records 
 
The communication of health information is a vital part of effective health care. The 

accurate identification of individuals is critical in all health communication. Mismatching 

of patients with their records and results is a documented problem for the health system 

and a clear link has been established between avoidable harm to patients and poor medical 

records management [123, 28, 29]. 
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As mentioned previously, identifying the right patient at the right time with the right 

information to upload or download is an essential part of this phase of integrity. To achieve 

this objective, a standard number (e.g. index) system must be used.  The system is intended 

to assist health care providers to communicate health information with other providers 

accurately, for example, by providing a more reliable way of referencing patient 

information electronically.  

Moreover, in EHR systems, the delivery of safe, effective and efficient health care relies 

on good communication and systems that share information, where the subject of care can 

be reliably and consistently identified. In Australia, the Health care Identifier (HI) number 

system has been created and automatically allocated to all Australians who were enrolled 

with Medicare on 1st July 2010 [124]. 

HI is a unique 16 digit number used to identify patients that help the health care providers 

to ensure their personal health information is linked with the right person. HIs are the 

building block for the Personally Controlled Electronic Health Record (PCEHR) system in 

Australia [125, 126].   

Medicare Australia uses the ISO7812 standard to create the HI number to every patient in 

Australia. The HI number contains, as shown in figure 9 below, a single-digit Major 

Industry Identifier (MII), a six-digit Issuer Identifier Number (IIN), an Individual Account 

Identifier (IAI) number, and a single digit checksum based on the Luhn Algorithm. The 

MII forms the first part of the IIN.  

 
Figure 9: HI number system (Source: [21]) 
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4.3.3 Integrity phase 3: Ensuring data integrity in EHR systems 
 
Improved patient care, increased patient participation, improved care coordination, 

improved diagnostics and patient outcomes, practice efficiencies, and cost savings are some 

of the major benefits of the EHRs [127]. However, EHR over the Internet will allow for 

the exposure of the records to theft and compromise. Personal details in the EHR including 

full name, date of birth, current address and Medicare number are valuable information for 

fraudsters to hack.  The EHR also leads to deliver information to criminals which could be 

used to fraudulently obtain prescription drugs. This could have adverse implications for 

individuals, doctors, and pharmacists whose e-health records are manipulated to facilitate 

criminal endeavours, where the audit trail will lead back to legitimate users who had access 

to these records, but who were in no way responsible for their fraudulent manipulation 

[128]. 

In 2012, Russian hackers held a Gold Coast medical centre to ransom after encrypting 

thousands of patient health records [129].  It was not a desktop that was compromised in 

this example. It was a server that is set up with much more security and rarely used for 

casual browsing and email. This means the hackers had to get through a firewall, anti-virus 

scanning software and then administrative credentials on the server.    

Considering that recovering from a compromise is a non-trivial exercise, it is likely that 

these compromises persist for days or weeks, and some machines may remain 

compromised. Imagine if each of these computers had at least one user who had used it to 

access their PCEHR. That represents potentially millions of records compromised by 

online criminals.  

That there will be a broad and extensive range of threats must be considered and managed 

to ensure the integrity of the PCEHR. These may cover the central infrastructure, including 

core server databases and data processing systems; intermediate data storage and 

processing systems used by health care professionals and service providers, and the data 

transport and communications layers, including protocols and channels used for end-to-end 

or server-to-server communications [128]. 

The integrity of the information of EHR needs to be trusted to use the system by the health 

care providers to ensure the success of the initiative. Some health care providers are still 

concerned about a few integrity issues. For example, the patients who registered with the 
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PCEHR can hide or completely delete (NOT to modify) the record that their health care 

providers uploaded for them. This control questions the integrity of the health information 

of the patient and how confident that the providers can rely on the system to provide health 

care.   

The lack of the sense of shared accountability between system developers and users for 

product functionality of the EHR can lead to serious integrity issues. The department of 

health acknowledged to the Office of the Australian Information Commissioner (OAIC) 

that a technical change had introduced a glitch into the system potentially allowing a 

handful of health care providers to access PCEHR user’s health notes without authorisation, 

for a short window of time [130].  
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Chapter 5 

 

Chapter 5: Proposed Security Model 

 

The proposed model will be discussed and analysed in this chapter. The discussion and 

analysis will be based on the findings from the literature review and conceptual approach. 

5.1 Proposed security model analysis 
 
The security model has three tiers, with each tier has a different type of security mechanism. 

Hence, the proposed complete system in this design provides complete security against a 

different type of threats which can be expected from diverse sources. Table 9 discusses the 

proposed model with every security level, type of security, the concept used and the 

protection type that the concept provides.      

 

Table 9: Database security model 

Security level  Security type  Concept   Protection type 

One  Access control  Log-in pair  Basic entry into the system 

Two De-sensitive data access  Pseudonymisation  Intermediate data access   

Three Cryptography / data 
encryption  

New algorithm  Full data protection  

 

Figure 10 below illustrates the proposed layered model that covers the type of security in 

every level.    
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Figure 10: Three levels of the database security model 

 

5.1.1 Security level 1:  Access Control 
 

As discussed previously, an access control covers essential services of identification or 

authentication, authorisation and accountability for a system and their functionalities are; 

 Identification or authentication determines who logged in to a system,  

 Authorisation provides different privileges for a system by health care employee’s 

job role within a health care organisation and  
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 Accountability identifies what a subject of user access during his or her log-in.  

The Security Engineering Guide (SEG) explains in [18] the term as access control is the 

traditional centre of gravity of computer security and it is where security engineering meets 

computer science. The SEG also discusses, in figure 11, how access control works at 

several levels and describes the following different levels.  

 

  

 

 

 

  

 

  

Figure 11: Access controls at different levels in a system [18] 

 

Authentication, authorisation and audit ability and their levels of permits are varied on a 

different level of access control for a system.  

After considering several aspects of access control mechanisms in the literature review, it 

was realised that there is a real need for improved control on this level of security. 

Especially in health care settings, the need becomes more prominent. Because of the level 

of trust within a health care organisation, access rights and privileges are not achieved as 

expected. In other words, the user privilege access control can be easily breakable or 

unusable because of the nature of the environment. To enable a strong practice, while 

strictly following the policies, there should be an advanced method of access control 

mechanism in place to protect the sensitive information that the organisation holds. The 

data is the power of any organisation. The data integrity ensures the originality of the data 

from its source. Therefore, keeping data or information safe and secure is essential in 

maintaining the data integrity; particularly paramount in health care settings. This led to 

the development of a mechanism called log-in pair which will be an ideal answer to 

minimise the potential for misuse or abuse of health data within a health care organisation.   
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The health sensitive and confidential data (e.g.; clinical notes / medical conditions) are 

stored in databases of the clinical software systems. The current settings, the level of 

sensitivity of the data and the level of trust within the health care organisation creates a 

situation where the data is susceptible mostly for internal abuse.  Hence, this sensitive data 

needs to be protected from internal abuse. The log–in pair is the technique that can achieve 

this objective.   

Log-in pair is an advanced or improved access control method that is proposed to protect 

the privacy and confidentiality of the MyHR system in level one. In this method, to enter 

into the system, two people need to log-in as a pair. To access data from the MyHR using 

this method, an employee who has the top-level privilege (super-user) has to give 

authorisation to a user to access health sensitive data. Hence, the super-user can keep track 

of what the user does with the sensitive data. Every user is made aware that once they log 

in, the super-user can follow and trace them to keep track of what is being accessed and 

why (the purpose of the access), it is like a counter check. Responsibility and accountability 

are shared with this technique. Therefore, this concept will ensure high security. Figure 12 

displays the basic concept of the proposed log-in pair model in level one. 

 

 

 

 

 

 

Figure 12: The basic concept of log-in pair 

In this method, the employees of the health care provider organisation must be paired with 

both a user and a super-user. A list of all users and all super-users must be identified.   When 

assigning a pair, there would be some important factors that need to be considered. The 

factors may include, (i) the geographical location of the users and super-users, for example, 

both share the same office), (ii) the job discipline of the users - employees who are working 

in a similar discipline can be paired together, (iii) organisational structure and hierarchy, 

and  (iv) the frequency and time an employee access the system, e.g.; a user who needs to 

access the system for the whole day, all seven days a week should be paired with another 
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super-user who is in the long-time accessibility or a work condition rather than pairing with 

an employee who only needs access to the system for a few hours in a week. 

Considering a health care provider organisation with six staff where they all need access to 

the MyHR system for various purposes and three of them are clinicians including two 

doctors and a nurse. The rest of the team (three staff) includes admin staff that assists the 

practice with their business, need also access the MyHR to call patients for recalls and 

reminders. Every user has his (or her) own individual user id and password to enter into the 

system. For instance, when considering pairs A and B, C and D and E and F, in the pair 

log-in concept, for user A to enter into the system then both user A and user B should enter 

their user id and password which are different to each other. Similarly, if another user needs 

to enter into the system, then his or her user partner (i.e., a super-user) should also agree 

and give permission. 

When considering the pairs design stage, the users who may be using the MyHR system 

(A, B, C, D, E & F) can be categorised as follows in table 10 for a health care organisation.  

Table 10: Design log-in pair user 

Pair  User  Super user 

1 A  B 

2 C  D 

3 E  F 

 

This is a basic example of the design. In practicality, this can involve more users and more 

super-users. Also, there will be instances where a user relies on more than one super-user 

considering the unavailability factor when the user requires permission. Therefore, the log-

in page must be designed to accept inputs from two users that include their user IDs and 

passwords that are not identical. The system also verifies that a super-user who permits a 

user is accepted and predefined in the allocation table.  In this way, the security assurance 

can be provided with this system that one user cannot enter into the system on his (or her) 

own to access the sensitive health information in the MyHR system. If one employee needs 

to enter into the system, he (or she) is aware that the partner super-user who is allocated for 
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the session will also have accountability. Hence, this shared accountability opportunity 

helps to prevent sensitive information from internal misuses.  

However, in practicality, this system also has its problems. The following are some of the 

issues identified and discussed.  

(i) If one user who needs to give permission is absent. For example, in the above 

table, if user B is on leave, then user A cannot enter into the system or perform 

his (or her) routine activities. 

(ii) The system cannot prevent if both in a pair together decide to abuse the health 

data.   

(iii) Having someone else to log in at the same time as another user creates 

potential sources of bottleneck and make the system unavailable or unused. 

(iv) If doctors and nurses are potential gatekeepers (the authorising login), these 

professions are already extremely busy, and likely to create users 

circumventing the system. 

(v) If authorising persons regularly logon and give the login credentials to users, 

then this defeats the whole purpose of the system. 

To overcome the first problem, a super-user may be able to permit via the Internet or 

networking as future development. Alternatively, practice managers will also be considered 

as super-users who can permit users to work on sensitive data. Another option might be 

that the permission can be given by more than one super-user. For example, the revised 

log-in pair user table is shown in table 11 below. In this revised table, super-users B, X and 

Y can permit user A. The users X and Y may be the management staff members who do 

not access to the MyHR system but both can permit users on behalf of the organisation to 

complete the user’s daily functions. An example of this might be a practice manager and/ 

or office manager.    

 

Table 11: Revised design log-in pair users 

Pair  User  Super-user 

1 A  B or X or Y 
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2 C  D or X or Y 

3 E  F or X or Y 

 

However, it is very difficult to overcome the second problem. A system monitoring facility 

may be developed as the further deployment of this system to monitor the users and super-

users. A system audit and/or quality improvement process may mitigate this risk. The 

system itself must be notified and does not give access to other users to avoid bottlenecks 

and unnecessary delays in logging on the system over the network. 

In the health care organisation environment, doctors and nurses are extremely busy and 

difficult to contact to gain their login to access the system. However, they are the people 

who have got authorisation to access clinical information in health care settings. To resolve 

this issue in creating users circumventing the system, alternative non-clinical top-level staff 

can be appointed (i.e.; practice manager, assistant practice manager or office manager). 

Super-user authorisation is a crucial part of this method. Therefore, the login credentials of 

super-users must be strong and changed periodically. Considering the super-user’s 

availability, the system can be configured to send an auto-creating password for the super-

user through an email or a text message to the user’s mobile phone on a regular basis, 

maybe daily. Another control may be that the super-user can log in to the system utilities 

using their member password (which is different from authorisation password process) and 

view the daily authorisation options. In other words, a super-user can provide predefined 

permission according to his or her circumstances. For example, a super-user goes on a week 

holiday and then he or she will be able to go to the system utility and select a free-password 

option for the week for the users. This temporarily alternative option gives users a flexible 

setting under a strict condition.         

Once a user logged in using his or her credentials, the system will send a message or alert 

to the allocated super-user that permission is pending. The communication exchange can 

be performed using an existing mobile security service, the same computer setup or 

different computers that are connected via a network. There will be a certain time limit that 

the permission must be given by the super-user. For example, once a user logged in, then 

the allocated super-user must provide permission within 60 seconds. If the first super-user 

fails to permit within that time frame, then the system sends the message to the second 

allocated super-user. If the second user also fails to permit within 60 seconds, it will finally 
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go to the third super-user. If all attempts fail, then the request session will come to an end 

and the user cannot access the system.  

Once the super-user is determined that there is permission waiting for his or her approval 

to enter into the system for the user, the message must be sent out through an effective 

communication line to and from as quickly as possible. This speedy process can be 

completed using an existing ‘mobile security system’. A mobile security system will be the 

best solution for this communication channel of the proposed model. Once the mobile 

security two-factor authentication is enrolled the user can log in as usual with their 

username and password to access the MyHR system and then the super-user will receive a 

message through the device for the permission.  This process can be done via SMS, voice 

call, one-time passcode or mobile smartphone apps.  For example, Duo mobile security 

system [351] has its smartphone app to do the two-factor authentication verification 

process. The system also lets users link multiple devices to the account such as a mobile 

phone and a landline, a landline and hardware token or two different mobile devices [351].  

This will provide increased accessibility for the super-users.  As mentioned in Figure 5 

below, the mobile security system will provide an additional security layer for the MyHR 

system. The username and password that has been created for the system remain the same 

and once it is provided, the super-users’ approval request will be sent out to the super-user 

preferred communication device/s. Consequently, if a user wants to access patients’ 

sensitive health information for any reason (e.g. follow up or targeting high chronic disease 

patients to send a reminder), then an authorised person (super-user) must give the 

permission. Figure 13 below shows how a mobile security system works with a two-factor 

authorisation verification process [78 – Author’s previous publication]. 

 

 
 

 

Figure 13: How a mobile security system works (source: [351]) 

When creating a user login for a user to access past medical history using clinical software, 

a super-user link must be established as illustrated through the computer program coding. 

Moreover, a super-user has more than one option to approve or deny the user login request. 

For example, the following options are available with the Duo mobile security system. 
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Figure 14: Authentication methods for mobile security system 

Figure 14 above illustrates the three various options available with Duo mobile security 

systems for a user to receive a response from a super-user. According to these options, a 

super-user can set the mobile security option how they want to permit either by pushing a 

button, calling or entering a passcode. This preference also makes the system more 

effective as the super-user concerns the time.    

5.1.2 Security Level 2:  An Intermediate State of Database (ISD) 
 
A previous work that the author published in research papers, may also be discussed in this 

section. 

In the proposed model, security is being established at three different levels. Level 1 is the 

establishment of access control (log in) via the introduction of the log-in pair system which 

has been described in section 5.1.1. The Level-3 is cryptography (encryption and 

decryption technique) which will be described in section 5.1.3. In this section, the necessity, 

rationalisation, and process of middle level 2 are being described.  

When Level 1 (access control) and Level 3 (Cryptography – encryption and decryption) 

security measures were looked at in detail, it was obvious that they will not meet the 

purpose of securing data in the area of Business Intelligence (BI) because they only permit 

“all or nothing” access. Generally, in many health care organisations, employees are given 

access to sensitive information to perform the day to day work such as identifying patients 

for a health check, processing documents, analysing trends or even testing and maintaining 

eHealth systems. An employee accessing the sensitive data during routine work is the main 

reason for putting the privacy and security in high risk where sensitive data can be abused 

internally. However, the employees could perform their routine works just as effectively 

with de-sensitised data where the critical sensitive data are some or other blinded.  
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This led to the thought for developing an Intermediate Security Level (Level 2) where it 

permits health care employees to access the required data for routine work but prevents 

them from viewing the sensitive data linked to these records. This security level will allow 

the employees to access the data for routine work such as identifying patients for any reason 

including targeting chronic disease or a health check, processing documents, analysing 

trends and testing and maintaining eHealth systems without any need for them to view any 

sensitive data. Using the pseudonymisation technique patients’ personally identifiable 

fields including name and health care identifier within a health data record are replaced by 

one or more artificial (meaningless) identifiers which are called pseudonym as shown in 

table 12 below [354 - Author’s previous publication]. 

Table 12: The basics of pseudonymisation technique 

Health care Identifier Medication  Date  Condition Name  

8001567898761234 Insulin 01-10-2014 CD John Smith 

8008123456785000 Dapotum 05-10-2014 MH Jane Doe 

8001567898761234 Thalitone 10-10-2014 CKD John Smith 

 

 

 

 

Health care 
IdentifierPseudonym 

Medication  Date  Condition Name 
Pseudonym 

0102 Insulin 01-10-2014 CD A12 

452 Dapotum 05-10-2014 MH B02 

2712 Thalitone 10-10-2014 CKD N17 

 

With this technique, a user can still search data for relationships, however, it cannot capture 

all the value of the data. On the other hand, copying pseudonymised data is similarly 

pointless as the keys connecting the valuable links between the accessible pseudonym and 

the actual data itself are held elsewhere as shown in Table 13 below [354 - Author’s 

previous publication].   

Pseudonymisation 
Process 
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Table 13: Hidden index data set 

  

 

 

 

 

 

 

 

 

The hidden connective index data is stored in a secure destination or in another workstation 

where the ordinary users cannot be accessed.    

The difference between encryption and pseudonymisation is; encryption or password 

permission exposes sensitive data and relationships. However, in pseudonymisation, the 

sensitive data is hidden and the relationships are exposed. The two key requirements for 

pseudonymisation are; data patterns must be maintained for linkage or analysis and 

personal data that will be shared, either internally or with a partner, must be hidden during 

the usage. Thus, adopting the psudonymisation technique to the record will preserve 

privacy and reduce risk exposure and mitigate any potential impact of internal and external 

security breaches. Furthermore, the Pseudonymisation renders stolen data effectively 

useless for identity theft and other fraud. This facilitates secure outsourcing and offshoring 

by using de-identified data to identify health records. The health care organisations can 

attain cost savings whilst significantly reducing the security concerns of using third party 

processors [354 - Author’s previous publication]. 

The health software system integrators, developers and systems administrators can use de-

identified data for estimating eHealth projects that work with health sensitive data, 

designing and testing new systems that source health sensitive data from existing 

operations and maintaining eHealth systems that manipulate sensitive data. The health care 

identifiers and other health-related number systems including Medicare effectively become 

Secure Data Store (stored in different secured destination or PC) 
Table A 

Healthcare Identifier Healthcare Identifier 
Pseudonym 

8001567898761234 0102 

8008123456785000 452 

8001567898761234 2712 

 
Table B 

Name  Name Pseudonym 

John Smith A12 

Jane Doe B02 

John Smith N17 
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sensitive through their long term usage. An effective pseudonymisation solution can assign 

and maintain new pseudonyms for these sensitive identifiers as illustrated in tables 13 and 

14 [354 - Author’s previous publication]. 

In this technique, the security level-2 provides an intermediate step between “all or 

nothing” access, which effectively reduces the risk of internal abuse of sensitive data. It 

enables the identification of individuals and their records, without exposing the individual’s 

health sensitive information. Also, this level of security maintains privacy for the analysis, 

testing and sharing of data where the data relationships are critical, such as in Business 

Intelligence Systems (BIS) and Decision Support Systems (DSS). It also facilitates analysis 

work with audited health data. When required, data can be given to link back to each 

sensitive value [354 - Author’s previous publication].  

The literature review on this area repeatedly brought the name of a company called Sapior. 

It has been stated that this company is developing this kind of security system which the 

company has labelled as pseudonymisation. The company’s website (www.sapior.com) has 

mentioned that the U.K. information commissioner recommends the use of 

pseudonymisation to protect sensitive patient information in the records kept by the 

National Health Services (NHS) system. Currently, Sapior is in the process of maintaining 

the security level for NHS using the pseudonymisation technique [19, 355]. 

4.1.2.1 Pseudonymisation  

Adopting a pseudonym technique for health records will preserve privacy. In the 

pseudonymisation model, while the sensitive health data is protected, the users of the 

system are allowed to access to insensitive or less sensitive elements in the records. This 

method manages the sensitive data by replacing critical data components with a code or 

notifications that are known as pseudonyms. The uses that access the information cannot 

view the data itself because it has no direct accessibility for them, only the certain 

components of the information related to a request are returned to the user. The 

consequence of the pseudonymisation method is that while the users can still pursuit data 

for its relationships, the users cannot identify all the value of the data. Therefore, this 

technique ensures the users that external to the actual context of the services cannot view 

and/ or alter the data in an unauthorized manner. Also, simply copying pseudonymised data 

is similarly useless as the keys linking the useful relations among the available pseudonym 

and the real data itself are stored in another place away from this location. Thus, with this 
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technique, the sensitive data is concealed and the relationships between the data are visible. 

Two key requirements that exist with this technique are;   

1) The data patterns are retained for relationships and analysis  

2) Sensitive data that is shared, either internally or externally with a partner, is 

concealed during the access.  

 

The NHS utilises the pseudonymisation method to preserve the privacy of the sensitive 

health records in the U.K. The health care organisations can obtain a wide range of benefits 

of using this method [19]. The method reduces the conceivable threats possibilities and 

possible damage that can occur from inside and outside security breaches. The impact of 

risk of loss or theft data is unusable for any fraud including personal identity.  In 

outsourcing and offshoring opportunities, the process promises in sharing the de-sensitised 

data of personal and sensitive information like health records.  Therefore, using this 

method, while the health care organisations achieve cost-effectiveness, it considerably 

decreases the security distress of using third party services such as outsourcing and 

offshoring. The external users such as system integrators, software developers and systems 

operators can use the de-sensitised data for various purposes that they involve within their 

job roles including assessing projects that deal with sensitive data, improving 

organisation’s performance, designing and testing new software applications that work 

with sensitive data, and preserving IT systems that operate sensitive data. The method also 

provides an opportunity where all staff members can use the data without the risk of threats 

while the data sensitivity is protected from intrusive or unwitting workers within an 

organisation. In health records, the Pseudonymised data will minimise the audit 

requirement and facilitate sharing initiatives, whilst exposing trends and protecting 

sensitive information. The health care identifier and Medicare numbers also become 

sensitive because of their long term usage. A health record also includes these kinds of 

personal data in addition to health-related clinical information. A better pseudonymisation 

solution can preserve privacy by replacing new pseudonyms for these sensitive identifiers 

as required. This is critical for any health care provider organisations to preserve such 

systems and other clinical related software applications that deal with patients’ sensitive 

data in maintaining business continuity.    

 

 



120 
 

5.1.3 Security Level 3:  Cryptography / Data Encryption 
 
Even though a final working protocol is not one of the objectives in the scope of this project, 

leading the way to implement such systems would be more beneficial for future 

development.  

In the three-layered security model, in addition to improved access control mechanisms 

and pseudonymisation technique, there is a need to encrypt and store data to reduce the 

privacy and security risks around the system. The stored data is more vulnerable to threats 

and data breaches. Moreover, the patients’ sensitive data stored in the cloud becomes 

susceptible to current trends. Therefore, ensuring a high level of security for those data is 

paramount. The cryptography data encryption can be the most appropriate security method 

of several others. Encryption of stored data can, consequently, be a key technique in 

preventing or restricting information theft, even in the situation where the access controls 

are bypassed. 

5.1.3.1 Cryptography Algorithms Overview 
 
First of all, it is very important to analyse the existing cryptography algorithms and 

cryptanalysis to reach a strong algorithm for the third tier to ensure high security in the 

proposed protocol. To achieve this objective, the following existing algorithms are being 

discussed. To explicit the proposed protocol and the objective of the research, two basic 

cryptography algorithms are discussed. The weaknesses of those two algorithms are 

identified and analysed comprehensively in addition to the discussion of those methods. 

Further development and/ or solutions are determined and implemented to overcome those 

weaknesses to achieve the objectives of this research. To achieve this objective, a 

substitution cipher and symmetric encryption technique are considered. Even though the 

substitution cipher and symmetric encryption algorithms are not considered as the new 

techniques and not in use currently, identifying and overcoming the weaknesses of those 

methods will form a new algorithm that can provide high security. Therefore, the 

substitution cipher and symmetric encryption techniques and the weaknesses of the models 

are discussed in-depth and provided potential solutions for those weaknesses. The 

advanced model with the solutions for weaknesses of existing techniques, ultimately, will 

produce a new concept that contains high security.   Furthermore, the combination of both 

substitution cipher and symmetric encryption technique algorithms represent both data 

encryption techniques such as substitution and transformation. This is another reason why 
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the combination of both techniques is used to achieve a strong algorithm as the third level 

of the proposed model.   

5.1.3.2 Substitutions Cipher 
 
In cryptography, the substitutions cipher is a simple and most broadly used encryption 

method. A widely used substitution cipher is Caesar cipher. In this method, each letter in 

the plaintext is interchanged by another letter with fixed numeral positions in the alphabet. 

For instance, in figure 15 below, the letter A would be interchanged by D, the letter B would 

be replaced by E, the last letter Z would become C and so on. In this example, the letter 

shifts by the fixed position of three.  

 

Figure 15: The basics of substitutions cipher 

(Reproduced from F.L. Bauer, Decrypted Secrets, 2nd edition, 2000, Springer) 
 

The transformation of letters can be replaced by any fixed number positions; even the 

positions interchange both side rotations whether left or right of the alphabet.  For example, 

a Caesar cipher substitution that uses a right rotation of five is shown below. In this 

example, the alteration parameter is five which is used as the key.  

Plain:     A  B  C  D  E  F  G  H   I   J  K  L  M  N  O  P   Q  R   S   T  U  V  W  X  Y  Z 

Cipher:  F  G  H  I   J   K  L  M  N  O  P  Q   R   S   T  U  V  W  X   Y   Z   A   B  C   D  E 

Using this method, to make a message secure, simply check every letter of the original 

message that is known as plaintext and markdown the corresponding letter in the ciphertext 

line. To bring back the original plaintext, look up the replaced letter and move in the other 

direction of fixed number places that moved to make encipher and transform. The following 

example simply explains the method, the key is five.  
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Plaintext:  come for a meeting tomorrow  

Ciphertext: HTRJ  KTW  F  RJJYNSL  YTRWWTB 

Using modular arithmetic method by transforming the letters into numbers, the encryption 

can be expressed in an algorithm. Considering a model of A = 0, B = 1,….. Z = 25 

representation with the letter is X and the shift is n, the encryption algorithm would be 

described mathematically as follow; 

 

En (X) =  (X+n) mod 26  

Considering the similar parameters, the decryption algorithm would be;   

Dn (X) = (X-n) mod 26  

A different definition can be given for modulo operations. In this method, the result is in 

the range between 0 and 25. In other words, if the result of X+n or X-n is not in the range 

between 0 and 25, then it has to be subtracted or added by 26. However, the transformation 

remains the same throughout the message, so the cipher is classed as a type of 

monoalphabetic substitution as opposed to polyalphabetic substitution.  

The following drawbacks are identified as the weaknesses of this algorithm [17]:  

(i) The encryption and decryption algorithms are known  

(ii) There are only 25 keys to try  

(iii) The language of the plaintext is known and easily recognisable  

(iv) Easily breakable using frequency analysis 

5.1.3.3 Symmetric encryption technique 

 
It is a manual symmetric encryption technique developed by Charles Wheatstone for 

telegraph secrecy and known as Playfair [20]. It was the first literal digraph substitution 

cipher. The technique encrypts pairs of letters (it is called digraphs), instead of single-letter 

[21]. The Symmetric encryption technique is significantly harder to break since straight 

frequency analysis doesn’t work with it. The frequency analysis is a method for breaking 

simple substitution ciphers. It is a primitive algorithm block cipher in the modern standards 

now. The computational power of today’s computers can break it easily by using quality 

software. But after its creation, it was adopted by the British Government to use in its 

official messaging. However, the dogma used by Symmetric encryption technique cipher 
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is used as a baseline for many modern computer block ciphers [22]. In this perspective, 

using this technique as a foundation for this research and development is appropriate.   

(i) How does the symmetric encryption technique algorithm work? 

1.  A key is selected that will be used in creating the Playfair matrix.  

2.  Playfair matrix is a 5 * 5 matrix consisting of all alphabets in such a way that 

no letter should repeat in it with I and J treated as one letter. The selected cipher 

key is important as it helps in creating matrix and encoding, decoding of the 

message. The key must be private and be known by both the sender and receiver 

to encode the messages.  

3.  After choosing a key, the message is delivered in the form of digraphs in such 

a way that no digraph consists of a similar letter. If so, replace the repeated letter 

with some other letter like ‘X’.  

4.  In the next step, the digraph is replaced with the encoded pair of letters from the 

matrix. Each digraph will be replaced with a specific pair of the matrix. The 

following rules are applied in replacing the original digraph.  

a. If the letters appear in the same row of the matrix, replace them with the 

letters to their immediate right respectively.  

 

 

    

       EG               HK 

b. If the letters appear on the same column of the generated matrix, replace 

them with the letters immediately below respectively.    

 

 

 

          EG               BY 

* * * * * 
* E H G K 
* * * * * 
* * * * * 
* * * * * 

* * E * * 
* * B * * 
* * * * * 
* * G * * 
* * Y * * 
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c.  If the letters are not on the same row or column, replace them with the 

letters on the same respectively but at the other pair of corners of the 

rectangle defined by the original pair [21]. 

     

 

 

         EG               ZX 

(ii) An example of a symmetric encryption technique algorithm  

Key – WHEREISTHAT 

Message – Come for a meeting tomorrow   

Using this Playfair example as the key, the matrix table is displayed in table 14.  

Table 14: Playfair matrix table 

W H E R I 

S T A B C 

D F G K L 

M N O P Q 

U W X Y Z 

 

Therefore, encrypting the message come for a meeting tomorrow would be;  

CO  ME  FO  RA  ME  ET  IN  GT  OM  OR  RO  WX 

Hence, the following transformation can be occurred for the above digraph:  

The pair CO forms a rectangle and the diagraph would be CO                      AQ  

The pair ME forms a rectangle and the diagraph would be ME       OW  

Z * * E * 
* * * * * 
* * * * * 
G * * X * 
* * * * * 
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The pair FO forms a rectangle and the diagraph would be FO                  GN  

The pair RA forms a rectangle and the diagraph would be RA                         EB 

The pair ME forms a rectangle and the diagraph would be ME                       OW  

The pair ET forms a rectangle and the diagraph would be ET                    HA  

The pair IN forms a rectangle and the diagraph would be IN                     HQ  

The pair GT forms a rectangle and the diagraph would be GT                     FA  

The pair OM is in the same row and the diagraph would be OM                    PN 

The pair OR forms a rectangle and the diagraph would be OR                   PE  

The pair RO forms a rectangle and the diagraph would be RO                   EP 

The pair WX is in the same row and the diagraph would be WX                  YZ 

The message come for a meeting tomorrow becomes  

"AQOWGNEBOWHAHQFAPNPEEPYZ " 

(iii) The strengths of symmetric encryption technique 

 It is simple to operate and understand. 

 Only one key is required to be remembered by both the sender and receiver.  

 The substitution of the letter depends on the key selection. The 5*5 matrix is 

generated according to the key, thus, the plain text digraph is replaced with 

different ciphertext digraph and different key selection. It results in improved 

security of the algorithm. 

 Simple cryptanalysis techniques may not work easily to break it.  

(iv) The weaknesses of symmetric encryption technique  

 No encryption of the numeric data or punctuation symbols  

 The encrypted message can be crashed by frequency analysis. 

 

5.1.3.4 The proposed algorithm: HighSec algorithm 

 
Part of this development is discussed and published in one of the author’s research work.  
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The proposed algorithm has been named as HighSec. Based on the study, the following 

matrix table has been designed to the HighSec algorithm for substitution purposes. 

The newly designed HighSec substitution secret fixed (HSSF) table is shown in table 15 

that needs to be used in the new algorithm.    

Table 15: HighSec substitution secret fixed (HSSF) table 

A B C D E F G 

39 40 41 42 1 2 3 

 
H I J K L M N 

4 5 6 7 8 9 10 

 
O P Q R S T U 

11 12 13 14 15 16 17 

 
V W X Y Z 0 1 

18 19 20 21 22 23 24 

 
2 3 4 5 6 7 8 

25 26 27 28 29 30 31 

 
9 _ ? @ , . & 

32 33 34 35 36 37 38 

 

 (i) How does the HighSec algorithm work for encryption 

The HighSec algorithm is explained in seven steps with suitable examples  

Plain Text – DO NOT USE 100PC  

Key – TABLE@7 
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Step 1: 

Split the plaintext message into five-character groups. Use X’s to fill in the last 

group.  

So the message “DO NOT USE 100 PC” then the plaintext is; 

DO NOT USE10 0PCXX 

Step 2: 

Split the key into five-character groups. Use the characters which belong from the 

number 1 onwards (ie; E, F, G, H…..) to fill the equal number of groups as the 

plaintext. 

So the key “TABLE@7” will be; 

TABLE @7EFG HIJKL 

Step 3: 

Convert the plaintext message from characters into a numbers using the above 

matrix table  

42  11  10  11  16        17  15  1  24  23      23  12  41  20  20 

Step 4: 

Convert the key characters into number using the above same matrix table  

16  39  40  8   1          35  30  1  2  3       4  5  6  7  8 

Step 5: 

Add the plaintext number to the key numbers, modulo 42. For example, 1+1=2, 

42+1=43, and 43-42=1, so 42+1=1. 

16  8  8  19  17      10  3   2   26  26        27  17  5   27   28 
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Step 6:  

Convert the numbers back to characters using the same matrix table. 

TLLWU   NGF33   4UI45  

Step 7:  

Split into two-character groups. Fill the gap by ‘X’. 

TL LW UN GF 33 4U I4 5X 

Step 8: 

If there is more than one character repeating in a group, fill by “_” and move the 

second repeat character by one place, which will result in  

TL LW UN GF 3_ 34 UI 45 

Step 9: 

Improved symmetric encryption technique algorithm will be applied at this point 

as step 9:  

Improvements: 

1. Increase in the size of the matrix from 5*5=25 to 7*6=42 

2. Inclusion of the digits 0-9 and widely used punctuation symbols like _ ?& 

. , @ 

3. Separate use of letters I and J 

 

How does the improved symmetric encryption technique algorithm work.  

1. The algorithm works similarly to the symmetric encryption technique 

cipher. The first step is to select a key that will be used in creating the 7*6 

matrix. The matrix will contain alphabets A-Z, number 0-9 and 

punctuation symbols (space &, . @ ?) in such a way that no letter should 

repeat. The selected cipher key is important as it helps in creating matrix 

and encoding, decoding of the message. 

2. The key may or may not be private but should be known to both the sender 

and receiver to encode and decode the message. 
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3. After choosing a key, the message will be divided into pairs in such a way 

that no digraph consists of a similar character. If so, replace the repeated 

letter with white space.  

4. The next step is to replace the diagraphs with the encoded pair of letters 

from the matrix according to the size of the selected key. Each digraph 

will be replaced with a specific pair from the matrix. Following rules are 

applied to replace the original digraph: 

a) Calculate the size of the selected key.  

b) If the characters appear in the same row of the matrix table, replace 

them with the characters where the total size of the key places away to 

them respectively on the right side. This change will make it different 

from the original symmetric encryption technique algorithm rules. 

c) Similarly, if the letters appear on the same column of the generated 

matrix, replace the characters where the total size of the key places 

away downwards respectively. 

d) If the letters are not on the same row or same column, replace them 

with the character on the same row respectively but at the other pair of 

corners of the rectangle defined by the original pair.  

 

Use the improved symmetric encryption technique diagram to replace the above character 

set. The length of the key is 7. Thus, based on the key, the following matrix table (Table 

16) will be created.  

Table 16: HighSec Matrix 

T A B L E @ 7 

F G H I J K M 

N O P Q R S U 

V W X Y Z 0 1 

2 3 4 5 6 8 9 

_ ? , . & C D 
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The message “TL LW UN GF 3_ 34 UI 45” will be;  

So the following replacement can be occurred for above digraph:  

The pair TL in the same row, thus TL                   TL  

The pair LW forms a rectangle, thus LW                   AY  

The pair UN in the same row, thus UN                     UN  

The pair GF is in the same row, thus GF                       GF  

The pair 3_ forms a rectangle, thus 3_                       2?  

The pair 34 is in the same row, thus 34                     34  

The pair UI forms a rectangle, thus UI                     QM  

The pair 45 is in the same row, thus 45                         45  

The final ciphertext is; TL  AY  UN  GF  2?  34  QM  45 

Therefore, the ciphertext for the Plain Text “Do Not Use 100PC” will become; 

TLAYUNGF2?34QM45 

The encryption process is illustrated with block diagrams in figure 16. This step by step 

process shows the framework to build the new encryption algorithm. Additionally, the steps 

are also explained with examples. The clear instruction will assist to develop the proposed 

protocol.     
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(ii) Encryption framework using the HighSec algorithm 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 16: HighSec block diagram for encryption 
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(iii) How the HighSec algorithm works for decryption 

Step 1 : 

Make the final cipher text “TLAYUNGF2?34QM45” as two-character blocks. So 

the cipher text will be; 

TL   AY  UN  GF  2?  34  QM  45 

Step 2: 

Apply 7*6 matrix table to convert into alternate two-character blocks for the cipher 

text “F_B3WMGF2?34ZD45”: 

So the following replacement can be occurred for above digraph:  

The pair TL is in the same row, thus TL                      TL  

The pair AY forms a rectangle, thus AY                    LW  

The pair UN is in the same row, thus UN                    UN  

The pair GF is in the same row, thus GF                     GF  

The pair 2? forms a rectangle, thus 2?                        3_  

The pair 34 is in the same row, thus 34                       34  

The pair QM forms a rectangle, thus QM                     UI  

The pair 45 is in the same row, thus 45                 45  

The result will be; TL  LW  UN  GF  3_  34  UI  45 

Step 3: 

If there is any “_” in the two-character block in step 2 just remove it. So the result 

in step 3 is; 

TLLWUNGF334UI45 
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Step 4: 

Make the characters into five-character blocks and convert into numbers using the 

above matrix table  

16  8   8  19  17      10  3  2  26  26     27  17  5  27  28 

Step 5: 

Convert the key “TABLE@7” characters into number and fill the gap to make an 

equal number of the result in step 4 from 1 onwards using the above same matrix 

table  

16  39  40  8   1          35  30  1  2  3       4  5  6  7  8 

Step 6: 

Subtract result cipher text number in step 4 from the key number in step 5, modulo 

42.  

42  11  10  11  16       17  15  1  24  23      23  12  41  20  20       

Step 7:  

Convert the numbers back to characters. 

DO NOT USE10 0PCXX 

Step 8:  

Remove the ‘X’s at the end and get the final message. 

DONOTUSE100PC 

Therefore, the final message is; DONOTUSE100PC 

This means, both the encryption and decryption process work and are verified.  

The decryption process is illustrated with block diagrams in figure 17. This step by step 

process shows the framework to build the new decryption algorithm. Additionally, the 

steps are also explained with examples following the diagram.
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iv) Decryption framework using the HighSec algorithm 

Final cipher 
text 

Make two-character 
block (digraph) 

Apply 7*6 matrix table 
for conversion 

Key 

Key length  

Convert into numbers 
using matrix table 

Remove “_” from 
alternate block 

Subtract each number 
from the key 

Convert into characters 
using a matrix table  

Matrix  

table 

Make five-character 
groups 

Remove ‘X’ from gaps 

Make five-character 
blocks 

Convert into numbers 
using matrix table  

Matrix  

table 

Key 

Plaintext 
message  

Figure 17: HighSec block diagram for decryption 
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(v) The strengths of the HighSec algorithm  

1. The algorithm operation is easy.  

 The algorithm contains seven clear steps. Every step is very clear to understand. 

 There are no much arithmetic operations in the algorithm.     

2. The algorithm is easily understandable. 

By looking at the steps, it is easy to understand what is happening to produce this 

algorithm.    

3. It can be encrypted letters (A to Z), digits (0 to 9) and widely used symbols such 

as & . ?@ _ 

 The algorithms, normally, encrypt the letters. The HighSec proposed algorithm 

encrypts the letters, numbers and some widely used symbols. This will increase the 

usability of this algorithm. 

4. The key length is dynamic; this makes the algorithm more secure. 

The key can be changed and the key length is dynamic. In this algorithm, in step 

7, according to the length of key, the replacement character moves the places away 

up and downwards and left and rightwards. Even if someone gets the key it is not 

possible to decrypt the data without knowing this step (step 7). This method makes 

the algorithm more secure.  

5. Best application for short messages and database environment.  

The databases normally contain short messages in every filed, the HighSec 

algorithm designed considering issues in a database environment of an 

organisation.     

(vi) The limitations of the HighSec algorithm  

1) The algorithm does not differentiate small from capital letters.  

This is not a weakness of an algorithm. But, making this available provides 

more usability. This limitation can be sorted out during the implementation 

process if the time permits.  

2) It does not support other special symbols apart from the ones stated above.  

The other special characters are used very rarely.  
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3) The weak methods of transformation and protection of key and the substitution 

matrix table. The organisations must consider the key protection and a way to 

transfer the key within the organisation. Also, the matrix substitution table 

must be kept in a safe place. The matrix transposition table can be created using 

the substitution table. 

      

(vii) The best application of the HighSec algorithm  

The HighSec algorithm is very suitable for a database environment within an organisation 

because databases contain fields as short messages and the algorithm is developed 

considering the database security for short message as the key is equalised by adding 

characters belong from 1 according  to the fixed substitution matrix table in data encryption, 

i.e.; E, F, G…... and so on.  

In many security systems, access control and data encryption provide strong security for 

database environment from different kinds of attacks expected from outside or inside an 

organisation. The research reveals that internal attacks make more damage and it happens 

at a high percentage when compared to external attacks.  

In this proposed high-security system, an intermediate state is added in addition to access 

control and data encryption for a database environment. The risks the employee connect 

the complete sensitive data in a database for different purposes has been cut down by the 

development of this added level of security.  

Existing evidence firmly suggests that the proposed complete system will be capable to 

provide high security for databases from internal abuse of an organisation.     

 

(viii) Validation of the HighSec algorithm  

To validate the algorithm, a theoretical analysis is conducted. The theoretical analysis 

includes the following two key questions.  

(i) Why the proposed algorithm is working (can achieve the designed goals); and 

(ii) Why it is better than existing ones, and in which aspect it is better?  

The HighSec algorithm is an advanced and improved version of two existing algorithms. 

Even though the existing techniques are traditional, they have been used for a long time 
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because they worked. Therefore, the improved combination of the two techniques, 

addressing and overcoming the weaknesses, can achieve the designed goal. The HighSec 

algorithm is attained through a systematic approach. The systematic approach includes the 

following steps: 

(i) Selection of two basic cryptography algorithms - a substitution cipher and 

symmetric encryption techniques.  

(ii) Focus on identification and analysis of weaknesses of those techniques   

(iii) Addressing solutions and overcoming those weaknesses  

(iv) Development of the new algorithm  

While the algorithm is easy to understand and the operation includes clear steps illustrated 

in section 5.1.3.4 in-depth, it also encrypts letters, digits, and widely used special symbols. 

The length of the key is dynamic and this feature enables high security for the system. In 

the development of the algorithm, replacement of the characters of key moves all possible 

directions i.e. up, down, left and right.  In that sense, even if someone gets the key it will 

not be possible to decrypt the message without knowing the additional step of the 

encryption process. This also ensures a more secure environment for the system. The EHR 

data includes many short messages rather than lots of notes. For example, the current 

MyHR system includes allergies, medications, medical history, and immunisation details 

rather than patient progress notes written by health care providers. Taking this into account, 

the development of HighSec algorithm is closely considered for a database environment 

with short fields of data as the key is equalised by adding characters beginning from 1 in 

accordance with the fixed substitution matrix table in the data encryption process, rather 

than starting from E, F, G and so on. Therefore, this algorithm will work very well and is 

more supportive of EHR environments. 

Many security systems that focus on access control and data encryption mainly consider 

outside attacks than inside attacks. However, this security model with the HighSec 

algorithm discusses and focuses on internal attacks. That is why simply knowing the key 

will not be sufficient to decrypt the data with HighSec as discussed in section 5.1.3.4.  

Some algorithms including symmetric encryption technique cannot encrypt numeric or 

punctuation symbols and the encrypted messages can be crashed by frequency analysis. 

The HighSec algorithm that has explained with the nine steps in 5.1.3.4 is new, can encrypt 

numeric and punctuation symbols that cannot be crashed using frequency analysis 
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technique. Also, some algorithms use substitution and some other use transformation. 

However, the HighSec algorithm uses the combination of the two methods that represent 

both data encryption techniques such as substitution and transformation to achieve a strong 

algorithm in the third level of the proposed model. 
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Chapter 6 

 

Chapter 6: Proposed Model Implementation 
 

 

This chapter discusses the overall system development and implementation including the 

software life cycle model, system design, and system development using a computer 

program language, testing, and evaluation of the system. Although accordance with the 

scope of the project, a fully working protocol is not a requirement of this research study, 

the potential system development and implementation of the proposed security model are 

discussed and analysed to show the feasibility of the proposed method.     

6.1 Software life cycle model 

A software life cycle is the classification and details in which a development process phases 

that involve with. These phases include specification, system analysis, system designs, 

implementation, test, and maintenance of software. Several types of software life cycle 

models are available.  Every software life cycle model not only describes phases of the 

software cycle but also the sequence in which those phases must be executed. Although the 

path and the order of every model differ from one to another, the basics of the models are 

identical. For example, generally, all software life cycle models discuss requirements, 

design, development or implementation and test. Every phase of any model produces at 

least one deliverable as the output of the phase that required for the next phase in the life 

cycle. For instance, the requirement analysis deliverable must be transformed into the 

design phase. The output of the design phase is converted for the development that includes 

computer programming code. The test phase verifies the deliverable of the development 

phase and that must be validated against the system requirements. Therefore, these phases 

are cycles that may occur again and again.  

6.1.1 Selection of Software Life Cycle Model (SLCM) 
 
In a prototype development, a selection of software life cycle model is one of the crucial 

decision-making processes. This is also based on the type of application. The waterfall 

model is chosen for this project. The waterfall model shows clear phases for this project to 
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develop a high-security model. In the waterfall model, the phases advance from one to 

another in a purely sequential manner. The requirements of the system should be defined 

clearly to continue with other phases of the model.  It is also necessary to ensure the 

duration of every phase of the model in the early stages.   

6.1.2 Rationale of the selection of the SLCM 
 
In this project, the documentations include planning, requirement and design are 

comprehensively addressed and analysed in the early stages of the project before the 

development begins. For that reason, the waterfall model is well suited.  

Also, the waterfall model is chosen for the following reasons: 

1. The requirements of the system are clear and defined at early stages (i.e. during 

the planning of the project).  

2. The phases of the proposed system are clearly defined and can be performed 

in a sequence manner. In other words, to perform an activity, it is important to 

complete the previous activity – one after another in the order.  

3. The duration of the system is known at the early stages.  

 

While the documentation is well described and available, the project with the waterfall 

model can easily be carried out by anyone without much interruption. In this perspective, 

the implementation of this project can be linked to any existing EHR system to preserve 

privacy and security.    

The proposed privacy and security system includes three levels (phases) and every level 

consists of different types of protection techniques (i.e. access control, de-sensitive data 

access, and cryptography) to the system and a different concept is used in every level i.e. 

log-in pair for access control, Pseudonymisation for de-sensitive data access and a new 

algorithm for cryptography. Taking these levels, types and concept variations of privacy 

and security into account, the waterfall model is more appropriate as the model;  

(i) defines clear stages with proper documentation and system integration,           

(ii) offers a structured approach to the system that progresses linearly through 

discrete and 

(iii) provides easily identifiable milestones in the development process.   
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The project is also considered as an innovative development that focuses level by level 

implementation with clear, concrete, and well-understood phases. This allows to build a 

timeline for the entire process and assign certain indicators and milestones for each level 

and even complete system integration. From this perspective also, the waterfall model is 

well-matched to this project.   

As shown below in figure 18, the waterfall model covers the phases of scope definition, 

system plan, requirements analysis, architectural design, detailed design, coding and 

implementation, integration and testing, and operation and maintenance. The every phase 

is also discussed below. 
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6.1.3 Phases of the model 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 18: Phases of waterfall model for this project 
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6.1.3.1 Scope definition 

In system development, the system scope is clearly defined and described during the 

planning process. The major deliverables, assumptions, and constraints are discussed in the 

scope statement for any system. The major deliverables are the working system and user 

manual documents.  

6.1.3.2 System plan 

The system plan is varied to a project plan that is described previously. A system is a part 

of a project. One of the phases of the Software Life Cycle (SLC) usually describes the plan 

of the system. The planning phase may include system quality, duration, and resources.  

6.1.3.3 Requirement analysis  

Please refer to section 6.1.4 for more details.  

6.1.3.4 System design  

Please refer to chapter 6.2 for system design in detail. 

6.1.3.5 Coding and implementation  

The coding and implementation are described separately in the report. Refer section 6.3 for 

coding and implementation. 

6.1.3.6 Integration and testing  

The part of the development of the system must be integrated to provide the expected result 

set. All three levels of security must be integrated into the system. Please refer to section 

6.1.5 for testing. 

6.1.3.7 Operation 

After testing, the system is turned into an operation mode. During the system operations, 

system maintenance is performed. See Section 6.1.6 for system maintenance in detail.  

6.1.4 Requirement Analysis 

In this phase, the requirements of the proposed security system are analysed in detail. This 

is the process of understanding and the expectations of the proposed system. The 

requirement of a system is defined as a description of how a system should behave or a 

description of system properties or attributes. It can alternatively be a statement of what an 

application is expected to do [24]. 
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In this protocol development, the requirement of each level of the security must be analysed 

one by one.  

6.1.4.1 Security level 1: Login pair 

Two users (a user and another super-user) must enter their username and password to enter 

into the system. The system design and development is explained in detail respectively in 

section 6.2.1 and section 6.3.2.  

6.1.4.2 Security level 2: An intermediate state of the database 

The sensitive data of the database is hidden and users can access only alternate data for the 

specific view that will be able to work with to complete their employee role. The views can 

be defined through the user privileges. Please refer to section 6.2.2 and section 6.3.3 for 

further details to design and development.  

6.1.4.3 Security level 3: Cryptography / data encryption and decryption 

A new algorithm for encryption and decryption is proposed and developed to perform data 

encryption before store data into database and data decryption before downloading the data 

from the database. Please refer to section 6.2.3 and section 6.3.2 for further details on the 

design and development of the concept.     

6.1.5 Test cases and testing 

A test case is a set of conditions of variables to assist in performing a test of the system 

functionalities. The test will be performed according to the requirements that are identified 

in section 6.1.4 to perform a thorough test to validate whether all the requirements of the 

application are met. There must be at least one test case for each requirement. In this 

proposed security system, the test is performed based on security levels.  

6.1.5.1 Security level 1: Login pair 

The test cases are created and tested to ensure the following activities in level one.  

(i) A user can’t be the pair user  

(ii) Any other user can’t be the pair user except the allocated pair  

(iii) The selected manager can be login instead of any pair super-user  

(iv) A user can change his/her password at any time. 

 

6.1.5.2 Security level 2: An intermediate state of the database 

The test cases are created and tested to ensure the following activities in level two.  
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(i) The health sensitive data must create a reference number to represent before 

save it to tables. 

(ii) The reference number only can be viewed for sensitive data when access.  

(iii) The administrator only can view sensitive data when required.   

 

6.1.5.3 Security level 3: Cryptography / data encryption 

The test cases are created and tested to ensure the following activities in level three. 

(i) The data is encrypted before it is saved or stored into the database  

(ii) The data is decrypted when a request is made to download before accessing 

it.  

6.1.6 System operation and maintenance 

The system is in operation mode after testing it. There may be ongoing changes and requires 

the need for further development or modification in any system. In reality, it is very difficult 

to identify and include all aspects of the system entirely in the development and 

implementation process. Additional requirements or changes arise from time to time and 

they need to be resolved; hence, this process is referred to as maintenance. In this model, 

three levels of security are considered.  

6.1.6.1 Security level 1: Login pair  

It is logically created and put in the development. It is not known, practically, how effective 

for security in an organisation. When this level comes to operation it might be modified to 

meet the actual requirements.   

6.1.6.2 Security level 2: An intermediate state of the database 

In viewing intermediate alternate data for users is a secure and safe way to protect data but 

it is not known how effective nor how it satisfies the needs of the users in an organisation 

setting.  

6.1.6.3 Security level 3: Cryptography / data encryption 

In an operation environment, the new algorithm would be useful for the data encryption 

and decryption functions for the database environment.  
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6.2 System Design 

This security system has three tires with each tier having a different type of security 

method. Hence, the proposed complete system in this design provides security against 

different types of threats which can be expected from the diverse sources.  

6.2.1 Level 1 design: Access Control: Log-in Pair 

As the first step in this process, employees must be paired. For example, six employees in 

an organisation need access to the system then they will be grouped into three pairs. During 

the process of pairing, the following main factors (criteria) need to be considered;  

(i) It will be easy if the employees who are physically located (e.g.; shares the 

same room) close to each other to be made as a pair.  

(ii) It will be beneficial for the organisation if the employees who are more 

involved with direct access to the system are paired together. For example, 

identifying and grouping a user and a super-user that access the same kind of 

health information for the same purpose can be paired together.    

(iii) It is also useful if the number of times (or hours) an employee needs to work 

within the system is also considered in the pairing. For instance, a user who 

needs to use the system for the whole day, all seven days a week should be 

paired with another super-user who also uses the system for the long-time of 

the period rather than with a super-user who need to access the system only for 

few hours in a week.  

 

Also, the guidance of administration must be prioritised when performing the design of the 

pairing process. The pair design for users (considering six users A, B, C, D, E & F) in an 

organisation can be paired or grouped as described below in table 17. 

Table 17: The revised design phase of log-in pair 

Pair  Staff 

1 A or X or Y & B or X or Y 

2 C or X or Y & D or X or Y 

3 E  or X or Y & F or X or Y 
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The detail design of the model in level one is illustrated below in figure 19. As discussed 

previously the log-in page for the level one includes both the user and super-user credential 

input interface and the option for super-users to change their username and password when 

required. The ability to change their credentials anytime for super-users also increases the 

privacy and security of the system.    

 

Figure 19: Designing log-in pair interface 
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The specification: 

1) Item – text box. Input into user_pw.u_id. 
2) Item – text box. Input into user_pw.u_pw 
3) Item - check box. Value (Y/N). If Value = ‘Y’ open Block 2 and enable. If 

value =‘N’ hide Block 2. 
4) Item - push button. On press open the main form. 
5) Item – push button. On press exit from the application 
6) Item – text box. Input into Block2.new_password.  
7) Item – text box. Input into Block2.confirm_password.  
8) Item - push button.  
 On press check that, if (New password = confirm password)  
 alter table user_pw 
 setu_pw = new_password; 
 commit change. 
9)  Item - push button. On press clear item new_password, 

confirm_password. Hide block 2. 
 

6.2.2 Level 2 design: An Intermediate State of Database (ISD) 
 

 

Figure 20: Designing ISD interface 
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Patient Account 

 

 

 

 

Patient Name Patient Name ID 

John Wales 7 

Smith Paul 23 

Vimal 1097 

 

Once all the details are entered onto all the textboxes in the above figure 20, the push button 

called Insert into DB should be clicked to save the information into the database. At this 

point, the pseudonymisation technique will start to work by replacing the sensitive 

information in the database with meaningless information. The saved information can be 

viewed at the Display Database Table.  

The step when click button Insert into DB the connective table with valid information will 

be saved in a different location as shown in figure 21 as an example.  

 

 

 

 

 

 

 

 

 

 

Figure 21: Designing ISD hidden concept 

When it is required, the connective table will be accessed to retrieve the original health 

sensitive data from the database.  

The specification: 

1) Item – text box. Input into pati_acc_no. 
2) Item – text box. Input into pati_name 
3) Item – text box. Input pati_history 
4) Item – text box. Input pati_medication. 
5) Item – text box. Input pati_immunisation 
6) Item – push button. On press save item 1, 2, 3, 4, & 5.  
7) Item – push button. On press go previous page.  

Patient  Account Number Patient ID 

12345678 1 

53478865 235 

97643322 2340 
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8) Item - push button. On press clear item 1,2,3,4 & 5 
 In display database table: 
9) Item – column pati_id. 
10) Item – column pati_name_id 
11) Item – column pati_history 
12) Item – column pati_medication 
13) Item – column pati_imminisation 

 
6.2.3 Level-3 design: Cryptography / Data Encryption 

 
In a practice setting, once a patient account number (that is created when a patient registers 

with the health care provider organisation), the patient name, past history, current 

medication, and immunisation details are given, the sensitive information can be encrypted 

using the encryption key. Similarly, the information can be decrypted using the decryption 

key to view/access the information. This process of the interface is shown below in figure 

22.      

 

 

Figure 22: Designing data encryption and decryption interface 
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The specification:  

1) Item – text box. Input into pati_acc_no. 
2) Item – text box. Input into pati_name 
3) Item – text box. Input pati_history 
4) Item – text box. Input pati_medication. 
5) Item – text box. Input patient_immunisation 
6)  Item – text box. Input encry_key 
7) Item – push button. On press do encryption & save item 1, 2, 3, 4, & 5.  
8) Item – push button. On press do decryption & save item 1,2,3,4 & 5.  
9) Item - push button. On press clear item 1,2,3,4, 5 & 6. 

 

When the button Encrypt is clicked after every textbox field and key are completed, the 

encryption process will be performed according to the new strong algorithm that is 

explained in chapter 5. The encrypted data will be stored permanently in the database for 

future accesses.  

6.2.4 Complete system design and integration 

The security model is described as a three-tier concept. Even though, every tier of the model 

addresses different security technique and threat, the tiers must be brought together as a 

whole system to achieve the objectives of the model. Table 18 explicates the type of 

security, the unique concept used, and the level of protection every tier provides.  

 

Table 18: Complete system design and integration 

Security level  Security type  Unique concept   Protection type 

One  Access control  Log-in pair  Basic entry into the system 

Two De-sensitive data access  Pseudonymisation Intermediate data access   

Three Cryptography / data 
encryption and 
decryption 

Strong new algorithm  Full data access  

 

Figure 23 describes the complete system as a whole. Although the system is described with 

three levels, the levels do not have a necessity to work in sequence. For example, levels 

one and two can work together for some type of users and levels one and three work 

together for another. It is based on what information the users trying to access and its 

sensitivity.  
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Figure 23: Complete HighSec system architecture design 
 

6.3 System Implementation 
 
The system implementation discusses how system design can convert into a working 

protocol. Based on the system design, the protocol is divided into modules or units and 

every unit will be described in computer program codes. In other words, the entire system 

needs to be separated as a small program unit. In the system implementation phase, the 

design must be decoded into a machine-readable form. If the design of a software product 

is completed in detail, generating code for the design can be accomplished without any 
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difficulties. A wide range of high-level computer programming languages is currently 

available for the coding phase. The selection of an appropriate programming language for 

a specific project is also another decision-making. For example, if an inappropriate 

language is chosen, it would be difficult to include all the features of the project. In some 

other cases, the use- friendliness of the end-user system may be affected when this decision 

is incorrectly made. 

Each level of the proposed HighSec security system considered as a unit and the 

implementation performed in this phase. There are three units for the implementation in 

this proposed system.  

Unit 1 – security level 1: login pair       

Unit 2 – security level 2: ISD 

Unit 3 – security level 3: Cryptography / data encryption and decryption  

6.3.1 Selection of the right programming language 
 
Visual Basic 6 is chosen as the appropriate programming language to implement the 

proposed HighSec security system.  

To choose the right programming language the following factors are considered. 

(i) Type of application  

 The HighSec is a security-based application to handle data in a safe method.  

(ii) The complexity of the system 

The complexity of the HighSec security system is expected at a medium level based 

on the fact that the system must work with the right balance between accessibility 

and security.  

(iii) Developer knowledge / experience   

The author is the developer of this project at this stage. The knowledge and 

experiences of the author also need to be considered to resolve upcoming issues 

related to the system’s maintenance.    

(iv) Visualisation and user-friendliness  

It is also necessary to visualise the system graphically to understand it well and 

increase the user-friendliness. 
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6.3.2 System Coding 
 
As previously stated, to develop any software system, the detail designing phase has to be 

converted into a machine-understandable language using any programs. The programming 

language is chosen based on the type of system application and other related factors. To 

develop the HighSec security system, Visual Basic.6 programming language is used. The 

main coding of the system is described below in section 6.3.2.1. 

6.3.2.1 Coding for level-1 security: Login pair  

The coding for the login pair concept is also discussed previously in one of the Author’s 

research papers [78, 131 – Author’s previous publications]. 

  

Function checkdata() As Boolean 
bcheck = True 
    If txtuser.Text = "" Then 
MsgBox "Enter user name", , "HighSec System" 
txtuser.SetFocus 
bcheck = False 
        Exit Function 
    End If 
    If txtpassword.Text = "" Then 
MsgBox "Enter Password", , "HighSec System" 
txtpassword.SetFocus 
bcheck = False 
        Exit Function 
    End If 
     If cmbUsertype.Text = "Normal" Then 
        If cmbManager.Text = "Select" Then 
MsgBox "Select Manager", , "HighSec System" 
txtpassword.SetFocus 
bcheck = False 
            Exit Function 
        End If 
     End If 
checkdata = bcheck 
End Function 
 
Private Sub cmbUsertype_Click() 
    If cmbUsertype.Text = "Normal" Then 
        Frame1.Visible = True 
    Else 
        Frame1.Visible = False 
    End If 
End Sub 
 
Private Sub cmdExit_Click() 
    Unload Me 
End Sub 
 
Private Sub cmdok_Click() 
bcheck = checkdata 
usertype = Left(cmbUsertype.Text, 1) 
 If bcheck = checkdata Then 
rs.Open "select * from usertable where userid='" + txtuser.Text + "'", cn 
        If Not rs.EOF And Not rs.BOFThen 
MsgBox "This user already exists", , "HighSec System" 
        Else 
newpwd = encryptdata(txtpassword.Text, newkey) 
newpwd = txtpassword.Text 
ssql = "insert into usertable (userid,pwd,usertype) values('" + txtuser.Text + "','" + newpwd + "','" + 
usertype + "')" 
InputBox "", ,ssql 
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cn.Executessql 
            If usertype = "N" Then 
ssql = "insert into groupuser (user1,user2) values('" + txtuser.Text + "','" + cmbManager.Text + "')" 
cn.Executessql 
            End If 
ans = MsgBox("User created succesfully. " + vbCrLf + " Do you want to close this window?", 
vbYesNo) 
            If ans = vbYes Then 
                Unload Me 
            Else 
txtuser.Text = "" 
txtpassword.Text = "" 
            End If 
        End If 
rs.Close 
    End If 
End Sub 
 
Private Sub Form_Load() 
ssql = "select * from usertable where usertype='M'" 
rs.Openssql, cn 
While Notrs.EOF 
cmbManager.AddItemrs(0) 
rs.MoveNext 
Wend 
rs.Close 
cmbUsertype.ListIndex = 0 
End Sub 
 

6.3.2.2 Coding for level-2 security: ISD 

In this level, there is no specific coding developed to implement the ISD. This level of the 

HighSec security system is described with the database creation. However, it has been 

suggested for further development in section 7.2.  

6.3.2.3 Coding for level-3 security: Cryptography 

Sub Main() 

cn.Open "Provider=Microsoft.Jet.OLEDB.4.0;Data Source=" + App.Path + "\userdb.mdb;Persist Security 
Info=False" 
firstlogin = True 
' key = "AIM" 
    j = 1 
 
    For i = 69 To 69 + 21 
arrTab(j) = Chr(i) 
        j = j + 1 
 
    Next 
    For i = 0 To 9 
arrTab(j) = CStr(i) 
        j = j + 1 
 
    Next 
arrTab(j) = "_" 
    j = j + 1 
 
arrTab(j) = "?" 
    j = j + 1 
 
arrTab(j) = "@" 
    j = j + 1 
 
arrTab(j) = "," 
    j = j + 1 
 
arrTab(j) = "." 
    j = j + 1 
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arrTab(j) = "&" 
    j = j + 1 
 
    For i = 65 To 65 + 3 
arrTab(j) = Chr(i) 
        j = j + 1 
 
    Next 
'  frmmenu.Show 
'  frmuser.Show 
    'frmcustomer.Show 
    Form1.Show 
End Sub 
 
Public Function encryptdata(plaintext As String, key As String) As String 
 
Dim lenkey, lenplain 
Dim cipher As String, newkey As String 
lenkey = Len(key) 
'lenplain = Len(plaintext) 
k = 1 
newkey = key 
For i = Len(key) + 1 To Len(plaintext) 
newkey = newkey&arrTab(k) 
    k = k + 1 
Next 
 
lenplain = Len(plaintext) 
For i = 1 To Len(plaintext) 
    For j = 1 To 42 
plainchar = Mid(plaintext, i, 1) 
        If plainchar = arrTab(j) Then 
foundchar = True 
plainno = j 
            Exit For 
        End If 
    Next 
    If foundchar Then 
foundchar = False 
        For j = 1 To 42 
plainchar = Mid(newkey, i, 1) 
            If plainchar = arrTab(j) Then 
keyno = j 
foundchar = True 
                Exit For 
            End If 
        Next 
    End If 
    If foundchar Then 
        NO = (plainno + keyno) Mod 43 
cipher = cipher &arrTab(NO) 
    Else 
        cipher = "" 
        Exit For 
    End If 
Next 
encryptdata = cipher 
 
End Function 
Public Function decryptdata(ciphertext As String, key As String) As String 
Dim lenkey, lenplain 
Dim cipher As String, newkey As String 
lenkey = Len(key) 
k = 1 
newkey = key 
For i = Len(key) + 1 To Len(ciphertext) 
newkey = newkey&arrTab(k) 
    k = k + 1 
Next 
 
lenplain = Len(ciphertext) 
For i = 1 To Len(ciphertext) 
    For j = 1 To 42 
plainchar = Mid(ciphertext, i, 1) 
        If plainchar = arrTab(j) Then 
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foundchar = 
True
  
plainno = j 
            Exit For 
        End If 
    Next 
    If foundchar Then 
foundchar = False 
        For j = 1 To 42 
plainchar = Mid(newkey, i, 1) 
            If plainchar = arrTab(j) Then 
keyno = j 
foundchar = True 
                Exit For 
            End If 
        Next 
    End If 
    If foundchar Then 
        NO = plainno - keyno 
 
        If NO < 0 Then 
            NO = NO + 43 
ElseIf NO = 0 Then 
            NO = NO + 42 
        End If 
 
plaintext = plaintext &arrTab(NO) 
    Else 
        plaintext = "" 
        Exit For 
    End If 
Next 
 
 
decryptdata = plaintext 
End Function 
Public Function getpositioninmatrix(char1 As String, pos() As Integer) 
found = False 
    For i = 1 To 6 
        For j = 1 To 7 
            If char1 = playmat(i, j) Then 
pos(1) = i 
pos(2) = j 
found = True 
                Exit For 
            End If 
        Next 
        If found Then 
            Exit For 
        End If 
    Next 
 
End Function 
Public Function getcharfor(ro As Integer, col As Integer, ro1 As Integer, col1 As Integer, cipherchar() As String) 
 
    If ro<> ro1 And col <> col1 Then 
cipherchar(1) = playmat(ro, col1) 
cipherchar(2) = playmat(ro1, col) 
ElseIfro = ro1 Then 
colpos = (col + keylength) Mod 7 
        If colpos = 0 Then 
colpos = 1 
        End If 
cipherchar(1) = playmat(ro, colpos) 
colpos = (col1 + keylength) Mod 7 
        If colpos = 0 Then 
colpos = 1 
        End If 
cipherchar(2) = playmat(ro1, colpos) 
 
ElseIf col = col1 Then 
ropos = (ro + keylength) Mod 6 
        If ropos = 0 Then 
ropos = 1 
        End If 
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cipherchar(1) = playmat(ropos, col) 
ropos = (ro1 + keylength) Mod 6 
         If ropos = 0 Then 
ropos = 1 
        End If 
cipherchar(2) = playmat(ropos, col1) 
    End If 
getcharfor = cipherchar 
End Function 
Public Function getdecharfor(ro As Integer, col As Integer, ro1 As Integer, col1 As Integer, decipherchar() As 
String) 
    If ro<> ro1 And col <> col1 Then 
decipherchar(1) = playmat(ro, col1) 
decipherchar(2) = playmat(ro1, col) 
ElseIfro = ro1 Then 
colpos = col - keylength 
        If colpos<= 0 Then 
colpos = colpos + 7 
        End If 
        'colpos = col - (keylength Mod 7) 
decipherchar(1) = playmat(ro, colpos) 
        'colpos = col1 - (keylength Mod 7) 
colpos = col1 - keylength 
        If colpos<= 0 Then 
colpos = colpos + 7 
        End If 
decipherchar(2) = playmat(ro1, colpos) 
ElseIf col = col1 Then 
        'ropos = (ro - keylength Mod 6) 
ropos = ro - keylength 
        If ropos<= 0 Then 
ropos = ropos + 6 
        End If 
decipherchar(1) = playmat(ropos, col) 
' ropos = (ro1 - keylength Mod 6) 
ropos = ro1 - keylength 
        If ropos<= 0 Then 
ropos = ropos + 6 
        End If 
decipherchar(2) = playmat(ropos, col1) 
    End If 
getdecharfor = cipherchar 
End Function 
Public Function decryptPlay(ciphertext As String) As String 
    Dim char1 As String, char2 As String 
    Dim pos1(2) As Integer 
    Dim pos2(2) As Integer 
    Dim cipherplay(2) As String 
prevchar = "" 
strtext = "" 
    For i = 1 To Len(ciphertext) Step 2 
        char1 = Mid(ciphertext, i, 1) 
        char2 = Mid(ciphertext, i + 1, 1) 
getpositioninmatrix char1, pos1 
getpositioninmatrix char2, pos2 
 
getdecharfor pos1(1), pos1(2), pos2(1), pos2(2), cipherplay 
playcipher = playcipher&cipherplay(1) &cipherplay(2) 
    Next 
'    Form1.Text6.text = playcipher 
    For i = 1 To Len(playcipher) 
        char1 = Mid(playcipher, i, 1) 
        If char1 <> "_" Then 
playdecipher = playdecipher& char1 
        End If 
    Next 
    'If Len(playtext) Mod 2 <> 0 Then 
    '    playtext = playtext& "X" 
    'End If 
decryptPlay = playdecipher 
End Function 
Public Function encryptPlay(plaintext As String) As String 
    Dim char1 As String, char2 As String 
    Dim pos1(2) As Integer 
    Dim pos2(2) As Integer 
    Dim cipherplay(2) As String 
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prevchar = "" 
strtext = "" 
    Dim playcipher As String, playtext As String 
    For i = 1 To Len(plaintext) 
        char1 = Mid(plaintext, i, 1) 
        char2 = Mid(plaintext, i + 1, 1) 
        If char1 = char2 Then 
playtext = playtext& char1 
playtext = playtext& "_" 
        Else 
playtext = playtext& char1 
playtext = playtext& char2 
i = i + 1 
        End If 
    Next 
    If Len(playtext) Mod 2 <> 0 Then 
playtext = playtext& "X" 
    End If 
'    Form1.Text5.Text = playtext 
    For i = 1 To Len(playtext) Step 2 
        char1 = Mid(playtext, i, 1) 
        char2 = Mid(playtext, i + 1, 1) 
getpositioninmatrix char1, pos1 
getpositioninmatrix char2, pos2 
 
getcharfor pos1(1), pos1(2), pos2(1), pos2(2), cipherplay 
playcipher = playcipher + cipherplay(1) + cipherplay(2) 
    Next 
encryptPlay = playcipher 
End Function 
 
Function createPlayTable(strkey As String) 
    Dim playchar As String 
lenkey = Len(strkey) 
    Dim playtabchar As String 
    k = 1 
     For i = 1 To 6 
        For j = 1 To 7 
playmat(i, j) = "" 
playarr(k) = "" 
            k = k + 1 
        Next 
    Next 
    k = 1 
    For i = 1 To 6 
        For j = 1 To 7 
            If (k <= lenkey) Then 
playchar = Mid(strkey, k, 1) 
            Else 
                For m = 1 To 42 
bfound = False 
                    For l = 1 To k 
                        If arrTab(m) = playarr(l) Then 
bfound = True 
                            Exit For 
                        End If 
                    Next 
                    If Not bfoundThen 
playchar = arrTab(m) 
                        Exit For 
                    End If 
                Next 
 
            End If 
playtabchar = playtabchar&playchar 
playmat(i, j) = playchar 
playarr(k) = playchar 
            k = k + 1 
        Next 
    Next 
' MsgBoxplaytabchar 
End Function 
 
Function encrypt(txt As String, mykey As String) 
    Dim txt1 As String, txt2 As String 
    txt1 = encryptdata(txt, mykey) 
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createPlayTable (mykey) 
keylength = Len(mykey) 
    txt2 = encryptPlay(txt1) 
    'txt2 = txt1 
encrypt = txt2 
End Function 
 
Function decrypt(txt As String, mykey As String) 
    Dim txt1 As String, txt2 As String 
createPlayTable (mykey) 
keylength = Len(mykey) 
    txt2 = decryptPlay(txt) 
' txt2 = txt 
    txt1 = decryptdata(txt2, mykey) 
 
decrypt = txt1 
End Function 

 

6.4 System testing and evaluation 
 
In this section, the different issues addressed by the research and system are reviewed and 

evaluated. It is evident that the project research has been undertaken in the right way and 

the developed system functions well. Also, the evaluation itself provides a guarantee for 

the overall project and its quality.   

6.4.1 Evaluation of the research methodology 

The research has been undertaken to prove the followings;  

(i) Any information system can be attacked by threats.  

(ii) Databases are more vulnerable to get attacked.  

(iii) Internal abuses are the main reason for database attacks than external database 

attacks.  

(iv) An access control mechanism provides a level of security.  

(v) An intermediate state of the database (ISD) provides a level of security.  

(vi) An ISD also prevents internal abuses.   

(vii) Data encryption provides a level of security.  

(viii) All three layers/ tiers/ levels provide overall security for the HighSec system. 

 

Table 19 describes the evaluation of the research methodology that provided above. In the 

description, every evaluation/review item verifies whether the proposed method functions 

for the specific evaluation item and the reference where the details of the evaluation process 

can be found.    
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Table 19: Evaluation of the research methodology 

 Evaluation / Review Definition Reference 

1 Can any information system 

be attacked by threats? 

Yes. No system is 100% fully secure in the world. There are 

several different attacks recorded and revealed in the past. 

Every attack is formed a different type, they are caused 

differently and the impact of the attack also varies. 

Section 2.7.1, 

2.7.2 and  4.1    

2 Are databases more 

vulnerable to attack? 

Yes. Databases are stored in storage devices permanently and 

the data stored are normally, in plaintext. So the abuses and 

attacks are always possible and increase the possibility of the 

attack.     

Section 2.7  

3 Are internal abuses the main 

reasons in database attack 

than external abuses? 

Yes. The past researches have revealed that internal abuse is 

the main challenge for database security in an organisation.  

Section 2.7 

and 4.1  

4 Does the access control 

mechanism provide a level of 

security? 

Yes. The access control mechanism (login with user ID and 

password) provides basic initial security for the system  

Section 2.5 

and 2.6  

5 Does an intermediate state of 

the database (ISD) provide a 

level of security?  

Yes. Accessing hidden format with relations for sensitive data 

increases the security and usability of the system.  

Section 3.3.2, 

4.3.2 and 

5.1.2 

6 Does ISD prevent internal 

abuses? 

Yes. Daily users of the system access only ISD and they cannot 

abuse the data in those settings.   

Section 6.2.2, 

6.3.2 and 

6.4.3  

7 Does data encryption provide 

a level of security? 

Yes. After encrypting data it is useless to be attacked or abused. 

Without knowing the way to decrypt using the correct key, the 

data is protected and this provides a level of security.  

Section 6.2.3, 

6.4.4  

8 Are all three levels of the 

model provides overall 

security for the HighSec 

system? 

Yes. The proposed HighSec system is developed from the 

result and the findings of the research undertaken. Overall, it 

covers different forms of attack from different sources. 

Therefore, the HighSec system can be recommended for the 

MyHRs to provide the overall security of the system. 

Chapter 6.1, 

6.2, 6.3 and 

6.4  
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6.4.2 Evaluation of the level 1 security: log-in pair 

The level one security is a basic access control function. However, it is an improved version 

because of the login pair concept. The following results are expected from the requirements 

and design of the system: 

(i)   A user cannot be the super-user  

(ii)  Any other user cannot be the super-user except the allocated pair  

(iii) A selected manager can log in instead of any super-user if necessary  

(iv) Any user or super-user can change his/her password at any time. 

 

The evaluation process of the level one is illustrated below in table 20.     

 

Table 20: Evaluation of the level one security: log-in pair 

 Evaluation / Review Definition Reference 

1 A user cannot be the 

super-user? 

Any user of the system needs a super-user permission 

to enter into the system. If a user provides the same 

username and password for super-user fields as well, 

the system will not allow the user to enter in.   

Section 5.1.1, 6.2.1 

and 6.3.1 

2 Any other user cannot be 

the super-user except the 

allocated pair? 

Yes. The allocated pair user only will be allowed for 

particular user access. If any other combination with 

the username and password cannot be accepted and 

the system displays the message that the super-user is 

unauthorised.  

Section 5.1.1, 6.2.1 

and 6.3.1 

3 Does a selected manager 

can login instead of any 

super-user? 

Yes. This is the solution suggested for the absence of 

any super-user. A selected manager can log in for any 

user when the super-user is in absence at work.  

Section 5.1.1, 6.2.1 

and 6.3.1 

4 Can any user change his/ 

her password any time? 

Yes. There is an additional option that permits users 

and super-users to change the password at any time. 

This ability of a user provides more privacy and 

security of the system.   

Section 6.2.1 

 

6.4.3 Evaluation of the level two security: ISD 

The second level of the security model provides additional security by hiding the sensitive 

data and showing only the reference number or pseudonyms to the user. Creating the 
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reference number or pseudonyms for sensitive data is evaluated. However, getting the 

reference number or pseudonyms to display to the user and retrieving it whenever required 

options need to be developed in further development. 

6.4.4 Evaluation of the level three security: cryptography/ data encryption 

This evaluation process is also discussed in one of the author’s research papers [79 - 

Author’s previous publication]. The third level of the HighSec security model is data 

encryption and data decryption. This level of security is expected to do the followings: 

(i)  Data are encrypted before saving or storing it into the database.  

(ii) Data are decrypted when the data is requested to download.  

 

The evaluation process of the level three (cryptography – data encryption/decryption) is 

discussed in table 21.   

 

Table 21: Evaluation of the level three security: cryptography/data encryption 

 Evaluation / Review  Definition  Reference  

1 Are data encrypted before 

saving into the database? 

Yes. Using the HighSec new algorithm, the 

encryption is done before saving into the databases.  

Section 6.2.3 

2 Are data decrypted when 

required? 

Yes. Using the HighSec new algorithm, the 

decryption is done before retrieving the date from 

databases. 

Section 6.4.3 

 



164 
 

 

Chapter 7 

 

Chapter 7: Conclusions and Future Work 
 

 

7.1 Conclusions 
 
At the outset of the proposed model, various aspects are discussed. Information Technology 

(IT) shows rapid improvement in health care in the last two decades. It seems that the world 

cannot function without IT. However, any advancement carries some inherent problems 

with it. In the case of IT, information privacy and security could be considered as one of 

the major problems. With the invention and rapid growth of eHealth systems including 

MyHRs, the information privacy, and security issues become very significant. 

Throughout this thesis, to build a clear understanding of the privacy and security issues 

associated with storing and accessing MyHR systems’ that deal with sensitive health 

information is discussed comprehensively. It is started by taking a look at health 

information security, health database security and potential internal abuses in a health care 

provider organisation setting in the big picture of information security is in a broader 

concept. It has also reviewed recent researches and concluded that internal abuse plays the 

main role than external attack in health information security.   

The different health care database attacks and the potential solutions for those attacks have 

been analysed to achieve a high-security system. The three-tier architecture was designed 

and developed as a proposed system. The three-tiers are access control, an intermediate 

state of database and cryptography (data encryption and decryption). The justifications are 

given why these three architectures are designed, how these tiers cover the different forms 

of attacks, and how the whole system works together to confirm the security for a health 

care environment. Besides, each tier is analysed to improve the security itself. The login 

pair concept is a specialised improved version of the access control concept.  

The proposed three-tier architecture is illustrated well. A new data encryption algorithm 

has been designed for the third tier of the system. To design this new algorithm, two 
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existing algorithms are analysed. The weaknesses of those existing algorithms have been 

overcome in the new method. To increase the accessibility and usability of the MyHR 

system, pseudonymisation technique is used in the second tier.  

To develop the proposed system, a suitable software life cycle model is selected and the 

phases of the model are developed to prove the functionality of the system. The developed 

system tested and evaluated against the expected outcome of every tier. Although 

delivering a working protocol security system is not the outcome of this research, the 

potential system development process and the feasibility of it are explicated. Collectively, 

the three-tier model framework is discussed and proved that the system will provide high 

security for any EHR systems including the MyHR. This development will assist to build 

confidence and trust with the MyHRs.  

The privacy and security issues can be mitigated or prevented by putting in appropriate 

security mechanisms. Having mentioned that, it is very difficult to prevent those issues 

completely. While keeping this in mind, the benefits of the MyHR need to be weighed 

against those concerns. The assessment ends up with better health care versus privacy and 

security concerns. However, privacy and security is not the only issue to overcome the 

concerns of the MyHR usage. Also, data integrity and system compatibility are two of 

many. Strictly using an international standard medical terminology without free text 

options for medical history and medications may be a solution to reduce the concerns 

related to data integrity. To decrease the concerns of system compatibility, the software 

vendors must be given clear identical requirements and specifications to develop the 

integration to the MyHR that every software vendor must follow to continue their business 

in the sector.  

Finally, accessibility is the key to any EHR system including MyHR. However, to preserve 

the privacy and security of the system, the application of appropriate security controls are 

required. These security controls directly impact the accessibility of the system. Therefore, 

the right balance of security controls and accessibility is very important to ensure the usage 

of MyHR system.  
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7.2 Future Work 
 
The security level one discusses an advanced access control mechanism known as login 

pair. This is an improved version of the access control method. However, this initiative 

requires some additional considerations when designing the pairs. The considerations and 

factors are discussed in section 6.2.1. Furthermore, in this concept, any breaches together 

from both users and super-users cannot be identified and resolved.  To determine these 

circumstances, a system monitor facility that will detect the user activities during the access 

to MyHR would be beneficial to increase the level of security of the system. Hence, the 

System Monitoring Facility (SMF) can be suggested for further development in level one. 

Also, from the privacy and security perspective, in this project, a mobile security system is 

discussed for the communication between user and super-user. More research may be 

required to understand the efficiency of the system in the process of;  

(i) User request being sent to super-user 

(ii) Ensuring the super-user responds or unavailable to respond within a time frame 

(iii) The message of approval, refusal, or unavailability being sent back to the user 

within a time frame. 

The level two that outlines the ISD will preserve privacy and security by sharing sensitive 

data within and /or outside of a health care provider organisation. This concept offers a 

role-based view according to the staff members’ job requirements.  The national health 

services utilise this concept to preserve the patients’ privacy in England. This level of 

security will preserve the privacy and security of the system while increasing the 

accessibility by offering pseudonyms and the data relationships for users. Therefore, further 

development may be required to create pseudonyms for sensitive health information in the 

MyHR.  

The level three is cryptography that describes a new algorithm for encryption and 

decryption. This level shows an improved version of two existing algorithms. Further 

development can fine-tune the system, for example, differentiating uppercase from 

lowercase. Also, any technical and practical issues that be identified in the system operation 

stage can be suggested for further development in the maintenance phase.  

Additionally, further research and discussion is required on how the patients’ concerns of 

privacy, confidentiality, and security impact the health outcome in Australian communities. 
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While the patients are willing to travel outside of their community to preserve the privacy 

of their health, these concerns directly interrupt their health care. The patients’ level of trust 

in their health care providers and their security controls need to be improved. Therefore, 

the health care providers need to prove that they have appropriate security mechanisms, 

policies and framework in place to preserve the privacy of sensitive health information. 

Incidents of failing to preserve privacy and any breaches affect their business.  

Further community-based research is also necessary to understand how the MyHR 

influences at the local community level. The government encourages the adoption of health 

care providers’ to the system and focuses on numbers of registration rather than emphases 

on communities. A community is a smaller unit of a nation. On this basis, all health care 

providers in a community must be connected to MyHR and trial the system to understand 

the real-world impact on the new initiative in Australia. This community-based learning 

and findings from the research would be beneficial when developing the nation-wide EHR 

system like MyHR. Given the fact that it is difficult to prevent the privacy and security 

concerns completely of any EHR systems, the system itself should be able to reveal the 

benefits of using it rather than the fears of privacy and security. The benefits need to be 

identified and prioritised on top than the concerns and this will encourage the patients to 

use the system more. Therefore, in addition to develop security controls to build patients’ 

trust, this kind of research will assist to prove to patients how the new system impacts 

positively in their day to day health-life and contributes to deliver better health care for 

them.                                      
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