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Abstract

The paper investigates a person’s willingness to reveal personal information for a monetary reward using a model that
includes factors reflecting trust belief, risk belief, information type, subjective norm, and privacy concerns. A survey of
fitness-tracker users (N=504) using a convenience sampling approach allowed data to be collected. Data analysis used a
measurement model to assess construct reliability and validity, with structural equation modeling (SEM) used to test the
model’s hypotheses. Findings highlight the direct effect of information type and subjective norm as factors that influence
privacy. Trust and risk belief associated with information disclosure did not affect privacy concerns nor the willingness
to disclose for monetary reward. Subjective norm was the only factor associated with people’s willingness to disclose
information for monetary reward—highlighting the influence of peer groups and culture on the disclosure process. Notably,
subjective norm as a factor that influences information disclosure is seldom reported. The paper contributes to further
understanding of factors that influence personal information disclosure when people are offered a monetary incentive.
Practical implications include how a reasonable monetary reward can potentially influence disclosure and that leveraging
social networks when requesting information may enhance disclosure. Theoretical implications highlight that the modeling of
commonly measured risk and trust factors may not hold in certain situations.
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Introduction et al., 2015). From a consumer’s perspective, the motivation
associated with disclosing personal information will involve
reciprocal benefits—such as improved access to services,
participating in social media activities, and gaining various
rewards (Gomez-Barroso, 2018).

When it comes to relinquishing one’s information for
monetary incentive, various findings note an enhanced likeli-
hood of disclosure can be motivated by such offerings
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(Malgieri & Clusters, 2018). Furthermore, firms will collect
personal information that can be subsequently used to sup-
port marketing and sales to customers (Sellitto & Hawking,
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There is an expectation that people will disclose personal
information when interacting with websites, social media,
and mobile apps (Bauer & Schiffinger, 2016; Degirmenci,
2020; Najjar et al., 2021). Indeed, Lu et al. (2018), highlight
the issue of relinquishing personal information online and
the subsequent loss of privacy. Privacy refers to an individu-
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2010). Furthermore, intrinsic cultural values in regards to
revealing personal information can reflect different voli-
tional behavior across groups (Bauer et al., 2018). Indeed, a
person’s national culture has been shown to influence indi-
viduals at the subjective norm level, which shapes their
behavioral activities in general (Hofstede et al., 2010;
Phonthanukitithaworn & Sellitto, 2016).

The paper proposes and tests a model reflecting a person’s
willingness to disclose personal information for a monetary
incentive. The inclusion of a factor reflecting the willingness
to disclose personal information for monetary reward as a
dependent variable has not received prominent coverage in
the literature. Also included in the proposed model is the con-
struct of subjective norm that reflects an element of national
culture influencing information disclosure. Subjective norm
has been associated with studies that relate to personal infor-
mation disclosure per se (Bauer et al., 2018; Heirman et al.,
2013; Z. Wang & Liu, 2014)—however, when it comes to
subjective norm being associated with the offer of monetary
reward for disclosure, seldom research is reported. The target
users in the study are Thai nationals who use a fitness-track-
ing application (app) or dedicated fitness devices to gather
personal information about their activities. Thailand is a digi-
tal leader in South East Asia with people having a high adop-
tion of smartphone devices, internet use, and acceptance of
the digital economy (Deloitte China and Deloitte Southeast
Asia, 2021; Google, 2017). Arguably, this level of digital
adoption will have enabled Thai citizens to have established a
notable personal data footprint—providing an appropriate
setting to explore information disclosure.

Literature Review

Gomez-Barroso (2018) indicates that the manner in which
consumers reveal their personal information is multidimen-
sional—with no overarching framework that captures all the
information disclosure scenarios. However, several salient
areas that influenced personal information disclosure
included perceived privacy issues, trust in the information-
seeking entity, and incentives provided (Liang et al., 2019).
Moreover, individual preferences, beliefs, and social norms
all influence the behavior of people when revealing personal
information (Bauer & Schiffinger, 2016; Gomez-Barroso,
2018). Personal information is highly valued with people
being averse to sharing this information, particularly via
online sites and third parties (Benndorf & Normann, 2018).
Clearly, disclosing one’s personal information and the subse-
quent loss of privacy should not logically occur. However,
even when individuals do perceive risks, personal informa-
tion is still disclosed for various reasons (Mukherjee et al.,
2013; Najjar et al., 2021; Prince, 2018; Robinson, 2017)—an
observation that has been reported as an information privacy
paradox (Barnes, 2006). This privacy paradox is ever evident
in the social media space where initial sign-up and ongoing
participation compels users to reveal various elements of

personal information (Pentina et al., 2016). P. F. Wu (2019),
suggests that a trade-off exists between the ongoing level of
individual self-disclosure and participation in the social
media milieu.

The disclosure of information and associated privacy con-
cerns is considered part of the decision-making process—
where influencing factors are evaluated before releasing
information (Li et al., 2010; Robinson, 2017). The decision-
making process regarding information disclosure in this
instance has been referred to as privacy calculus. Privacy cal-
culus reflects the situation where individuals will determine
the benefits gained in their decision to relinquish personal
information (Dinev & Hart, 2006). Even though individuals
may consider the benefits, rewards, and incentives as attrac-
tive when asked to disclose information, the evaluated risks
associated with loss of privacy may still be too high (Robinson,
2017). Dinev and Hart (2006), suggest that being able to trust
the requesting entity and any perceived risks associated with
privacy loss were important in deciding whether to reveal
information. Notably, there is an ongoing cognitive balance
between perceived risks of privacy loss and derived benefits
when it comes to disclosure (Buckel & Thiesse, 2013; Dinev
& Hart, 2006; Liang et al., 2019).

Perceived risks associated with information disclosure
may become a lesser concern as people become familiar
with the entity associated with the information exchanged
(Robinson, 2017). Trust on the other hand, directly reflects
how a person perceives the entity collecting their informa-
tion to be transparent in initially collecting their data and
then appropriately dealing with it after disclosure (Malhotra
et al., 2004). Indeed, Hawlitschek et al. (2018) indicate that
the trust-sharing economy can be associated with peers, the
use of a technology platform, or even a product—entities
that will invariably enable sharing. The release of one’s per-
sonal information for a monetary reward is arguably an
example of this trust-sharing proposal where the perceived
trust between a person and the information collecting entity
can encourage interaction. Bauer et al. (2018), suggests that
information disclosure by an individual is more likely to
occur if the relationship between the parties is a trustworthy
one. Morey et al. (2015), notes a person’s trust in a firm is an
important factor for consumers when considering whether to
relinquish personal information. Contena et al. (2015), found
that privacy concerns, control over personal information and
trusting social network members influenced information dis-
closure as part of having a Facebook presence.

Not all information has equal standing when it comes to
personal disclosure (Morey et al., 2015)—some information
is perceived as more valuable than other information.
Malhotra et al. (2004), indicates that information can embody
privacy value with information perceived by people to be
sensitive influencing the likelihood of disclosure. Lee et al.
(2015), indicates that requesting sensitive information inten-
sified an individual’s awareness of privacy—any associated
benefits or monetary rewards being viewed as a “decoy” by
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Figure |. A model for investigating personal information disclosure.

people. Personal information may also embody different for-
mats. It may be text-based, such as providing a person’s
name, time-based as per social media activity, historical
(online reviews), or of a dynamic and visual nature when
encapsulated in videos and photographs (Bauer & Schiffinger,
2016; Liang et al., 2019; Morey et al., 2015; Prince, 2018;
Shibchurn & Yan, 2014).

Monetary rewards or incentives for personal information dis-
closure can be viewed as a privacy calculus example of monetary
benefits mitigating privacy concerns (Dinev & Hart, 2006; Lu
et al., 2018). The literature associated with providing a monetary
reward for personal information is only just emerging (Benndorf
& Normann, 2018; Ghosh & Roth, 2015; Malgieri & Clusters,
2018; Roth, 2017). Indeed, consumers may be reluctant to divulge
their personal information for any monetary incentive (Benndorf
& Normann, 2018; Lu et al., 2018). Shibchurn and Yan (2014),
suggest that consumers might view the offer of monetary rewards
with suspicion—Ieading people to be selective in what is revealed.
Others report that selling personal information has a marketplace
with brokers paying consumers for their data (Ghosh & Roth,
2015). Malgieri and Clusters (2018), suggest that personal infor-
mation has intrinsic commercial value and will be commonly
requested by firms as part of the consumer engagement process.
Seemingly, some individuals have a propensity to be swayed by a

minor monetary gain to reveal personal information that poten-
tially undermines their privacy (Beresford et al., 2012). Monetary
cues have been shown to not only positively influence personal
information disclosure but also enhance individual willingness to
trade off privacy and security in the disclosure process (Mukherjee
etal., 2013).

The disclosure of personal information may also be influ-
enced by social subjective norms (Goémez-Barroso, 2018).
Subjective norm reflects how the values of others within a
peer group directly influence what a person should or should
not do with regards to a particular action (Ajzen & Fishbein,
1975). Invariably, subjective norm will be shaped by national
culture and intrinsic social beliefs (Phonthanukitithaworn &
Sellitto, 2016). The influencing effects of national culture on
the disclosure of personal information have been associated
with trusting the collecting entity and how that information
might be used (Bauer et al., 2018). Robinson (2017), used
nationality as an independent variable to investigate the dis-
closure of personal information in the USA and Estonia. The
study reported that the Estonians were far more concerned
with privacy and information disclosure than US partici-
pants, a finding potentially explained by their national col-
lective identity. National culture has been proposed as
playing an important role in moderating the willingness of




SAGE Open

Table 1. Hypotheses Used to Test Model Constructs.

Model constructs

Testing hypotheses

Trust belief HI1—There is a positive direct relationship between trust belief and willingness to disclose personal information for
monetary reward.
H2—There is a positive relationship between trust belief and privacy concerns in the disclosure of personal
information.
Risk belief

monetary reward.

H3—There is a positive direct relationship between risk belief and willingness to disclose personal information for

H4—There is a positive relationship between risk belief and privacy concerns in the disclosure of personal

information.
Information type
personal information for monetary reward.

H5—There is a positive direct relationship between a given information type and the willingness to disclose

Hé6—There is a positive relationship between a given information type and privacy concerns in the disclosure of

personal information.
Subjective norm
information for monetary reward.

H7—There is a positive direct relationship between subjective norm and the willingness to disclose personal

H8—There is a positive relationship between subjective norm and privacy concerns in the disclosure of personal

information.
Privacy concern
information for monetary reward.

H9—There is a positive direct relationship between privacy concerns and the willingness to disclose personal

people to disclose information when dealing with online
sites (K. W. Wu et al., 2012). Bauer and Schiffinger (2016),
suggest that a person’s cultural background can influence the
perceived risk belief as well as their considerations of bene-
fits in the information disclosure decision-making process.
Pentina et al. (2016), on the other hand, reported that reveal-
ing sensitive information when using mobile apps was not
influenced by the cultural background of a person. Nor did
the issue of privacy loss influence disclosure.

Research Model and Hypotheses

Based on the previous section’s literature, an investigative
model (Figure 1) is proposed that includes several dimen-
sions that direct the willingness of individuals to disclose
personal information. The model has independent variables
that include perceived trust belief, perceived risk belief,
information type, and subjective norm—constructs that may
directly influence an individual’s willingness to disclose per-
sonal information for monetary reward. Privacy concerns
will arguably mediate the willingness to disclose information
for monetary reward. The model’s dependent variables
include a willingness to disclose information monetary
reward and privacy concerns. Furthermore, Table 1 lists the
model’s testing hypotheses for each construct proposed. The
development of hypotheses occurs in the following section
of the paper (while survey items for each construct are noted
in the methodology/appendix).

Trust belief. Trust belief relates to the manner in which
a person perceives the information-seeking entity as being
reliable in protecting their information (Malhotra et al.,
2004)—an entity of the trust-economy that may reflect brand

product, peer interaction, or technology use that potentially
enables sharing, even between strangers (Hawlitschek et al.,
2018). Moreover, a person’s trust in the information-seeking
entity is important given the greater vulnerability of the for-
mer in the relationship (Bansal et al., 2016). In the social
media environment, trust in other members using the net-
work and the network provider enhances the likelihood of
information being revealed (Buckel & Thiesse, 2013). As
part of online disclosure activities, a website’s perceived reli-
ability and secure data collection practices can address the
issue of trust belief (Dinev & Hart, 2006). Lee et al. (2015)
suggest that trust belief can be influenced by the presence of
a firm’s privacy policy, a declaration of how information is
to be used and whether the requesting entity has built a rela-
tionship with the consumer. The perceptions associated with
trust belief also align with consumer privacy concerns—
which in turn influences the release of information (K. W.
Wau et al., 2012). Clearly, as part of the trust belief construct
the protection of disclosed information and the relationship
with the requesting entity is important. Hence, in regards to
disclosing information gathered via a fitness tracking appli-
cation, the following hypotheses are proposed:

HI1 There is a positive direct relationship between trust
belief and willingness to disclose personal information
for monetary reward.

H2 There is a positive relationship between trust belief
and privacy concerns in the disclosure of personal
information.

Risk belief. Disclosing personal information online can
be influenced by the risk belief a person may have when
revealing information (Robinson, 2017). Risk belief reflects
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the perception that a greater loss of privacy than expected
may occur as a result of disclosing information (Malhotra
et al., 2004). Perceived risk belief associated with disclosing
information may directly or indirectly result in unexpected
financial loss, reputational impact, and psychological dam-
age (Contena et al., 2015; Prince, 2018). Risk belief may
be influenced by the relationship established between the
information-seeking entity and the disclosing individual—
with Robinson (2017) suggesting that when relationships are
established, risk perceptions are a lesser concern. Dinev and
Hart (2006), suggest there is a dynamic balance between risk
beliefs, concerns for privacy loss, and eventual disclosure.
Risk belief can also influence the intention to disclose infor-
mation in the context of considering a monetary reward (Ben-
ndorf & Normann, 2018; Mukherjee et al., 2013). Hence,
in regards to disclosing information gathered via a fitness
tracking application, the following hypotheses are proposed:

H3 There is a positive direct relationship between risk
belief and willingness to disclose personal information
for monetary reward.

H4 There is a positive relationship between risk belief and
privacy concerns in the disclosure of personal information.

Information type. Personal information can have different
levels of perceived value when it comes to disclosure (Morey
et al., 2015). Information may have commercial value (Elvy,
2017); may be sensitive (Malhotra et al., 2004); or have dif-
ferent privacy levels reflecting a range between most private
to least private (Shibchurn & Yan, 2014). The likelihood of
people participating in the information disclosure process
will tend to be aligned with the people’s privacy concerns
and the value placed on the information requested (Lee et al.,
2015). Prince (2018), indicates identity and demographics
data is sensitive information that people may be willing to
exchange for an incentive. Benndorf and Normann (2018),
suggest that non-identifying information that provides ano-
nymity is likely to be disclosed for an incentive, more so
than information that identifies a person. In the social media
sphere, people are less likely to self-disclose informa-
tion associated with their job, location, videos, and photos
(Shibchurn & Yan, 2014). Moreover, information will have
different perceived value. Hence, we adopt highly valued
as the given information type in the model. Highly valued
information would relate to identifying information such as
name, email address, videos, photos, and location. Hence,
in regards to disclosing information gathered via a fitness
tracking application, the following hypotheses are proposed:

HS There is a positive direct relationship between a given
information type and the willingness to disclose personal
information for monetary reward.

H6 There is a positive relationship between a given infor-
mation type and privacy concerns in the disclosure of per-
sonal information.

Subjective norm. Subjective norm relates to how an indi-
vidual might be influenced by the perceptions of others in
regards to whether a particular action should or should not
be undertaken (Ajzen & Fishbein, 1975). Subjective norm
reflects approval or disapproval activities associated with
social interaction (X. Wang & McClung, 2010). The issue
of subjective norm is highly reliant on a person’s network of
peers, family, and friends—networks that represent intrinsic
relationships and provide social cues that shape acceptable
behavior (Phonthanukitithaworn & Sellitto, 2017). Bauer
et al. (2018) proposed that a person’s culture had a moderat-
ing effect on information disclosure. Notably, people in an
individualist society were more likely to consider benefits
when disclosing information—compared to those in inclu-
sive collectivist and high power-distance cultures. Z. Wang
and Liu (2014), identified the social influence of friends,
family, and colleagues as a significant factor in directing
people to disclose personal information. Their study of Chi-
nese consumers noted that individuals would be influenced
by others in regard to revealing online scenarios. However,
social subjective norm may not be a factor when it comes
to personal information protection (Chon et al., 2018) For
instance, perceived social pressure reflecting the subjective
norm feature was found not to be significant when revealing
information in exchange for commercial incentives (Heir-
man et al., 2013). Li et al. (2010), suggest that the associa-
tion between information disclosure and privacy will differ
across nations and cultures—that is, disclosure may be cul-
turally dependent. Hence, in regards to disclosing informa-
tion gathered via a fitness tracking application, the following
hypotheses are proposed:

H7 There is a positive direct relationship between subjec-
tive norm and the willingness to disclose personal infor-
mation for monetary reward.

HS8 There is a positive relationship between subjective
norm and privacy concerns in the disclosure of personal
information.

Privacy concerns. Privacy concerns relate to the ability of
aperson to control the information disclosed (Contena et al.,
2015; Malhotra et al., 2004). In addressing privacy con-
cerns, people need to have an awareness of how informa-
tion is used by third parties (Lee et al., 2015; Pentina et al.,
2016). Contena et al. (2015) indicate that privacy concerns
may be associated with how disclosed information might be
accessed and/or whether it might be misinterpreted. Hallam
and Zanella (2017) examined privacy concerns associated
with social networks and noted that privacy was not a signif-
icant influence on self-disclosure of personal information—
potentially explained the privacy paradox phenomenon.
Prince (2018) investigated privacy concerns associated with
collecting personal information and noted various issues
such as fraudulent selling, sharing, and unauthorized use.
Pentina et al. (2016) suggests perceived privacy concerns
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associated with information disclosure were influenced by
how the information might be shared, its improper use, and
being able to correct previous errors. Clearly, privacy con-
cerns affect the willingness of people to disclose personal
information. Hence, in regards to disclosing information
gathered via a fitness tracking application, the following
hypotheses is proposed:

HO There is a positive direct relationship between privacy
concerns and the willingness to disclose personal infor-
mation for monetary reward.

Willingness to disclose personal information for monetary
reward. A monetary reward can motivate and influence indi-
viduals to willingly disclose personal information (Benndorf
& Normann, 2018; Lee et al., 2015). Seemingly, monetary
reward can be a factor that individuals consider as part of
their decision-making process (privacy calculus)—shap-
ing a willingness to reveal personal information (Dinev &
Hart, 2006; Lee et al., 2015; Li et al., 2010; Robinson, 2017).
Lee et al. (2015), report that many companies collect per-
sonal information for marketing purposes and use monetary
rewards as an incentive for individuals to disclose details.
Monetary rewards as an influence on a person’s willingness
to disclose information can also be related to hedonic rein-
forcement, where the provision of a reward increases the
likelihood of compliance (Shibchurn & Yan, 2014). Hedo-
nism has been noted as a feature of individualist cultures
that are more likely to consider benefits in the information
disclosure process (Bauer et al., 2018). Individualist cultures
tend to be commonly encountered in western nations, while
collectivist nations predominate in Asia (Hofstede et al.,
2010; Phonthanukitithaworn & Sellitto, 2016). In regards
to the study, trust and risk belief, information type, subjec-
tive norm, and privacy concern will arguably influence the
willingness of people to release personal information in the
scenario where people are offered some monetary reward.

Methodology

Survey Items

The items used to test the proposed model were adapted from
previous research associated personal information disclosure
(Buckel & Thiesse, 2013; Chon et al., 2018; Contena et al.,
2015; Dinev & Hart, 2006; Hallam & Zanella, 2017; Lee
etal., 2015; Malhotra et al., 2004; Morey et al., 2015; Pentina
et al., 2016; Prince, 2018; Shibchurn & Yan, 2014; Z. Wang
& Liu, 2014; X. Wang & McClung, 2010). A 26 item model
(see Appendix A) was used to measure the constructs of
Trust Belief (TB), Risk Belief (RB), Information Type (IT),
Subjective Norm (SN), Privacy Concerns (PC), and the will-
ingness to disclose personal information for Monetary
Reward (WD). The items were measured against a seven-
point Likert scale with respondents asked to indicate their

agreement with item statements that ranged from strongly
disagree (1) to strongly agree (7).

A concise survey instrument was developed in English
and translated into Thai. Concise surveys have been associ-
ated with improved response rates (Sellitto, 2006). Pre-
testing of the survey with a cohort of Thai fitness tracking
users allowed any anomalies associated with survey word-
ing/instructions to be addressed (Phonthanukitithaworn &
Sellitto, 2016). The pre-testing with a group of fitness tracker
users also allowed a realistic incentive to be determined
which was set at 1,000 baht per month. This was a clearly
stated monetary incentive for disclosing personal informa-
tion as part of the survey. Benndorf and Normann (2018),
argued that by clearly indicating the incentive to be received
for an information exchange was a definitive and more apt
approach to gauging factors associated with disclosure.
Furthermore, the monthly reward rationale would have argu-
ably led to a higher cumulative amount for participants,
which in turn may have been perceived as meeting a relin-
quishing threshold—more so than if a single one-off pay-
ment had been given.

Sampling and Data Collection

The study’s survey used convenience sampling that was
undertaken in January/February 2020, resulting in 504 valid
responses. For the purpose of this study, the target population
included individuals who used a fitness tracker or a smart-
watch with an established data tracker history. Fitness track-
ing apps gather a range of information types which arguably
allow the users to determine what might be perceived as per-
sonally descriptive and identifying information (highly val-
ued), compared to anonymous or non-identifying information.
The data collection technique used in this study was the
intercept survey in which potential respondents were inter-
cepted at a location and asked to participate in the research
study. Potential respondents were randomly approached by a
researcher at various shopping and fitness centers in
Bangkok, the capital of Thailand. Bangkok was chosen as
the sampling location because the largest pool of fitness
tracker and smartwatch users is located in Bangkok (Statista,
2019). The researcher checked to determine whether the
potential respondents were appropriate for this study—that
is, they were fitness tracker or smartwatch users with an
established data tracker history. After fulfilling these criteria,
the participant was asked to complete the questionnaire.
These fitness tracking apps ranged from specific devices
such as those made by Garmin, Fitbit, and Apple (watch),
through to installed mobile-phone apps. A preamble to the
survey included a brief scenario statement to provide respon-
dents with the appropriate context for survey questions (see
Appendix A). In administering the questionnaire, the
researcher clearly related to respondents that the disclosure
was for 1,000 baht and that fitness-tracker information was
sought. Of the participants in the study, 50.2% (N=253)
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were male and 49.8% female (N=251). The 24 to 41 years
age group had the highest (N=210) sample representation
with other age groupings being 18 to 23 years (N=105), 42 to
S56years (N=139), and above 57 years (N=50).

Data Analysis and Results

This study followed a two-step approach using Structural
equation modeling (SEM) analysis as suggested by Byrne
(2000) and Hair et al. (2010). The first step examined the
reliability and validity of proposed items using a measure-
ment model. The second step tested the hypotheses using a
structural model.

Common method variance (CMV) was addressed before
analysing the data. CMV can be encountered when a model’s
variables originate from a similar source or when typically
evaluated using similar methodology—with potential errors
occurring in the variances associated with these variables.
Such errors can lead to an underlying bias when determining
the relationships between variables (Podsakoff et al., 2012).
Because dependent and independent data were of a percep-
tual nature and gathered from the same group of partici-
pants—any subsequent analysis could be prone to the issue
of CMV. Hence, Harman’s one-factor analysis was used to
check for the influence of CMV and was found to be well
below the significant 50% threshold (21.3%)—providing
confidence that data analysis was not affected by CMV (see
Table B1 in Appendix B).

Measurement Model Assessment

The validity of the model’s proposed constructs and items
were evaluated simultaneously with confirmatory factor
analysis (CFA). The resultant fit statistics [y>=445.99 and
df=279 (p=.00)] demonstrated an alignment of the mea-
surement model and the data—in accordance with accep-
tance levels proposed by Hair et al. (2010). Analysis of the
comparative fit index (0.98); the goodness of fit index
(0.94); and the normed fit index (0.949) were all above the
0.9 lower acceptance threshold. The root mean square
error of approximation (0.03) was below the 0.05 lower
limit threshold.

Convergent validity and discriminant validity was under-
taken. The measure of convergent validity provides confi-
dence that constructs and composite items are truly related.
The measuring of discriminant validity identifies if the pro-
posed constructs are distinctively and not related. The analy-
sis associated with validity is shown in Table 2, with loadings
notably greater than 0.70 (7-values significant at .001),
Indeed, the calculated AVE and CR exceed the expected
lower threshold values of .5 and .7, respectively (Hair et al.,
2010)—allowing confidence in claiming convergent valid-
ity. Moreover, the relatively high Cronbach a values (>.700)
indicate that the item scales used are reliable (Tabachnick &
Fidell, 2013).

Correlation coefficients and the square root of AVE were
compared (Table 3) in order to address the discriminant
validity issue. The square root of AVE values are all signifi-
cantly larger than comparable coefficients providing confi-
dence that discriminant validity has been satisfactorily
achieved (Fornell & Larcker, 1981)—that is, the proposed
constructs are not related and clearly distinctive.

Hence, confirmation of construct reliability and validity
using the measurement model provides confidence in progress-
ing to the subsequent testing of the proposed hypotheses.

Assessment of the Structural Model (Hypothesis
Testing)

Figure 2 depicts the structural model analysis of the empiri-
cal data to show path diagrams associated with the hypothe-
ses tested and a corresponding standardized parameter
estimate. Notably, there was a satisfactory fit aligning the
model with the composite data (y>=445.99, df=279,
GFI1=0.94, NFI=0.95, CF1=0.98, and RMSEA=0.03).

Examining model’s path relationship associated with pri-
vacy concerns—the effect of the information type (H6) and
subjective norm (H8) is supported (B=.115, p <.05, B=.195,
p<.001 respectively). In other words, information type and
subjective norm played a significant role in influencing an
individual’s privacy concerns to disclose personal data for
monetary reward. However, the factors of trust (H2) and risk
belief (H4) have not been found to affect an individual’s pri-
vacy concerns to disclose personal data for monetary reward.

With respect to the effect on willingness to disclose personal
data for monetary reward, the factor of subjective norm is the
only factor that strongly influences people’s willingness to dis-
close personal data for monetary reward (f=.195, p<.001).
Therefore, the H7 is supported. However, the unconfirmed
trust belief (H1), risk belief (H3), information type (HS), and
privacy concerns (H9) do not support the predicted relation.
The direct, indirect, and total effects of the relationships and
hypotheses testing are summarized in Table 4.

Discussion and Implications

The paper proposed a five construct model that allowed the
investigation of personal information disclosure for a mone-
tary reward. Findings showed that information that was
highly valued had a strong direct effect on privacy concerns
in the willingness to disclose information. Previous studies
report that the request for certain information types can influ-
ence privacy concerns (Benndorf & Normann, 2018;
Malhotra et al., 2004; Morey et al., 2015; Shibchurn & Yan,
2014). Highly valued information such as images, videos,
name, email, and location would identify a person and tend
to be reluctantly disclosed. Arguably, the identifying nature
of the information requested heightens a person’s awareness
of privacy loss in the disclosure process. Even though the
request for highly valued information influenced privacy
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Table 3. The Square Root of AVE (in Bold) and Factor
Correlation Coefficients.

PC TB RB IT SN WD
PC 79
TB .10 79
RB A5 33 .78
IT .18 .09 .23 .74
SN A7 .05 .20 .36 .88
WD .02 .04 .05 .14 21 .80

Note. PC =privacy concern; TB=trust belief; RB=risk belief;
IT =information type; SN =subjective norm; WD =willingness to disclose.

concerns, it did not directly influence the willingness to dis-
close information for a monetary reward. A potential reason
for this may relate to people wanting greater compensation
for disclosure—more so than what was offered in the study.
Benndorf and Normann (2018), noted that people may have
high compensation expectations associated with personal
information disclosure.

Subjective norm was found to influence the willingness to
disclose personal information for monetary reward. It also
directly influenced privacy concerns. Subjective norm is
associated with the notion that individuals will be influenced
by friends, family, and peers on issues that are encountered
(Ajzen & Fishbein, 1975). Notably, subjective norm is the
only factor that directly influences a willingness to disclose
information for monetary reward. Thailand is a collectivist
society where relationships and networks between people
shape opinions, values, and behavior (Phonthanukitithaworn
& Sellitto, 2016). Arguably, people in Thai society value
interdependence, solidarity, and loyalty and will tend to be
more inclined to check for behavioral trends among peers in
shaping their willingness to disclose for a monetary reward.
This is consistent with previous work that suggests a collec-
tivist society, in contrast to individualist groups, were less
likely to consider benefits in the disclosure process (Bauer
et al., 2018). Similarly, privacy concern is potentially influ-
enced by a person’s social peers—with peer views also shap-
ing perceptions of privacy loss due to disclosure.

Trust belief is directly related to the perceptions a person
has in the information-seeking entity to protect disclosed
information (Malhotra et al., 2004). Trust belief did not
influence either privacy concerns or the willingness to dis-
close information for monetary reward. This finding is con-
trary to other studies that report trust belief as influencing
privacy concerns when it comes to personal information dis-
closure (Bansal et al., 2016; Buckel & Thiesse, 2013; Dinev
& Hart, 2006; Malhotra et al., 2004; K. W. Wu et al., 2012).
The study sought the disclosure of fitness tracking informa-
tion. Arguably, people would have experienced information
gathering activities when first adopting the fitness tracking
app—thus becoming familiar with privacy policy and other
data collection issues. This familiarity would likely have

built an individual’s trust in not only the app, but also app-
affiliated brands. Furthermore, the build-up of associated
trust over time is likely to also have ameliorated the issue of
a person being suspicious of a money-for-information sce-
nario, a scenario which has been noted to restrict the type of
personal information that one may reveal (Shibchurn & Yan,
2014). Indeed, the likely ongoing use of the app, may also
result in an increased degree of app/brand loyalty—where
loyalty in an entity has been noted as further enhancing trust
belief (Lee et al., 2015). Furthermore, app use over time
would allow people to become aware of how their informa-
tion might be stored and protected—issues we argue influ-
ence trust belief and privacy concerns in the disclosure
process (Lee et al., 2015; K. W. Wu et al., 2012).

Risk belief did not influence either privacy concerns or
the willingness to disclose personal information for mone-
tary reward. Previous work suggests that a person’s view of
risk belief relates to the perceptions that a greater loss of pri-
vacy than expected occurs because of disclosure (Barnes,
2006; Buckel & Thiesse, 2013; Contena etal., 2015; Malhotra
et al., 2004; Prince, 2018; Robinson, 2017). As with trust
belief—initial adoption and use of the app, potentially leads
to reinforcing a tacit relationship between the app brand (for
instance, Garmin) and the fitness tracker user. This type of
interaction may ameliorate risk perceptions associated with
the loss of privacy, with Robinson (2017) suggesting build-
ing relationships with information-seeking entities tends to
reduce risk concerns in the information disclosure process.
The study found that privacy concerns did not influence the
willingness of information disclosure for monetary reward.
Given that the constructs of risk belief and trust belief were
found to not directly influence privacy concerns, it may be
that people felt comfortable about their privacy not being
impacted.

Theoretical Implications

The study’s approach of modeling monetary reward as a
dependent variable in the investigation of a person’s willing-
ness to disclose personal information is seldom encountered
in the literature. Furthermore, the use of subjective norm as a
factor for investigating information disclosure tends to be
overlooked. Hence, this investigative approach and the sub-
sequent findings can be argued as contributing to expanding
the theoretical literature associated with information
disclosure.

Whilst trust and risk belief have been noted as strong
influences on privacy concerns in the information disclosure
process (Dinev & Hart, 2006; Malhotra et al., 2004; Prince,
2018)—this study did not find this to be the case. This argu-
ably further distinguishes the theoretical contribution of the
paper, alerting researchers that these commonly measured
influencing factors may not hold in certain situations. We
suggest that a familiarity relationship built up over time
between the fitness tracker user and the app/brand may have
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Figure 2. Path analysis and findings (personal information disclosure hypotheses).

Table 4. Direct, Indirect, and Total Effects of the Relationships.

Willingness to disclose personal

information for monetary reward (WD)

Privacy concerns (PC) (R?=.56) (R*=.55)
Independent Post-hoc mediation analysis
variables Direct effect Indirect effect Total effect  Direct effect Indirect effect Total effect results
Trust belief -0.051 — -0.051™ (H2)  0.030™ (HI) 0.003 0.033™ No effect
Risk belief -0.084 — -0.084" (H4) -0.014" (H3) 0.006" -0.008" No effect
Information type -0.115*% — -0.115% (H6)  0.086"™ (H5) 0.008" 0.094" Direct effect on PC
Subjective norm -0.108* — -0.108* (H8) 0.195%* (H7) 0.007" 0.205%* Direct effect on PC and WD
Privacy concern — — — 0.065™ (H9) — 0.065™ No effect

Note. ns = not significant.
Standardized coefficients *p <.05. ***p <.001.

been instrumental in reducing the significance of these two
factors. The proposed model per se can also be viewed as a
theoretical contribution to be used by other researchers. Even
though we found only two influential factors—the same
model tested in different situations may be more revealing.
For instance, a greater number of factors may be significant
in a scenario where a person may not have an understanding
or familiarity of the information associated with an often-
used app or device (as in this study).

Another important theoretical contribution relates to the
significant influence of subjective norm on privacy concerns
and willingness to disclose personal information for monetary
reward. Seldom are national culture factors investigated in this
context—although information disclosure can be culturally
dependent (Bauer et al., 2018; Li et al., 2010). The inclusion of
subjective norm in the study can be viewed as an important
theoretical contribution highlighting the importance of cultur-
ally-related factors in explaining findings—particularly in
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collectivist and high power distance orientated countries simi-
lar to Thailand.

Practical Implications

The study has several important practical implications for orga-
nizations that seek personal information from individuals. The
significant relationship between information type and privacy
concerns implies that even though some incentives are offered
in exchange for personal data, people will still be concerned
about the type of information requested—especially identify-
ing information such as pictures, video, email location, and
name. Furthermore, the request for personal information needs
to be balanced with offering a monetary incentive that is per-
ceived as reasonable compensation and one that meets the
expectations of the target audience. Invariably, consumer man-
agement processes will seek intrinsic personal information
through marketing engagement approaches (Malgieri &
Clusters, 2018). Hence, any monetary reward should be set at a
realist level as might be identified in preliminary investigations
of a particular client base. Moreover, organizations might con-
sider regular personal information requests, rather than a one-
off event (for instance, monthly disclosure for an agreed period)
potentially increasing the likelihood of individuals being more
attracted to cumulative rewards. That is, the expectations for
disclosure are met as a monetary aggregate over time to poten-
tially address the issue of adequate compensation in reaching a
relinquishing threshold (Benndorf & Normann, 2018).

The influence of subjective norm on an individual’s privacy
concerns and their willingness to disclose personal information
for monetary reward highlights the importance of peers, family,
and friends in the disclosure process. This is particularly rele-
vant in close-knit integrated collectivist groups where network
effects can be leveraged. Organizations would do well to explore
these networks when requesting information. For instance, at
the fitness-tracker level and contingent on data privacy regula-
tions, operators (not the users) of such devices might even con-
sider directly engaging with known networks of peers, friends,
and family members—promoting information sharing rewards
to network members that may not be currently partaking in
information release/reward. Furthermore, trust and risk belief in
the disclosure process was argued as being influenced by ongo-
ing app use and familiarity—potentially reflecting the estab-
lished tacit relationship and loyalty between a user and app
brand. Organizations should be aware that a person’s familiarity
with a brand or product will potentially reduce the significance
these two constructs have when requesting information.

Conclusion and Future Research

The study examined personal information disclosure for mone-
tary reward. Only the culturally-aligned construct of subjective
norm directly influenced the willingness to disclose personal
information for monetary reward. The factors of trust belief, risk
belief, information type, and privacy concerns were not found to

influence the willingness to disclose information for a monetary
reward. There was a direct effect of information type and subjec-
tive norm on privacy concerns. Surprisingly, trust and risk belief
was not a significant influence on the willingness to disclose
information or people’s privacy concerns.

The study was cross-sectional in nature. Future research
could examine factors affecting willingness to disclose personal
data for monetary reward within specific parameters such as age
(for instance Gen X, Y, and Z)—directly comparing the differ-
ent generational groups. Future work may also involve testing
the model in a setting where a reward is a non-monetary type or
even not offered at all. The non-offering of a reward potentially
will identify neutral settings associated with information disclo-
sure and reflect a baseline scenario that could be compared to a
situation when rewards are offered. In the non-monetary reward
scenario, the study would potentially uncover if the reward type
made a significant influence on information disclosure.

The study was conducted in Thailand which is a strongly col-
lectivist and high power-distance culture with peer opinion influ-
encing all aspects of society (Phonthanukitithaworn & Sellitto,
2017)—an issue that potential may induce Thais to be inclined to
relinquish personal information if they see others in society do
so, or even if someone influential should request this. Hence, the
findings of this study are potentially applicable to collectivist
type societies such as Thailand and other countries located in
Asia (Hofstede et al., 2010). Notably, we are not able to claim
generalization of our work because of this issue. Indeed, future
studies may wish to undertake investigations in cross-cultural
settings to elucidate the effect of national culture on information
disclosure—where a greater number of culturally-based con-
structs in the model might be used. The adoption of a fitness
tracker, like many other consumer products, will potentially be
influenced by subjective norm values associated with social and
peer interactions. It would be interesting to see if subjective norm
identified as influencing fitness-tracker adoption was also a sig-
nificant factor associated with information release in the same
user. This study gauged people’s willingness to disclose personal
information for monetary reward. While this approach is valu-
able in understanding the antecedents of willingness, future
research could use experimental settings or in-depth interviews
to gauge more precisely consumers’ actual disclosure behavior.

Limitations

The value of personal information tends to be moderated at the
individual level (Mukherjee et al., 2013). Hence, what may be
considered to be highly personal for one person, may hold a
lesser value for another. These different perceptions of informa-
tion can be viewed as a limitation in that it may have influenced
the response to survey questions. Another limitation is that the
fixed monetary reward offered may have been insufficient to
induce disclosure for some people whilst seemingly being
acceptable for others. The specific focus on fitness tracker users
may reflect a group that was comfortable with releasing the
information associated with their app and being more trusting
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and risk-averse than expected—an issue that seemingly contrasts
with individuals knowing that potentially high levels of personal
health data were collected by the device.

Appendix A

Scenario

A fitness-tracking firm has approached you to offer a mon-

device you have been using. You are required to disclose
personal information as part of the process. The monetary
reward is 1,000 Baht per month.

Measurement Items

For each of the questions, please indicate your agreement
with the statement on a scale of 1 (strongly disagree) to 7

ctary reward for the data that is associated with the app or  (strongly disagree).

Constructs and measurement items

Source

Trust belief

TB5 | am willing to disclose personal information because | believe the company will have an
establish privacy policy

TB6 | am willing to disclose personal information because | believe the company will have a
clear objective regarding the usage of my information

TB7 | am willing to disclose personal information because | believe the company will fulfil
promises related to my information

TB8 | am willing to disclose personal information because | believe the company will handle
my information in a competent fashion

TB9 I am willing to disclose personal information because | believe the company will keep my
best interests in mind when dealing with my information

TB10 | am willing to disclose personal information because | believe the company will be
transparent in how it will use my data

Risk belief

RBI'I I am willing to disclose personal information because | believe it has a low risk

RBI2 | am willing to disclose personal information because | believe the company will not
disclose my information to third parties

RB13 | am willing to disclose personal information because | believe there will be no
unexpected problems

Information type

IT21 I think | am willing to disclose information about my location

IT22 | think | am willing to disclose information about my photos

IT23 | think | am willing to disclose information about my videos

IT24 | think | am willing to disclose information about my email address

IT25 I think | am willing to disclose information about my name and last name

Subjective norm

SN26 | think | am willing to disclose my personal information because people around me do this

SN27 I think | am willing to disclose my information because my friends do this

SN28 | think | am willing to disclose my information because people who are important to
me do this

SN29 Most people whose opinion | value would think it is fine to disclose personal information

Privacy concerns

PC30 I think | am concerned that my information could be misused

PC31I | think | am concerned that my information could be used in a way not foreseen

PC32 | think | am concerned that my information could be shared with others

PC33 | think | am concerned that my information could be misinterpreted

Willingness to disclose personal data for monetary reward

WD34 | think | am willing to disclose my personal information for a monetary reward

WD35 | think offering me a monetary reward allows me to control how | disclose my information

WD36 | think offering me a monetary reward will increase the likelihood that | will disclose
my information in the future

WD37 | think offering me a monetary reward has increased my willingness to disclose my
information

Buckel and Thiesse (2013), Dinev and
Hart (2006), Lee et al. (2015), and
Malhotra et al. (2004)

Buckel and Thiesse (2013), Contena
et al. (2015), Dinev and Hart (2006),
and Malhotra et al. (2004)

Hallam and Zanella (2017), Malhotra
et al. (2004), Morey et al. (2015),
Prince (2018), Shibchurn and Yan,
(2014), Chon et al. (2018), and Lee
et al. (2015)

Bauer and Schiffinger (2016), Chon
et al. (2018), Phonthanukitithaworn
and Sellitto (2017), and X. Wang and
McClung (2010)

Buckel and Thiesse (2013), Contena
et al. (2015), Dinev and Hart (2006),
Hallam and Zanella (2017), Lee et al.
(2015), Malhotra et al. (2004), Pentina
et al. (2016), and Prince (2018)

Lee et al. (2015), Li et al. (2010), and
Prince (2018)
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Appendix B

Table BI. Total Variance Explained.

Initial eigenvalues

Extraction sums of squared loadings

Component Total % of variance Cumulative % Total % of variance Cumulative %
| 5.538 21.301 21.301 5.538 21.301 21.301
2 4216 16.216 37.517
3 3.012 11.583 49.101
4 2.441 9.389 58.490
5 2.138 8.223 66.713
6 1.732 6.662 73.375
7 0.789 3.036 76410
8 0.602 2316 78.726
9 0.569 2.188 80914

10 0.496 1.909 82.824

I 0.480 1.848 84.671

12 0.464 1.783 86.454

13 0.419 1.613 88.067

14 0.357 1.373 89.440

15 0.339 1.303 90.743

16 0.328 1.260 92.003

17 0.301 1.159 93.162

18 0.268 1.030 94.192

19 0.260 1.002 95.194

20 0.250 0.962 96.156

21 0.232 0.893 97.050

22 0.208 0.799 97.848

23 0.158 0.609 98.458

24 0.150 0.579 99.036

25 0.126 0.483 99.520

26 0.125 0.480 100.000
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